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Abstract

In 1976, Diffie and Hellman use discrete
logarithm problem to construct a key distribution
system that provides a secure environment to distribute
keys over public network. After that, many
cryptosystems based on discrete logarithm problem
such as Massey-Omura cryptosystem for message
transmission, ElGamal public key cryptosystem, and
DSS (Digital Signature Standard) were published.

ElGamal is a public key cryptosystem where
each party holds two keys: a public key and a
corresponding secret key. The public key is accessible
by the public while the secret key is always kept secret.
Y ou can encrypt a message using the recipient's public
key and only the recipient can decrypt the message
with secret key. No other people know the secret key.

The security of the public key cryptosystem is
ensured by the fact that it is too hard or,
computationally infeasible, to derive the secret key
from the public key. If a third party wants to decrypt
the message, he should find power of a humber that is
part of the public key. Since discrete logarithm is
commonly believed too hard, EIGamal utilizes this
fact to produce the public key and the secret key to
ensure security.

In this project we would like to explore discrete
logarithm problem: "why we need to solve discrete
logarithm problems?' In early years, people believed
90-digit numbers provided enough security, but now
the computer can solve them efficiently. The progress



results from faster hardware and better algorithms.
Currently the available solving discrete logarithm
methods include baby-step giant-step  method,
Pollard's rho method, Pohlig-Hellman method, tame
and wild kangaroos method, and index-calculus
method. The time complexity of those mentioned
algorithms for solving the problem is still too high.
Therefore we challenge the difficulty of the discrete
logarithm problem and design efficient parallel
algorithms for it. We will implement the designed
algorithms on the distributed system at Intel
Laboratory in the Department of Computer Science
and Information Engineering, National Chiao Tung
University. We hope to solve efficiently large-scale
discrete logarithm problems at the end of the project.
Since the basic theoretica research in
cryptography is scarce in Tawan, we dedicate
ourselves to explore this area trying to design more
efficient algorithms to solve discrete logarithm
problem. For application purpose, we will develop
software to solve discrete logarithm problems for
academic users in the country.

Keywords: EIGamal public key cryptosystem,

discrete logarithm, index-calculus,
Gaussian Integers, oblivious transfer.
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