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This research project is aimed at developing a new
cryptographic method for encrypting the 4th generation
MPEG-4-like motion images which are the important
component of wireless multimedia communications,
and then provides the secure transmission of image
information via wirdess WCDMA  networks.
Meanwhile, since the encryption process is highly
nonlinear, both the multipath fading and multi-user
interference on WCDMA radio channdls tend to cause
significant transmission error, and the encrypted
MPEG-4 mation images are very vulnerable to these
erors. To tackle this difficulty, our new encoding
mechanism has been deveoped based on a
combination of both the MPEG-4 video object plane
(VOP) segmentation and the motion-compensated
wavelet multiresolution wavelet encoding. For the
MPEG-4 motion-image encoding, each picture frame
of an input video is segmented into a number of
arbitrarily shape image regions (video object plane)
and each of the regions may possibly cover particular
image or video content of interest ,i.e., describing
physical objects or content within scenes. Each VOP
is further encoded using the motion-compensated
wavelet multiresolution wavelet encoding.  This
would lead to one most-important low resolution



prediction error subimage and a number of
|east-important detail prediction error subimages. The
MPEG-4 video is particularly suitable for the
multicode CDMA system in order to achieve the high
data transmission rate via the bandlimted wireless
channe since each VOP generated from the MPEG-4
video may be assigned to a orthogona variable
spreading factor (OSVF) whereas the MPEG-4 itself is
assigned to a specified scrambling code. In other
words, it is creates more than one virtual channel for
transmitting the VOPs of the MPEG-4 video paraldly.
Furthermore, a two-layer highest security protection
mechanism is applied to the most-important low
resolution prediction error subimage. This two-layer
security protetion mechanism includes (1) 2D Chaotic
phase scrambler and (2) Chaotic image pixel scanning
order encryption. To increase the error resilience for
those encrypted prediction error subimages via the
wirdess CDMA channdl, an adaptive channel
optimized scalar quantizer(COSQ) and optima
codeword encoder is developed for the encrypted
subimages  according to the vaue @ of
signal-to-noise/interference(SNIR). Unfortunately,
there is a mgjor drawback in the SNIR-based adaptive
COSQ. It is only suitable for the binary symmetric
channe(BSC). To overcome this difficulty, this
research project applies Wornell’s Spread-signature
CDMA-based Rayleigh-to-Gaussian channel
transformation technique to our multicode CDMA
system. Thus, from the perspective of the coded
symbol stream, the Rayleigh fading channel looks in
effect like an ideal additive white Gaussian noise
channd.
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