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A Study on the Non-repudiation Requirement for Electronic 

Commerce 
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Abstract 

  Information security is an essential issue 

for the promotion of electronic commerce. 

Many scholars have studied the following 

security requirements: (1)authentication of 

business participants, (2)privacy protection 

of transaction data, (3)integrity assurance of 

transaction data, and(4)non-repudiation of 

transactional evidences. For fulfilling those 

requirements, in particular the requirements 

for authentication, privacy, and integrity, 

several international or de factor standards, 

such as CCITT X.509 and SET, have been 

proposed. In this research, we have focused 

on the non-repudiation requirement, which is 

essential for many business activities like 

purchasing, payment, clearance, contract 

negotiation,etc. We have conducted a 

comprehensive study on the non-repudiation 

issue. What are the standards that have been 

proposed and studied? What are the schemes 

adopted in well-known systems, such as SET? 

In this final report, we present a survey on 

the state of the art, and offer our assessments 

or extensions to existing standards and 

current practices. 

Keywords: Electronic commerce, Computer 

security, Non-repudiation. 
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