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Abstract

With the rapid development of Internet, software usage and development are
changing day by day. In the past, a software developer distributes his software by
selling channel, computer merchant, etc. And most of wsers only use this software in
centralized operating environment, just like PC or workstation. Furthermore, due to
poor distribution of software in the real woild, most of users can’t update their

software and get the newest version immediately.

Today, through the Intemmet, any users can download the newest software and run
1t dynamically. They will no longer be asked to purchase the whole software when
they just need to use part of the features. For software developer, they can always
provide the newest software for users, and accounting the software usage tumes. This
1s called mobile code technology. But following the wider using of Internet, there
comes a serlous problem in software authonzation and protection.

In the past, many approaches have been proposed to prevent software piracy,
such as key disks, parallel-port locks, and custom senal-number validations. These
schemes with authentication process embedded in the software cannot effectrvely
protect the secunty attacks by a smart cracker. Once the software 1s cracked, 1t willbe
then distributed widely on the network.

Ths project 1s purposed for finding a practical method m software authentication
and protection. In the beginmng, we will survey the operating environment and clarify
the operating roles i the mobile code system. Fially, we will intend to present a
method to ensure the software authorization and protection for mobile code systems.
On the other hand, for making it practical, we will also try to balance of “securnity”

and “convenience’ in our method.
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Chapter 1

Introduction

With the fast development of Infernet, network transmission speed grows faster
and faster. Advancements in network technology allow the network users to do a lot
of jobs that were difficult to be accomplished m the past. Due to the evolution of
network technology and the interest of market, large scale distributed systems are
becoming of paramount importance. The growing importance of telecommunication
networks has stimulated research on a new generation of programming languages.
Recently, mobile code languages [Ghezz197][Goslingd6] [Gray95] [Hallo6] [Jaeger96]
have been proposed as a technological answer to the problem. Such languages view

the network and its resources as a global environment in which computations take

place [Bic96] [Carzaniga97] [Ciancarini9 7] [Nog96] [Perret96].

1.1 Background

The development of World Wide Web combines many traditional services and
lets every user to navigate the whole Intermet using a single Web browser In
mid-1995, Sun Microsystems announced the Java [Gosling96] language. The Java
language is a simple, object-oriented, portable, and robust language that supports
mobile codes. Java augments the present WWW capabilities by dynamically

downloading the mobile code fragments, called applets, and runmng tlhis code

1



fragments locally.

The development of mobile code technologies changes the style of software
usage. The mobility and cross-platform characteristics of Java language allow
software rental on the network. For users, when they want to execute some
functions of the software, they can download the newest software across the network
and run it dynamically. They will no longer be asked to purchase the whole software
when they just need to use patt of the feature. Revision for software in the
environment becomes simple. For software developers, they can always provide the
newest software for users, and they know how many times the user has downloaded
software. Software rental requires a good software authorization and protection
model to prevent unauthorized use.

There are several projects for supporting authonzation-based access control in
the WWW environment [Samaratio6][Kahan95], that protects the mmformation in
hypertext systems. Java applets can be integrated as a part of the hypertext system,
however, the current authorization models for WWW are inadequate for protection of
Java applets. There are many differences between Java applets and common
documents mn a hypertext system. Documents in a hypertext system contain only
data, which displays on the screen at the host of the browser. Java applets contains
both code and data, and the state of browser may be different for different users in
different locations. Users without restriction can execute some code, but some code
has to be executed under control. There are many situations that the code has to be

executed under control. For example, sometimes we want to know how many times



a user executes the code and which function of the code the user executes.

1.2 Software Security and Protection

Although the rapid development of network and advanced technologies enable
new software capabilities and wide market interest, the software piracy is still a
serious and tough problem for a long time. Various software protection schemes
have been proposed, but a malicious user can easily crack some schemes, and some

recquire additional costs for users.

Software security

The problem of software piracy causes considerable losses to software vendors
[Curtis94] [Neff94]. Copyright laws [Donovan94][Darkin95] regarding software are
rarely enforced, thereby causing major losses to the software vendors.

A serous problem in the authonzation model of a hypeitext system 1s that the
data can be copied or disseminated [Samarati96]. A user accessing a document can
copy the document, and then disseminate it without the permission of its owner.
This problem happens because the authorization is only done on server, once the user
recerves a document, he becomes the owner of this document and has unlimited
privileges on it.

Such problem appears to be even more serious in software applications.



Software piracy 1s the unauthonzed copying, use, or distnibution of software products,
and this problem becomes more serious on the network emvironment. Here are

several basic software piracy problems [Curtis94]:

Tllicit dissemination: Making extra copies of the program and disseminating to
other unauthorized users.

Unauthorized use: Unauthorized use of software applications designed for
restricted use such as executing for a period of time or a number of times.

Counterfeiting: The illegal duplication and sale of copyrighted software, often in

a form designed to make the product appear legitimate.

To deal with the problems of the software on the network, not only the software
1tself but also the environment associated with the software must be considered. The
modified version of software is be harmful to users executing it, since it may contain a
Trojan horse or a Virus [Barker89][Dean96][Rubin95]. The malicious code that
contains a Trojan horse or a virus accessing user’s system resources such as the file
system, the CPU, the network, and the graphics display may cause unpredictable
effects from stealing user’s privacy to damaging resources In user’s environment.
Besides Trojan horse and virus, a user who modifies the code to deviate from the
prescribed execution may cause more problems to other parties on the network. For
example, a user may cheat in a multi-player game on the network if he has the ability

to modify the prescribed code of the software. Some execution results of the



software might be supposed to write to a database server on the network, and a user

can modify the code to stop the writing process or forging fake results. Therefore,

such problem must also be considered in the software protection on the network.

Software protection

There have been many approaches to stopping software piracy [Wilson97],
ranging from key disks [Voelker86] to parallel-port locks. Most of these software
protection schemes embed access control mechanisms in the code, and a user has to
pass these authentication processes before using the software. The process may
require the serial number of the corresponding user, password from the manual, or
checking the source place where the software 1s located (CD or floppy disk, for
example). Many crackers have cracked these authentication processes. The
difficulty to crack such protection scheme depends on how complexity this part of
code 1s wiitten. For example, some software vendors put checksum values for the
authentication process in the software, if someone tries to modify the code to bypass
the authentication process, an error may be found in the future and the execution will
be terminated. This adds the difficulty to crack the software. However, it is not a
long-term solution that prevents from unauthorized use but just increases the time to

protect from been cracked.
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Fig 1.1 Common software protection schemes

Problem of illicit dissemination of software appears to be more serious on the
network. We wish to control the access that only authorized users can download and
use the software. Before a user downloads the software, we can easily control the
access to allow only legal users to have the download permission. However, after a
user gets the applet, 1t’s difficult to control the permission. Therefore, common
software protection schemes that combine the authentication processes in the software
1tself cannot effectively protect the software from been cracked by a smart cracker.

A practical software protection should ensure that illicitly duplicating or
unauthorized use of the software is at least as hard as rewrting it from scratch
[White90]. A purely software-based solution 1s almost mmpossible, since any

software is just a binary sequence. Stronger schemes have been proposed to protect



the software with the help of tamper-resistant hardware devices, which consists of
physically shielded CPU and memory [Best79][Kent80]. However additional costs

of these schemes often discourage users to purchase the software.

1.3 Contributions

In this project, a software authorzation and protection model for mobile code
systems 1s proposed. To achieve flexible and global secunty for the rapid growing
network environment, the protection for both the software property and principles n
the network environment have been taken into consideration. In the model the
privileges to access the applets in software are separated and distributed to a number
of trusted prnciples called trusted computational proxies. Dependent applets are
distnibuted to different proxies, which leaks little information m the case that a proxy
1s compromised. In this environment, an optimal assignment of applets is also
proposed to minimize, under the security constraint, the computation load of the

proxies and the communication load between proxes and users.

1.4 Synopsis

This report 1s organized as follows, chapter 2 gives the related work regarding
software protection methods, Java language, and RIMI technologies. In chapter 3,

owr proposed model for software authorization and protection is presented, which is



based on the concept of separation of execution privileges. A model for software
partitioning to achieve protection in this environment is presented in chapter 4, and
related issues for performance and security are concerned. Finally, we give the

conclusions in chapter 5.



Chapter 2

Related Work

In this chapter, we present some related software protection schemes, Java

language, and RIMII (Remote Method Invocation).

2.1 Software Protection Schemes

There have been many approaches to stopping software piracy, ranging from key
disks to parallel-port locks. Most software protected with these schemes has been
broken easily. Once they have been broken, the software was then spread widely.
Since the above schemes protect the software from only naive users instead of smart
crackers, stronger protection schemes must be designed. In this section, we present
two stronger software protection schemes, which protect the software based on

tamper-resistant hardware.

2.1.1 ABYSS: Architecture for Software Protection

ABYSS (A Basic Yorktown Security System)[White90] 1s an architecture for
protecting the execution of application software. It can be used as a uniform security
service across the range of computing systems. In ABYSS, applications are

partitioned into protected and unprotected processes. The protected application
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processes are executed In a secure computing environment called a protected
processor. Execution of the applications are determined by a logical object called
Right-To-Execute. The protected processor enforces the access control with respect
to the Right-To-Execute for applcations. Authonization process of
Right-To-Execute can be carmed out by tokens, which are mntroduced as a new
use-once authorization mechanism and useful when authorization are distributed
physically.

To protect an application, the software vendor must create a part of the
application to be executed securely, encrypt 1, create a cormresponding
Right-To-Execute, and create an authonization process for installing that
Right-To-Execute. = The same ABYSS processors, which execute protected
applications, can be used to perform the critical steps in this process, so no special

development systems are needed.

2.1.2 Software Protection and Simulation on Oblivious RAMs

A machine 1s oblvious if the sequence i which 1t accesses memory locations 1s
equivalent for any two inputs with the same running time. In this paper
[Goldreich96], the key problem of learning about program from its execution has been
formulated, and the problem of software protection i1s reduced to the problem of
on-line simulation of an arbitrary program on an oblvious RAM. It provides

theoretical treatment of software protection.
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It 15 showed that if the one-way functions exst, this software protection scheme
1s robust against a polynomial-time adversary who is allow to alter memory contents

during execution in a dynamic fashion.

2.2 Java Language and Remote Method Invocation

Mobile code technology enables the code to be downloading dynamically from a
remote server and executed in the local machine. Here we present the Java language,
which 1s most popular mobile code technology in the curent Internet environment.
The RMI (Remote Method Invocation) which enables cooperation between machines

on the network in the Java environment 1s also discussed.

2.2.1 Java Language

Java applications, or applets, are different from ordinary applications in that they
reside on the network in centralized servers. The network delivers the applet to your
system when you request them.

The Java language changes the passive nature of the Internet and WWW by
allowing architecturally neutral code to be dynamically loaded and run on a
heterogeneous network of machines such as the Intermet. Java provides this
functionality by incorporating the following features mmto its architecture. These

features make Java the most promising contender for being the major protocol for the
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Internet in the near future.

2.2.2 Remote Method Invocation

Distributed systems require that computations runmng in different address spaces,
potentially on different hosts, be able to communicate. The development of Remote
Method Invocation (RMI)[Sun96a] enables software developers to create distributed
Java-to-Java applications, in which the methods of remote Java objects can be
mmvoked from other Java virtual machines, possibly on different hosts. With the RIMI
technology, a Java program can make a call on a remote object once it obtains a
reference to the remote object, either by looking up the remote object in the
bootstrap-naming service provided by RMI, or by receiving the reference as an
argument or a return value.

The Java remote method imvocation system described in this specification has
been specifically designed to operate in the Java environment. While other RMI
systems can be adapted to handle Java objects, these systems fall short of seamless
Iintegration with the Java system due to their interoperability recurement with other
languages. For example, CORBA presumes a heterogeneous, Multilanguage
environment and thus must have a language- neutral object model. In contrast, the
Java language's RMI system assumes the homogeneous environment of the Java
Virtual Machine, and the system can therefore take advantage of the Java object

model whenever possible.
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Chapter 3

The Proposed Authorization and Protection Model

As the speed of network transmission becomes faster and faster, many jobs tend
to be processed by tightly connected computers. A network-computing environment
can be established by the mobile code technologies. In this environment, the
computational and storage resources may be spread on different locations instead of a
single computer.

In mobile code systems, the software is composed of many applets. The applet
1s a plece of software that can be downloaded dynamically from the remote machine
and executed in the local machine, and the cooperating of these applets can process
the job. In the environment, an authorization and protection is proposed which
provides security for the software by delegating some critical execution services to a

trusted and protected party.

3.1 System Model

The execution of software can be viewed as the following three parts, incoming
flow mformation, transformation process, and outgoing flow mformation. For an

outgoing information, if the information flows through an applet, we can say that this
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applet participates in the transformation process for the outgoing mmformation.
Therefore, if we remove some applets that participate in the transformation process,

the execution will be stopped without help of the missing applets.

3.1.1 The Proposed Protection Model

With the RMI (Remote Method Invocation) technology for Java language that
enables cooperating of computers on the network, we proposed a model that protects
the software with the help of a trusted, protected computational proxy servers instead
of tamper-resistant hardware devices installed in the user’s environment. In this
model, applets of the software is partitioned into general and privileged applets. The
users can get only general applets and the prvileged applets will be forced to be

executed in a protected environment.

Global view of
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[ conmon applet
privilege d applet
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Figure 3.1 The proposed protection model

The trusted computational proxy provides computation services for prvileged
applets. Only a trusted proxy has the capability to get privileged applets and execute
them. The proxy executes the applets and returns the result to the user. Since some
of the applets are forced to be executed in the proxy server, an unauthorized user
cannot benefit from the software with only part of the applets. There can be more
than one proxy, and each proxy executes part of prvileged applets. Then the
compromise of one proxy will not leak all prrvileged applets. In the proposed model,
applets to be downloaded are encrypted by applet keys, and the applet keys for each
applet are different. These keys are only available to trusted proxies or authorized

Users.

System Components

In this model, there are six major components:
Software Vendor: The company who develops the software.
Certificate Authority: The party who issues public and private keys.
Software Authentication Center: An accredited orgamization that authenticates the
software developed by software vendors, and signing legitimate parts of the software.
Applet Server: The server who stores applets provided by software vendors. When a

host wants to execute an applet, it first downloads the applet from an applet server.
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Trusted Computational Proxy: The server that provides computational services of
privileged applets for users.

User: The user who uses the software.

Certficate
Sdftware :

Authertication Software
Certer Vendor

Network

Trusted
Proxy

Figure 3.2 System components

3.1.2 Licenses for the Software

In our model, there are two kinds of licenses, publication license and execution
license. The publication license grves the right for software vendor to distribute an
applet and the execution license gves the right for user or proxy to download and

execute an applet.
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Publication license

For each applet, there is a publication license associated with it. The
publication license 1s 1ssued and signed by software authentication center, and every
applet provided by software vendor, which must have a legal publication license.

A publication license consists:

1. Serial number

2. Software vendor information

3. Software authentication center information

4. Applet information (ID, version)

5. Message digest of the applet (optional)

6. Issuing and expiration time

7. Other mformation

The license 1s signed by the center’s private key. When a user or a proxy
downloads an applet from the applet server, it verifies the applet by the center’s public
key and also checks the message digest and expiration time of the applet.

The message digest of an applet is optional. For some applets, we gve the
message digest to an authorized user in another way instead of placing it in the
publication license. This helps to reduce unauthorized use for the applets. We will
discuss this later.

When the software vendor releases a new applet, it first sends 1t and the related

information about the applet (for example, specification or source code) to the
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software authentication center. The software authentication center checks the applet,
and if there is no problem with it, the center issues a publication license of this applet
and sends back to software vendor.

For some applets, sometimes it 1s not easy to verify them imn the first time. In
this case, the center can set a shorter expiration time in the publication license for
such an applet. It issues new licenses periodically to the software vendor and will
stop the process if any problem of the comresponding applet found in the future.
Then the software vendor updates new publication licenses on all applet servers see
Figure 3.3. The expiration time for each publication license depends on the policy
for the software authentication center. Generally, longer expiration time can be

assigned if an applet from a software vendor is more trusted or easier to be verified.

Softunze beon
oftware publshed
Authentication
Center Publication

Licemse

New PL

Figure 3.3 Publication license updating
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Fxecution license

The user or proxy must get an execution license to execute the corresponding
applet. The execution license 1is issued and signed by software vendor.

The execution license consists:

1. Sernal number

2. Execution capabilities for applets of the software

3. Delegation capabilities for applets of the software (For user only)

4. User or proxy’s information

5. Software vendor information

6. Issuing and expiration time

7. Other information

The execution capability of an applet determines whether a user or a proxy can
download the applet. The delegation capability determines whether a user cans
delegation the execution of an applet to the proxy. Delegation here means delegate
the execution to a trusted party if a user cannot execute it directly. If the user has the
execution capability of an applet, he can get some extra information of the applet from
software vendor, for example, applet key or message digest of the applet. To execute
the privileged applets that have to be executed in the proxies, a user must have the

delegation capability for these applets.
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The execution and delegation capabilities for a user dependent on how many
applets the user has been authorized to use. If the user is interested in only some
features of the software, software vendors can issue the license with the capabilities

for only the applets providing these features.

3.1.3 Using the Software

The user can purchase the execution license to the software he interested in from
the software vendor Once the user receved the execution licensed offered by
software vendor, he can begin to use the software. In this section, we describe the

related issues when a user is using the software.

Applet Downloading

In the mobile code system, the applets are dynamically dowmnloaded from a
remote server and executed in local macline. Applet downloading 1s necessary
before execution if there are no previously cached applets in a proxy or user’s
computer. The applet server controls the access for those applets to be downloaded.
The client (proxy or user) sends the recjuest of the applets needed to be execution
assoclated with his execution license. If the license consists of the execution
capability with respect to the applet and the license 1s valid, the recuest will be

accepted, and otherwise it will be denied.

20



When a user or a proxy recerved an applet from the applet server, he can decrypt
1t with the corresponding applet key. The venfication process verifies the validity of

an applet, which includes the correctness and the effectveness of the downloaded

applet.
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applet Verify PL
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Figure 3.4 Applet downloading and vernfication

Fxecution of the software

After a user downloads the applets from an applet server, he can begin to execute
them. Since privileged applets are forced to be executed by the proxies, therefore
the user has to bind these applets first before execution. In the binding phase, the
user sends lhis execution license to the proxy server he wants the execution to be

delegated. Both user and proxy mutually authenticate the execution licenses with
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each other The execution then proceeds by executing the applets corresponding to
the capabilities listed in user’s execution license.

If there are more than one proxy participated in the execution, the user will be
required to explicitly make connections to each of them and authenticate with each
other.

At the first time for using the software, the user asks to software vendor for a list
of available proxies. Then he chooses the proxy for computational service and
register himself at this proxy. Registration for execution licenses will be discussed

1n the next section.

3.1.4 License Registration and Revocation

Once an execution license has been issued to a user, the user can use the software
with the capabilities listed in the license. However, sometimes the software vendor
may wish to revoke the license for a user if illegal behavior of the user has been found.
Moreover, with the registration and revocation, the license can be easily expired by
the number of executions. The proxy records the number of executions for the user,
and if it exceeds the limitation descrbed in the user’s execution license, further

execution will be refused.

Registration
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Registration 1s required for the first time when a user wants to use the service
provided by a proxy. The execution license will only be valid for the proxy if there
15 a corresponding registry & 5V, 5-(D, 18 software vendor’s private key) in
the proxy. When a user wants to delegate the execution to a proxy, the proxy checks
both the wser’s execution license and the registry. The license without a
corresponding registry will be considered as invalid. The following i1s the steps for

registration:

Steps 1: User sends a recjuest associated with lhus execution license to software
vendor for registration at a proxy.

Step 2:  Software vendor checks the validity for user’s license. Go to Step 3 1f
the user’s license is valid otherwise stop.

Step 3:  Software vendor sends a message [/ -5V, (signed by software
vendor) to the new proxy for adding user’s record at the proxy, where

SN, 1s the serial number for the license.

Step 4:  Software vendor updates its own registry for the user.

Revocation

To revoke an execution license in a proxy, the software vendor simply tells the
proxy to remove the registry forthe user and then removes the registry located in the
software vendor itself. Then the user’s execution license will be revoked because no
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registries can be found on the proxy.

3.2 Illicit Dissemination and Unauthorized Use of the Software

A serious problem in software protection is the illicit dissemination of the
software. As we mentioned earlier, such problem is even more serious in mobile
code systems. Although the applets in the applet server are encrypted, an authorized
user who gets the applet may decrypt and illicitly dissemunate 1t to another
unauthonzed user.  Moreover, a trusted computational proxy may also be
compromised. The more applets a user can get, the more information he will be able
to gain from the software. However, it is very difficult to control the software once
1t has been illicitly distributed, since the software is just a binary sequence of data.
Common protection schemes with authentication processes embedded in the software
failed to stop the problem from smart crackers. Therefore something must be done
to reduce the problem that the applets of authorized users or proxies illicitly

disseminated to unauthorized users.

3.2.1 Discouraging Illicit Dissemination

Common methods preventing or reducing such problem use the techmque of
digital watermarking.  With this techmque, software vendor can hide some

embedded data into the software for the pupose of identification and copyright, in
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order to discourage unauthorized copying and dissemunation. Many papers have
been proposed for this area [Bender96] [Berghel96] [Brassil95] [Choudhury94]. Itis
useful for tracing the software that has been illicitly distributed. When the uniquely
marked ownership for a consumer 1s embedded mm the software, he tends to be
unwilling to distnibute the software to the network because the copyright violation

may be found by software vendor.

3.2.2 Discouraging Unauthorized Use

Here we propose a scheme to reduce the problem of software piracy in another
point of view by discouraging unauthorized users to use the illicitly disseminated
software instead of discouraging illicit disserunation.

The modified version of applet 1s be harmful to users executing it, since it may
contain malicious code such as a Trojan horse or a Virus. The malicious code
accessing user’s system resources such as the file system, the CPU, the network, and
the graphics display may cause unpredictable effects from stealing user’s prvacy to
damaging resources In user’s environment. Therefore, users usually refuse to
execute unknown or untrusted code from the network. In JDK 1.1 (Java
Development Toolkit)[Sun96b] [Gong97T], the code signing feature is provide and the
user who downloads the applet can verify the code signed by the author. If the
applet 1s not trusted, execution will be restricted in a sandbox with only lLmuted

system resource provided, as shown in Figure 3.5.
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Figure 3.5 JDK 1.1 Security Model

Based on this nature, our proposed scheme discourages the unauthorized use in
mobile code systems by preventing unauthorized users to venfy the applets
downloaded from the network. In Figure 3.5, the user tries to download the applets
from the applet server without an execution license will be refused. However, an
authorized user may disseminate the applets he has to the unauthorzed user We
apply the technology of undeniable signature [Chaum90] to make an authorized user
not been able to proof that hus applet is valid to other users. The software vendor or
software authentication center cannot deny those applets signed by them and has to be

responsible for the applets if any problems due to the applets are found in the future.
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Figure 3.6 discouraging the unauthonzed use of software

Nontransferable Message Digest

In our scheme, a user cannot convince to another user that the message digest he
has is valid. The unauthorized use of software is discouraged by the nontransferable
message digest, which applies the undeniable signature scheme proposed by
[Chaum90]. The protocol for requesting a nontransferable message digest is shown
in Figure 3.7. A large pnime, p, and a primitive element, g, are made public, and
used by a group of signers. The signer has a private key, x, and a public key,
g*modp. Foramessage m, the signer first computes z = m* mod p. A user has
to get the signature with his execution license. If he has the execution capabihty for

the applet, he can get the corresponding message digest from the signer.
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Figure 3.7 Nontransferable message digest

3.3 Security analysis

In this model, the software may be compromused if
1. The proxy server is compromised

If a proxy is compromised, all privilege applets in this proxy will be also
compromised. So a proxy has to be trusted by the software vendor and has to be
secure from been cracked. A proxy can be software vendor itself or another trusted
party. There can be several proxies, and each proxy owns execution licenses for a
part of privileged applets. Such that the software canbe secure if not all proxies are

compromised.
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2. User can reconstruct the protected part of applets successfillly.

Although some privileged applets are executed in the proxy and other applets
executed by user have to dependent on the other privileged applets, a user still can try
to crack the software by reconstructing the mussing applets. In chapter 4, we
proposed a model for software partitioning, which offers a way of partitioning applets
into common and privileged parts by reducing the chance for a user to benefit from

the software with partial applets.
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Chapter 4

Software Partitioning

Software partitioning means separating applets such that a user can not benefit
from the software holding only part of applets. Our goal is to partition the software
in such a way that if the user gets one applet, he will not be able to get an acceptable
result from the applet if 1t requires the help of the execution of other applets.

In Figure 4.1, we compare two different ways of software parttioning. Assume
that the software is represented in the graph which each separated part means a code
fragment, and the execution of a code fragment depends on the execution of adjacent
code fragments, that is, there will be procedure calls or invocations in the execution
between the adjacent code fragments. If there are two main modules in the software,
and the light color in the graph means the code fragments a user can get, and the dark
color means the codes that have to be executed in a protected environment, that is, the
trusted computational proxy. It is straightforward that the right part of partitioning
provides better protection for the software than the left part. The method of
partitioning in the left graph merely gives all code fragments in the first module to the
user and all code fragments i another module to the proxy. An unauthorzed user
who gets these code fragments can access the first module of the software and get
some partial results. In the right graph an unauthorized user can still get as many
code fragments as in the left graph. However, he will not be able to benefit from any

one of the two main modules in the software, because many of the code fragments he
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got dependent on the execution of other code fragments in the proxy.

Poor partiioning Better partihonng

Figure 4.1 Example of partitioning

The execution of one applet may give some information to the user. The more
applets the user can get, the more information may be gained from the user. If the
user gets all the applets, we can say that the whole software is compromised.
However, for two nonadjacent applets, since they are not directly dependent, the user
cannot gain more mformation directly from them unless he can also get the applets
that have dependencies between the two applets and obtain a larger subset of
dependent applets. For two applets, the user will get more information from them if

they are directly dependent.
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4.1 Proposed Model for Partitioning

Software in the mobile code system can be represented as an undirected graph
G = BV HE E where the vertices are the applets and the edges mean the dependency
between any two applets. If an applet may invoke another applet in the execution
session, we can say that they are dependent. For two dependent applets, there will
be messages passing between them in the execution of the software.

In the software, we assume that user can get more acceptable result from 1t if he
can get a larger subset of the connected applets. Giving user two independent
applets will provide better protection than two dependent applets, because the user
cannot benefit from two independent applets directly if they dependents from other
applets executed in the proxy. Based on the assumption, we proposed a paititioning
model, which all any two applets executed by the user are independent, as shown in

Figure 4.2.

NN\ —
O/l
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Figure 4.2 the proposed partitioning model

Each of them depends on the execution of other applets executed by the proxy to
gain the result of a larger subset of applets. Our proposed model considers the
security only to the applet level, that is, we do not look inside the applets and concern
how it 1s written. An applet is a basic element in our model. For small software
with only several applets, a heurstic partitioning may work better For large
software composed of many applets, our model grves a good protection by
partitioning the software into minimal piece of independent code fragments.

Based on this model for assigning independent applets to achieve security, we

consider the following two issues:

1) Performance

2) High Security

In the first consideration, we wish to achieve good a performance considering the
computational load of the proxy. Since the proxy provides the computation services
for users, the load may become heavy. Therefore parttioning in such a way that
finds a better performance in this environment becomes very important. Under the
constraint that all applets executed by the user are independent, we want to assign as
more applets in client as possible. If each applet has a different computational cost,

we can find an assignment that minimizes the computation load for the proxy. Later,
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we will also take the communication load between any two applets into consideration,

and find the optimal assignment for both the considerations for computation cost and
communication load.

In the second consideration, we want to assign applets in such a way to achieve
huigher secunity. If we want to mimimize the imformation the user can get, we can
assign as more applets in the proxy as possible. Since the user gets only the result of
the execution from proxies, higher security can be achieved. In this case, we also

consider that the proxies may be compromised.

4.1.1 Assignment for Applets

In the software represented by a graph G = £/ I K the applets executed by the
user 1s assigned as number 0, and number 1 or greater represents the applets executed
by the proxy.

Not all applets of the software will be freely assigned. Some applets may have
special properties and have to be assigned in specific locations. Before partitioning,
we find this kind of applets and assigned them first. The steps for mutial assignment

are described as follows, and an example 1s shown in Figure 4.3.

Step 1: Mark the nodes that have to be placed in specific locations.
There may be some applets that have to be executed in specific locations.

For example, some applets may be designed for reading data from user’s
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keyboard, displaying something to the wuser’s momitor or reading/writing
something from user’s hard disk. This kind of applets has to be executed by
user, and assigned as number 0. Some applets have to open some network
connections from a proxy (in a firewall, for example) or reading/wnting
something from proxy’s file system. These applets should be placed in the
proxy, and assigned as number 1. In this step, all special nodes are marked, as a

number depending on the location the applets has to be assigned.

Step 2: Assign 1 to the nodes adjacent to nodes assigned as 0.
Since the applets executed by the user must be independent, all applets
adjacent to applets assigned, as number 0 cannot be assigned as number 0 again.

These applets have to be assigned as number 1.

filo syrom

wot s mput firowall o

Figure 4.3 An example for initial applet assignment
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Here are some examples for this kind of applets that have to be initially assigned.

User:  Reading from keyboard
Reading or wnting from user’s hard disk
Display on the monitor
Communicate with network with user’s identity
Proxy: Readingor writing from proxes files systems
Execution from behind the firewall

Applets consists of critical codes

In addition, the secunty concems is also an important factor for the initial
assignment of applets. In the network environment, sometimes an applet may do
some operations to a specific principle, and the correct execution has to be assured.
For example, the software vendor may want to record the state of the execution of
software provided to users. Sometimes a trusted paity can only access a database.
If the user performs the execution of the applet, he may modify the code to deviate
from prescrbed execution and creates faulty results. Thus such applets have to be
assigned to the proxy to ensure correct results. The delegated computing ensures

that the ciitical part of code 1s correct been executed, as shown m Figure 4.4.
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Figure 4.4 Delegated computing

4.1.2 Complexity of an applet

The execution of software can be viewed as three paits, mcoming flow
information, transformation process, and outgoing flow information. In the
transformation process, some applets cause little influences to the outgoing
information and some may just pass the mformation flowing to them without any
transformation. For these applets, assigning them to the proxy will be Little use since
an elite user may reconstruct the missing part of applets easily. If an applet is not
written with enough complexaty, it can be assigned to user. An applet executed by

the proxy should have enough complexaties described as follows [White90].
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Semantic Complexity:

Semantic complexity reflects the difficulty of reconstructing the protected part
by examining the environment of its mteraction with the unprotected part. At one
end of a spectrum of partitioning methods, selected obscure parts of the application
are protected. For instance, an application may contain a proprietary algorithm, all
of which could be protected. If that pat of the program was difficult to write
mitially, 1t may be cifficult for an attacker to reconstruct . At the other end of this
spectrum, random parts of the application could execute in the protected environment.
This is semantically complex to the extent that it is difficult to understand a program

that has a large number of lines missing.

Combinatorial Complexity:

Combinatorial complexity reflects the difficult of e xhaustively characterizing the
behavior of the protected part by watcluing what 1t does. Consider an application in
which there are n access points in the unprotected part, at which accesses are made to
the protected part. At each access point, a k bt argument is passed to the protected
part, and the protected part performs some calculation. If this results in Q(£*)
independent states of the system, essentially all possible values of the argument must
be tried by an attacker to completely characterize the effects of the calculation. This

1s the case, for instance, in a one-to-one function of the argument, whose value is
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returned by the calculation. The characternization can be made even more difficult if

some or all of the results are stored in the protected part instead.

4.2 Partitioning For Performance Considerations

If the proxies are trusted and protected, adjacent applets in the proxy will not be
a problem. We just need to assign the nodes that all applets in the user are
independent, because the unauthonzed users cannot access applets in the proxes.

It 15 straightforward that placing all nodes in the proxy will achieve maximum
security, but in such a way the proxy will be very heavily loaded. The proxes
provide the computational services of the software for authorized users. Since one
proxy may serve many users who are recquesting the delegated execution for
privileged applet at the same time, the computation load in the proxy should be an
important factor for the overall performance. In such distnbuted computing
environment, the main issue is to allocate as more applets as possible to be executed
by user to reduce the load of the proxy server.

Since we also want to keep all applets in the user mmdependent to provide
protection, the problem canbe reduced to finding the maximum independent set in an
arbitrary graph. We define computation cost to be the cost spent in the running time
of an applet, including CPU cycles, memory allocated, and disk space used. Since
each applet has a different computation cost, the problem becomes finding the

maximum weighted independent set in an arbitrary graph.
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4.2.1 Finding Maximum Weighted Independent Set

Ina graph (G = £V & E and each vertex has a positive weight w. Let § tobe
the independent set for the graph G if for all v 7, €S, v, 7, ¢ E. The

maximum welghted independent set with the weight w for the graph G is to maximize

WE E= w,. A chque of graph G=F FE 1s the subset C'c V', where

ies
G KC E 1s a complete graph. Finding the maximum weighted ndependent set m G
is equivalent to finding the maximum weighted clique in (', where a maximum
weighted clique 1s a clique that the sum of all of its weighted vertices is maximal.

The problem of finding the maximum weighted or unweighted mdependent set in
an arbitrary undirected graph, has been proven to be NP-hard [Garey79]. The
problem is notoriously hard even if vertices of the graph are unweighted. For the
unweighted case, an efficient algonthm for finding maximum independent set has
been presented by [Tarjan77], which takes OZF F time. Many heuristic
algorithms have been proposed for finding maxamum weighted independent set or
maximuin weighted clique In an atbitrary graph
[Balas96] [Kopf87][Pardalos91][Xue94]. Polynomial time algorithms for many
other restrcted classes of graphs have also been proposed. If the graph is a tree, the
maximum weighted independent set canbe found in O £ HChen88].

With the algorithms for finding maximum weighted independent set, the optimal
partitioning for the software that the computation load of the proxy is minimum and

applets executed by user are independent can be found.
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4.2.2 Considering both Computation and Communication Load

Now we consider that the network bandwidth between user and proxy may be
limited, and the computing power for the proxy may be also hmuted. We want to
partition the software that gives optimal assignment for load consideration under such
limitations. In the applet dependency graph, we define each edge to be the network
communication loads between two applets. The communication load is often
measured as the average number of messages in an execution session, and 1t is defined

to be zero between to applets 1f:

1) Two applets are nonadjacent.

2) Two adjacent applets are assigned in the same location.

Then we define communication degree for an applet to be the total
communication load between the applet and all other adjacent applets. Here are the

steps for calculating the commurnicate degrees for all applets.

Step 1:  Measure the communication loads between any two applets and define
as the weights of edges in the graph.

Step2: Add the weights of all incident edges of a node to be its
communication degree, if the adjacent node has not been assigned as

the same number with the node.
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An example of the steps for calculating the communication degrees for each
applet is given in Figure 45. In this example, the two darker nodes have been
mitially assigned as the same number. Therefore the communication load of the

edge between them 1s not added to communication degree for them.

&\(3)5 —

—70(4)

()

Figure 4.5 Calculating communication degree

Consider that the computing power of proxy or the network bandwidth may be
limited. We can formulate our problem for parttioning. Fist we define some

variables that will be used in the problem.

m. computation cost for an applet

M, : sum of total computation cost for all applets
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n: communication degree for an applet
N, : sum of total communication degree for all applets
P: computing power of the proxy

B: the network bandwidth

Our problem for partitioning under different limitations becomes:

1. Minimize the computation cost under limited network bandwidih beiween

proxy and user

Maximize y =>" m, subject tothe constraintthat ' n < B, where 5 1s

/€S 7es
an independent set for graph G.
2. Minimize the communication load under limited computing power of the

proy
Maximize z=N, -> n, subject to the constramnt that

/€S

> m, < M, — P, where 5 1s an independent set for graph G.

/€S

The independent set S contains the applets that will be executed by the user.

The two problems are equivalent, and we formulate our problem as the follows.

Problem

In a graph G=(V,E) where each node has two kinds of weights, defined as (m,n).
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Let § tobe the independent set for the graph G if forall v 7, €S, v, B, ¢ E.

The maximum weighted independent set with the weight w for the graph G is to

maximize W ASE="w,. The problem is to find the subset 5 of vertices where

ies
MESE=7" m, 1is maximum under the constraint that ' 5 < k, where k2>%.
jes ies

The wpper bound of & is the maximum weighted independent set for graph G with
respect to weight n. Therefore, if k is assigned as a value greater than or ecual to
MWIS with respect to weight n, the problem becomes finding MWIS with respect to
weight m.

We have not yet found an efficient algorithm to find the optimal assignment

under such constraints. Here we present a simple heuristic method to solve this

problem recursvely.

A Heuristic Algorithm

Stepl: (1) Set S=OEM =kEN =k.
(2 Set S, =DHAM, = kEN, = k.
(3) Set S\ =0HM, = kEV, =k.
Step2: If G#O chooseavertex ;/ ingraph (, otherwise stop.

Step 4:  For the chosen vertex 7, if n. >k or vertex ; has been mitially

assigned to 1, go to Step 6.

Step 5: Set G\, = G —117 —ivertices adjacent o7/ and &, = k—n.. Find
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M, N, 15, by calling the algonthm for graph ;. If 7 has been
initially assigned to 0, go to Step 7.
Step6: Set Gy =G -iii and k, =k. Fmd A AV, F5, by calling the
algorithm for graph (.
Step7: If M, > M, then M < M, +m, BV < N, +n, 5 < S, 1.

Otherwise M «— MEV < N, 5 < S,.

After the steps of the heunistic algonthm, the set § 1s the applets that will be

assigned to the user. Note that in the begmnning if 5" 7 > & where Iis the initially

icl
assigned set of independent vertices in G, the process should be stopped because no

valid solution with the constraints in graph G canbe found.

4.3 Partitioning Between Proxies

In the partitioning model, all applets executed by the user are independent, and
the software a user gets consists of minimal independent pieces of applets. Now
consider that we want to achieve higher secunty by minimizing the applets of the
software a wser can get. We can simply assign all applets to the proxy except the
applets that must be executed by user.

We assume that there are many proxies available on the network and each proxy
may be compromused. In this case we assign the applets to the proxies by colorng
the graph to make each proxy gets independent applets.
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The problem of assigning applets to the proxies to make the applets in each
proxy are independent can be formulated as the problem of vertex coloring. We

discuss the vertex coloring as the follows.

Vertex Coloring

Let G be a graph. A vertex coloring of G assigns colors, usually denoted by
1,2,3,..., to the vertices of G, one color per vertex, so that adjacent vertices are
assigned different colors. The mimimum number n for which there is an n coloring
of the graph G 1s called the chromatic number of G and is denoted by y A7 E If
x K7 E=k we say that G is k-chromatic.

The problem of coloring vertices in an undirected graph has been shown to be
NP complete, 1., no algorithm has yet been proposed to find the optimal colonng n
polynomial time [Aho74]. However there are a number of coloring algonthms,
which give approximations to minimal coloring. These heuristic graph coloring
algonthms can be used to find good approximations to the chromatic number of those
graphs that are too large for the colonng [Clark91]. We will discuss both

approximate vertex coloring and exact vertex coloring in the following sections and

give the guidelines for partitioning with these algorithms.

4.3.1 Approximate Partitioning
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If there are enough proxies available on the network, we can use the approximate
coloring algorithms for partitioning, which solve the problem in polynomial time.
In this section, we discuss the coloring algorthms that give approximations to

minimal coloring. One of which 1s the simple secjuential algonthm [Welsh67]. The

algorithm starts with any ordering of the vertices of the graph Gsay v, BiF7,. Now
assign color 1 to v,. Moving to vertex v, color it 1 if 1t 15 not adjacent to v,;
otherwise, color it 2. Proceeding to v, color it if it is not adjacent to v ;1f 1t 1s
adjacent to v, color 1t 2 if it 1s not adjacent to v, ; otherwise colorit 3. Proceed in
this manner, coloring each vertex with the first available color that has not been used
by any of its adjacent vertices.

One of the modifications of the simple sequential algorithm is called
smallest-last sequential algorithm [Matula72], which performs better among the

similar algonthms by choosing vertices of mummum degree. The smallest-last

sequential algonthm uses at most maxxd Ex, &+ x colors [Broos4l], where dFEx, E

x,€eH

1s the degree for vertex x,. In owr partitioning for secunty concerns, these
algorithms can not be applied directly because some applets may have been initially
assigned to specific proxies. Therefore we proposed a modified smallest-last
sequential coloring algonthm to solve the problem for coloring on the graph with

some vertices initially assigned for colors.
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The Modified Smallest-Last Sequential Coloring Algorithm

Assume that the applets executed by user are assigned as color number 0, and
applets executed by proxes are assigned as color number greater than 0 which each
color number represents a proxy. In the mtial assignment, some applets may have
been assigned to designated locations. For the initially assigned proxies, the color
numbers are chosen from 1, and increasingly. We first delete the vertices that
mitially assigned as number 0O and solve the reduced subgraph. The modified

smallest-last secjuential algonithm is described as follows.

Step 1: (1) Let Ube the set of vertices initially assigned as color number 0.
(2) Let P be the set of vertices mitially assigned as color numbers
greater than 0
(3) Let H =G - U, where H is the subgraph of G with all vertices in
U deleted

Step 2: (1) List the vertices of Pas x AiiFx ;.

(2) Choose x, tobe avertex of minimum degreein /7 — P.
(3) For j=n—-xHi— EEiF +x, choose x. to be a vertex of

minimum degree in the subgraph #7— P —ix, B, | BiF ., 1.

n-1

(4) List the vertices of Has x, Bk, .

(5) List the colors available as 1,2,....n.

Step 3: Foreachi=1,...n,1f x, has notbeen assigned a color, let
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C, = ixHEuhi , which 1s the list of colors that could color vertex x,
otherwise let C. =7 p./ where p, is the mtially assigned color for
X

1

Step 4. Foreachi=l,....n, if x, wavertexadjacentto x ,and x, hasbeen
Initially assigned as the color p,set C. =C, —1p,i.

Step 5: Seti=1.
Step 6: Let ¢ be the first colorin . and assign it to vertex x,.
Step 7:  If x, has not been initially assigned a color, for each j with s < j
and
x, adjacentto x, mHset C,=C,~ic, 1.
Step8: Set /<« i+x andgotoStep6if ;< n.

Step9:  Fori=l1,...,n, ¢ 1s the color assigned for vertex x, .

After the above steps, the applets can be partitioned such that
1) The user gets minimal mformation from the applets he has.

2) Applets in each proxy are independent.

3) At most maxxd Ex; k+x proxies are required, where JFEx; EFis the
x,€H

degree for vertex x,.

4.3.2 Exact Partitioning
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In this section, we discuss the exact vertex colonng, which gves partitioning

with minimal number of proxies. A graph canbe colored optimally by coloring with

the first color a maximum independent set A/, In (', and then coloning with the
second color with another maximum independent set 1/, in G, =G — M, and so
on until all vertices have been colored. Such kind of coloring algorithms are called

optimal independent colorings [Christofides71][Christofides75]. An algorithm
based on this kind of colorings which produce good suboptimal solutions with little
computational effort 1s also proposed [Lotfi36].

With the algonthms for maximum independent set discussed earlier, we can

partition the software and assign them with minimal number of proxes.

4.3.3 Guidelines for Partitioning between Proxies

Partitioning is easy if there are enough proxies available on the network. The
modified smallest-last sequential coloring algorithm proposed earlier can be applied.
If the number of color used by the approximate algorithm exceeds the number of
proxies, the exact coloring algorithms can be applied. Exact coloring algorithms
give the solution to partition with minimal number of proxies. If the number of
proxies available is fewer than the chromatic number (minimal number of coloring)

for the graph, a ideal partitioning cannot be achieved. In this case, we can use the

exact colonng algonthm by assigning an maximum independent A/, m G to the

first proxy, and assign A/, m G, =G — M, to the second proxy, and so on, unfil
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n—x proxies in p have been used. The remaindenng applets (which may not be

independent) are assigned to the last proxy. Therefore, applets each proxy are
independent, except the last one. And we can concentrate on protecting the last
PIOXY.

If the computational capability for a proxy is limited, more proxies may be
needed. Assume that each proxy has its different computational capability, and
establishing each proxy requires a different cost. Finding the minimal cost with such

constraints important 1s ecquivalent to the loading problem discussed in [Elion71].
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Chapter 5

Conclusions

The development of Java language created a new environment for software usage.
In this environment, dynamically downloaded codes allow users execute any
programs they are interested in from the network. To protect the copyright of the
software on the Internet, software piracy must be prevented. The growth of network
makes this problem more serious. Many approaches have been proposed to prevent
software piracy, such as key disks, parallel-port locks, and custom serial-number
validations. This scheme with authentication process embedded in the software has
been successful in stopping most unauthorized users. However, they cannot
effectvely protect from been cracked by a smart cracker. Once the software is
cracked, 1t will be then distributed widely on the network.

In this project, a model for software authorization and protection in mobile code
systems is proposed. To achieve flexible and global security for the rapid growing
network environment, the protection for both the software property and principles n
the network environment have been taken into consideration. The prvileges to
access to these applets are separated and distributed to a number of trusted
computational proxies. The execution of software is conducted by cooperation of
the applets and the proxies contamn them. The user holding part of applets of the
software will not be able to use the software without the help of these proxes.
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A model for software partitioning in this environment is proposed. Independent
applets are assigned to the user, which provide little information without cooperation
with applets on the proxies. To increase the performance in this environment,
computation load of the proxies and communication load between proxies and users
should be mimmized. An optimal assignment of applets for the software 1s also
proposed to minimize, under the security considerations, the computation load of
proxies and the communication load between proxies and users. To reduce the risk
of proxies been attacked, vertex coloring has been applied on the partitioning, which
reduces the nsk of proxies may been attacked. In the case the mtruder can acquire

that a proxy is compromised, little information.
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