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Security of the Ubiquitous Information Service Environment (1)
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Abstract

Due to fast
wireless

development of
communications, there are
demands on

Information services, which are based on

Increasing mobile
wireless communication. However, there
are some inherent properties of wireless
communications that make it cifficult to
apply  wireline-based
technologies to

information services. For example, the

information
wireless-based

wireless communications cannot use too
much band-width, their communication
quality 1s not stable, they are vulnerable
to mtercept, the function of the mobile
handsets is restricted, etc. Therefore, the
goal of our jomnt project 1s to study how
to provide a mobile information service
environment so that a user can access
information through wireless information
systems at any where and at any time.
This sub-project 1s to research the
security issues of the mobile information
service environment, such as security of



data communication, authentication of
users, multilevel security of broadcast
data, etc.

This project has a three-year term.
In this year (second), we implement a
Secure Internet Roaming System (SIRS)
to show that our proposed protocols are
secure and efficient.
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