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In distributed systems, race condition 

may occur if two or more execution units try to 

access a shared resource concurrently. In order to 

prevent this problem, these execution units will 

use concurrency control facilities during they 

access shared resources. Locks, or similar facili-

ties, are the most popular concurrency control 

facilities for their simplicity. We find out that 

some programs often use nesting locks; that is, 

after an execution unit has been granted a lock, it 

still requests the same lock before it releases the 

lock. This property can be found in systems that 

provide automatic concurrency control, such as 

transaction processing systems. It also can be 

found in a program with mindless design. Hence, 

we devise a hierarchical lock facility to exploit 

this property. It employs the notion of proxy to 

reduce the overhead of requesting a nested lock. 

In addition, it is also fault-tolerant, and can 

tolerate single-site failure of server nodes. 

Moreover, it provides a GUI interface for 

managing fault-tolerant-related functions 

conveniently. We implement this facility upon 

Windows NT 4.0. It is compatible with the 

critical section facility that was built in 

Windows NT natively; furthermore, it makes 

programs exploit their concurrency more easily 

than using critical section. It can also be ported 

to other operating systems with ease because it 

is fully implemented under user-mode. Besides, 

since Windows NT is an operating system that 

supports SMP hardware platform, we take 

advantage of some characteristics of multi-

processor systems, and try to reduce the over-

head of using this facility. In this thesis, we will 

examine each aspect of this facility.  
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1. int open_nlock(char *nname, int 

lock_type ); 

 

ABDS network level lock9 

 

2. BOOL set_nlock(int descriptor, int 

op); 
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3. BOOL reset_nlock(int descriptor); 
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4. BOOL close_nlock(int descriptor); 
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5. BOOL get_nlock_status(int descrip-

tor); 

 

�WRSC@AB" network level 

lock ",Ò9 

 

=�5_ API EF"01�¾�GHI [16] 

�"¡¨Q@9 

 

�±²��"�'M�EF61� modular 

redundancy [7] "���	956�	��¸ 

failure recovery ´µJ�o¿&o�� Byz-

antine failure ÁÍh�	=�Ã@7K" server 

= concurrent server ��/t�íS@7K" 

server M�concurrency control "��ÝÖlÉ

Ê��£LMíS server "Nâ�&'/�

)l�"��ÝÖ"I-ìG9�5��EF

��b¦
�"  throughput�£ÓÊ61 

concurrent server�	EFOOìDS�¾�4

PÓ5r"789=�;D2"F��GHI 

[16] �"¡¨Q@9 

 

EF� Windows NT 4.0�Pentium-133/32 MB 

RAM "3�M�´µEF" network-level 

lock facility �  file server M�QÊDS01 

exclusive access mode "RS�X�"��T

U9 

 

EFx1QÊRS"�¾ (01 CreateFile( ) 

API)�� Windows NT 4.0 M�Ã�D6ªV 

distributed concurrency control 3�"�¾9	

÷\mn"=�56�¾×'ªVW¸ nest-

ing �'" mutual exclusive locks9tu�E

FO×'X network-level lcok facility %bc

" mutual exclusive lock �'�4�{ü´µ9 

µ9 

 

EF´µ"YD6I-=�lock server �01 

lock " client��h�l�3�M"I-9E

F/�Z[û��5Ù6l�"3�M�\]

DS lock�o¿ÄÅDS lock ��%�)" 

round-trip delay9EF"  network-level lock 

facility�\]DS lock �YÄÅ�÷\\ 8 

milliseconds "���	01 CreateFile( ) ×

÷\]  2 milliseconds. 5zÝÖ^Ô=_i

"�t� Windows NT "RS
�=���

�¯
�`a�"NbcEF"3���d�

��/�Z4�DS� client e�o¿DS� 

server e" server�5_ server .=�01}

ª	J���tu�/³4´µë" overhead9 

 

fg�EF[û5Ùz3��� throughput M

"TU9EF�5�01�ÙS client�5Ù

S  client �  server =�A"9íS  client 

��.hi� 6 S thread�íS thread /�

Z�� 8 Ú lock "\]�o¿ÄÅa�9�

VW lock Y�;�ÄÅ?�/��DSjk�

����"=l:m:"d½9�5��EF

"  network-level lock facility nG�\´ 

CreateFile( ) 4WÍW9GHIn 19 

 

 Simple Version Fault Tolerant Version 

 No Nesting Nesting No Nesting Nesting 

CreateFile( ) 0.83676 N/A N/A N/A 

Distributed 

Mutex 

2.12886 1.81536 1.96374 1.6614 

n 1� CreateFile( ) � network-level lock 

facility X�" Throughput ´µ 

 

t�  CreateFile( ) l±² lock nesting ¿�

��tu�EFOWo¾;�5��"[û9 

���t�±²���'" network-level lock 

facility�´pl±²��"qâ����D

r�� backup server "s.�tu���M

O/tW´µTD�9 

 

��������	 

 

âk�"âuk� Windows NT ¿ OSF/1 


�M���ì�'^�"3�9	t� 

OSF/1 �¯
�âãlvÊ�£¤±²"K	

A(,wlx�tu�âk�×�AY"#

Ö���� Windows NT �¯
�J9âk

�"�y�´µz[
����uk/�ÝÖ

�D(�(n�)�"^�È{M9 

 

>?��â(9k�^��C(n"g�¸ 

[16]9 

 


���� 

 

Concurrency control 3��&o�����	



4 


���&'/() race condition "789

t�01¿��M"?��lock #�>?@0

1WAB"D6 concurrency control 3�9�

5|ÝÖ}~��EF���DSvw	" 

lock 3�9{x1��K	��L lock "0

1M�/¸ nesting G�"s���01�|

i}"�	�4����Dî3��" in-

terprocess communication�o¿�òóMôõ

"ñö�5/Î01{%³4" overhead t

�9�5|#Ö}~��EF���5S3�

"¨è23 (system architecture)�615z2

3""t�K	jk ��o¿�Ñ"��[

û9=�¸����'��"F��
�%0

1q"#�Ý3�¼½¾�o¿e�015S

3�"EFQ@�GHI [16]9 

 

������ 

 

[1] W. P. Tsay, “The Design and Implementa-

tion of an IIPC Lock facility”, Master The-

sis, Institute of Computer Science and In-

formation Engineering, College of Electrical 

Engineering and Computer Science, Na-

tional Chiao Tung University, June 1997. 

 

[2] Abraham Silberschatz, Perter B. Galvin, 

“Operating System Concepts”, Fourth Edi-

tion, Addison-Wesley Publishing Company, 

Inc., 1994. 

 

[3] Jeffrey Richter, “Advanced Windows”, 

Third Edition, Microsoft Press, 1997. 

 

[4] John Shirley and Ward Rosenberry, “Mi-

crosoft RPC Programming Guide”, 

O’Reilly & Associates, Inc., 1995. 

 

[5] “Multithreaded Programming Guide”, Sun 

Microsystems, Inc., 1994. 

 

[6] Jim Beveridge, Robert Wiener, “Multi-

threading applications in Win32: The Com-

plete Guide to Threads”, Addison-Wesley 

Publishing Company, Inc.,1997. 

 

[7] Pankaj Jalote, “Fault Tolerance in Distrib-

uted Systems”, Prentice Hall International, 

Inc., 1994. 

 

[8] K.S. Yap, P. Jalote, S. Tripathi, “Fault 

Tolerant Remote Procedure Call”, 11
th
 IEEE 

conf. on Distributed Computing Systems, 

pp. 48-54, 1988. 

 

[9] Chaio-Chung Wu, “The Design and Im-

plementation of Distributed Semaphore”, 

Master Thesis, Institute of Computer Sci-

ence and Information Engineering, College 

of Electrical Engineering and Computer Sci-

ence, National Chiao Tung University, June 

1992. 

 

[10] Donald Mclaughlin, Shantanu Sardesai and 

Partha Dasgupta, “Calypso NT: Reliable, 

Efficient Parallel Processing on Windows 

NT Networks”, 

http://www.eas.asu.edu.tw/~calypso/research

_papers/calnt. 

 

[11] Andrew S. Tanenbaum, “Distributed Oper-

ating Systems”, Prentice-Hall International, 

Inc., 1995. 

 

[12] Joseph Boykin, David Krischen, Alan Lan-

german, and Susan LoVerso, “Pro-

gramming under Mach”, Addison-Wesley 

Publishing Company, Inc., 1993. 

 

[13] Bennett, J.K., Carter, J.K., and Zwaenepoel, 

W., “Munin: Distributed Shared Memory 

Based on Type-Specific Memory Coher-

ence”, Proc. Second ACM Symp. on Prin-

ciples and Practice of Parallel Programming, 

ACM, pp. 168-176, 1990. 

 

[14] Bershad, B.N., and Zekauskas, M.J., 

“Midway: Shared Memory Parallel Pro-

gramming with Entry Consistency for Dis-

tributed Memory Multiprocessors”, CMU 

Report CMU-CS-91-170, September 1991.  

 

[15] Evan Speight and John K. Bennett, “Brazos: 

A Third Generation DSM System”, Pro-

ceedings of the First USENIX Windows NT 

Workshop, August 1997. 

 

[16] W. U. Lin, “A Low-Overhead, 

Fault-Tolerant Distributed Concurrency 

Control facility,” Master Thesis, Institute of 

Computer and Information Science, College 

of Electrical Engineering and Computer Sci-

ence, National Chiao Tung University, June 

1998. 

 


