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A Study on the WWW Security Monitoring Mechanism and Secure Communications
Protocol
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Abstract

With the advent of the Intemnet, doing
business on the World Wide Web (WWW) 1s
becoming more and more popular. In order to

meet the web’s security requirements, several
secure communications protocols, such as
Netscape’s Secure Socket Layer (SSL), and
CommerceNet Consortium’s Secure
HyperText Transport Protocol (S-HTTP),
have been proposed.

Protection and attack are the same thing.
If you really want to protect your system,
you have to understand all possible attacks in
the first place. First, will investigate all
possible attacks on the web. Then, on the
basis of these attacks, we will suggest a
security monitoring mechanism. This security
monitoring mechanism is an actve control
mechanism, which 1s different from the
traditional passive mechanisms, like Sniffer.
This actrve security momitoring mechanism
will allow the system admimstrator to
actively protect his web site. We also
construct a prototype to examine its
feasibility.
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