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Abstract

The emergence of Internet brings
business opportunities to enterprises and
convenience to users. However, since the
Internet is open to public, we have to face
many new questions and risks, e.g.
intrusion, attack, virus, and spam mails.
Since September 1996, several dozen sites
on the Internet have been exposed to a
Denial-of-Service (DoS) attack, popularly
called SYN Flooding.

We would conduct further studies on
attack and intrusion, so that we could
propose methods to detect attack and
intrusion. We call the behaviors that want
to paralyse the system or the network as
"Attack", and call those break-ins or

data-stealth as "Intrusion".
Denial of Service (DoS) is a



frequently seen network attack. There are
many kinds of DoS attack. They all use the
holes of TCP/IP protocols or System flaws
to jam the network with garbage packet to
make the network or the system
mal-function..

This project is to study SYN Flooding
and try to find a feasible solution for this
kind of DoS attack.
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