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UDP/IP e it 28 45+ » @& 7 IEC 62056-47 » i & 5% B *t & (Wrapper Layer)
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62351 %% > IEC 62351 i & & _# >+ [EC 61850 ~ DNP3. 0 ~ IEC 60870-5 ~ IEC 60870-6

I B LR AE 2 ek 2R, o [EC 62351 FHiE A 2 MG T I A B
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7. = [EC 62351 152 W f &7 2 47

IEC 62351

-1 ¢ Introduction

-2 Glossary of terms

-3: ¢ z TCP/IP ergp B % 21 > TLS e % > & BRILEE > 3 L33

-4 1 # 7 MMS(Manufacturing Message Specification)etp i % >+ - f1#* TLS

FoEBEE L2

-5: ¢ 7 [EC60870-5(DNP3 % )4p hf % > 42 > TLS & * »* TCP/IP X x @ /i< &

(SERTAL PROFILES)<4p B v %

-6 : IEC 61850 z % >+

T AR L g B A T 2

-8 a2 A ¥4 g I 3 B4 (role-based access control)

-9 A4pE R

-10 @ = > % T{a

-11 : XML e >4+
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Confidentiality Integrity Availability Non-Repudiation
a Unauthorized Unauthorized Denial of Service or Denial of Action that took place,
[ Access to Modification or Theft of Prevention of or Claim of Action that did not
£ Information Information Authorized Access take place; Accountability
=

A y y A
— | T B S——
o Rate Limiting, Audit Intrusion Detection
8 | Passwords | ‘ Certificates | Access Management|| | Logging Systems (IDS)
g
=
< Identity Establishment, A I Firewalls with Access Anti-Virus/
.§ Quality, and Mapping —>| Authentication for Role-Based Access Control (RBAC) | Control Lists (ACL) e
=
2 4 4 4
@ Credential Establishment, Public Key IEC 62351 Security for Backup and Network and System
=) Conversion, and Renewal » Infrastructure (PKI) ICCP, DNP, IEC 61850 Recovery Management (NSM)
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[Pv6 chiég * fi@m 4 > b2 2 =425 Fde: £ 5 (Dual Stack
Coexistence) ~ i i #%+#](Tunnelling Mechanism) £ 4 :#(Translation) k ¥ &4
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1 :* % s A2 (Risk Management Framework) o ot 3= #8417 7 4 #f & si(Categorize) -
% > ¥ 40iE # (Select) ~ ik 5@ m(Implement) ~ 3= % 2 37 4] (Assess) 48 7 3 & st
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