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Abstract

In this project, we study two data
hiding techniques for still images. The
first topic is image hiding, and the
second one is digita watermarking. In
general, image hiding is the technique
that embeds an important image in
another image called the host image, and
the resulting image should be
perceptually indistinguishable from the
host image. The technique transmits
important images  through  the
concealment of the host image. On the
other hand, digital watermarking is the
techniqgue to embed an identification
code to an image, and the embedded
identification code is extracted/detected
to attest the copyright of the image when



the image is questioned. The technique
is an image protection mechanism
established to complement the cipher
technique.

In an image hiding system, one of
the most important requirements is the
invisibility of the embedded data. We
propose to search the optima
substitution way between the embedding
image and the host image to get the best
resulting image. However, when the
number of substitution ways is large, the
time to find the optimal substitution way
is long and not practical. Hence, we will
apply the genetic algorithm to search a
near-optimal substitution way to solve
the problem. A human perceptual based
image hiding system will aso be
designed.

In the topic of digital watermarking,
we propose to build a self-decoding
method, i.e, the watermark will be
detected without referring to the host
image. We will design a bit-carrier to
serve as the basic unit to embed a bit
data, and an image can be divided into
multiple non-overlapping bit-carriers.
The bit-carriers of an image will be
sorted and grouped into k groups, and
each group is called a bit-container,
which is used to embed a watermark-bit.
The method embeds a watermark-bit
through multiple bit-carriers
cooperatively to enhance the robustness
of the watermark. The ability of
locating the bit-containers through the
sorting and grouping of the bit-carriers
enables the self-decoding ability to the
system.

Keywords. data hiding, digital
watermarking, image verification,
genetic algorithm.

=~ PEHdEpm
HEFIRTARRERY LTt
B e o @ EFARRAR S O F Ei}’x’tl*"ﬂ
fo B A RO D] Rt :}z’td‘—%ﬁ{!
PR o XA o B e g fei

Riea
&

- BRI % - o R
P MR FATRE ST R
f'ﬁf“‘ﬁt’ ’—thst,_aggu;g
(ERASE R G

Aﬁ@w-mmé 1%

2 2

A

¢
3

¥

= o vy pE T e Y-
N Jm
““k . w
B
(‘v‘-'l
Yot
5 (s
j~+
¢
)}V

\

LA gmv}%

ERHET o A EAER Y B o F
o P - FERBEZ PEBEL
'g?t’?‘% v B - 'E‘ et ) ko rx
R e #E#?e:" % kix
pfi Wi R 0 ﬂgm % %
E"f‘l‘l i o

AARF P >R lrﬁjg_ﬁ—iid.;_kﬂ_%ﬁ#
E 5 EF LR b+ K33 e f E
ﬁﬁﬁﬂ’*ﬁggxmpy,ﬂw
v 5 £ & Tk (secret data) o ¥t
TR TR TR AR DR NP R
% 3 # f(host image)  m i & &
TR R g A rr’“;ﬁu 5 g%ngg.\
(resulting image) ° %# & ¥ i
TAHERF R A
o3 R R R R
BT AR ST BRIk Hae
F o T ARET AL LTS LG
()~ HERF 3 ’f—muﬁ,ﬁi&]ﬁ,é%m
%;}IK%%/Z o
(Z)~*32 7w

= ©

%3
o
P
@

R

=
e
-$}

~-.

i ﬁ%““?“Aﬁﬁ%mﬁ
r’} » X —gﬂ\)ﬂ,liﬁ\: l—-—;\? |z\‘f‘ y 1) ti
ﬂ'%i§€$£l§1:—‘\4§%ﬁp%,1

e
- kapm? MWERRT FE Ao i i3
BEGY R BT A R g

&@,ﬁfo,g’i’r—«‘}n‘%%%/‘z%@ﬁé
BFEAAEY > P EBE R FAER

SRR ’%E?A”?S%\i—g
’:'Jm;’/{t—‘,—'ﬁ""‘},— kB 0 B @xxm;,
@%’mlﬁpi’; o%ﬁ_}ﬂjézq”%
B RBTHAF N - EmRGL -
A L B S N R TR A
iRk d £ 8 Ak (LSB) Y -



T- 26 ST

FERG GEHTE Ry H il Ay
R hRTEE S RIEKD

%ﬁﬂ;éﬁ%%%%ﬁ%ﬁ@?
Ao Bk v s o B - B iE
& e gk g ok Br(digital
watermarking) o #ci= 5K & 8 T4l E
#(data hiding)sh# @ — & » v #—
BﬂWﬁ*ﬂW@4$%’ﬂ@?ﬁ
'lif'g?ﬂh,vlz\ PEAESN o RIFE
R R N e N R A @qu'~
%§°Wy”m“W@%a?i
¥R o
pen:
A E g A EFEHEELAR LT
£ BT %5izk@
i“ﬁ@%ﬁm°
F A B ,g\x}_;% %\\:‘ » iR E
For S 2R E K TR
(- ) FrERFTHEIPHEEA
FF R i AR Ap 12 AR o
(2 FHRAERENGERL T IR
RS EEFRB T
(=)~ iig%iéﬂlgﬂﬁf’
R g S
Bifok B giTr o APEE YA
Fen? ZELF TN
(= )~ FkEenid pliEsE? § & @
3 R ié”*p xR E L )
(Z )~ Fkeramid Pl R &Y T
;gLL_”/‘zv“Jﬁﬁ'*rsm'?? 4 e
(20 S iR R G
P S - A B gl e ]PEG }\
ﬂ@.,.fﬁ ‘/lg\i‘gﬁg g m
R AL Rk o

Z B AHE
k- A RE-FRP Y Bk
RO 2 - B

e & B i
%?ﬂikmﬂﬁ°fﬂ&’ihﬂﬁﬁ
B EL > I TR 2L

T g S GURER TR F 8
B (R 4o R fr % 2 1 PSNR % 3
F) HEH S SR AR
*ok% éﬂ%ﬁﬁ B pEe
iR PSR- - B Es
;ﬁw&%m—%%ﬁ%@’ﬂﬁﬁ
PoBAFRGFE BB

TR d Blo|- [2 B d]
BRG] [2 8 R |7 o it et

# e E A e
E:ja%-m‘$ FaFiL g oo

AP 2 B J\Hvd@ilF_L
R I G AR
8 8% K #Jé—fvim?vwf%\ O—f-'t']?v»'
B -l /B ARSEIS B RHT
BAERR AT - BRGERHY R
- BiFRE TR o Bl = K- Bp
7 &2 F CV LAB sk Br s 3 R e
Lena ® » % &7 F KR L AR e
72 (Hok ~ H 5 > 4o~ g2~ JPEG B
‘ﬂﬁ) Bl ke s d Bl P SApEE
PR S SR TS T W% Ry
EEEL LA -

G % B ot

N LR
i#%%%ﬁ*f:%Pﬁiﬁz
(- VB ERRY 2 B ASER o o
[:J%-.nkvzcﬁﬁﬁﬂﬁo
e RPN I A G o Ay
Ren? ko S LGRS S
Pre RIFF 2 MAe ke ik
PR(2001/03)#p 7|4z > H 43040 4 -
Pfaw & o

%"“’c{

EEAd
[1] C. T. Hsu and J. L. Wu, "Hidden

digital watermarks in images,"
IEEE Transactions on Image
Processing, Vol. 8, No. 1, pp.

58-68, 1999.

[2] J. Cox, J. Kilian, F. T. Leighton,
and T. Shamoon, “Secure spread
spectrum  watermarking for
multimedia,” |EEE Transaction on
Image Processing, Vol. 6, No. 12,
1997.



Host image: Lena

46.0646.06

45 A4 5340 53 44.9 44.9

43.9

A4 1444284428

Jet Scence Tiff Text

O Simple LSB Subtitution
B Optimal LSB Substitution
O The proposed GA Approach

Bl- 1% GHEBHEZ S GEH2 > 2AFNFEFE 2 s o~ TR
2 o

i

Host image: Lena
35 34.27
34
32.71 32.9
33 32.0 301 3290
x 32 3121
§ 31
30 29.51
29
28
27
Jet Scence Tiff Text
O Simple LSB Substituion
O The Proposed GA Approach
Bl- l* EEHZ AFEBREZ RES AFTHREFAESE -

@ (b) (© (d)



	page1
	page2
	page3
	page4

