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Most of the hardware Trojan horse 1s a passive
monitor and extend the operational life cycle until
they are triggered. Trojan hidden hardware features,
this means that they are hidden under the normal
operation of the circuit themselves, and unlike most
circuits can be controlled as observed that if after
the dismantling of the chip, the detection of this
devastating result in the chip must be discarded, and
can not guarantee that other chips have not been
hardware Trojan horse attacks. This project 1is
expected to adopt side-channel signals (SCS) to
detect the hardware Trojans, as belonging to the
testing-based methods, based on the measurement next
to the channel signal parameters (power consumption,
delay time, etc.). When a circuit is a malicious
Trojan added hardware, the hardware Trojan causes
some significant changes in parameters. In first, we
can measure a non-Trojan (Trojan-free) circuit next
to the channel signal parameters as a benchmark. If
such parameters are significantly different, we can
confirm that the circuit have been maliciously into
the Trojan.

hardware trojan horse, malicious circuit, hardware
security detection, side-channel analysis
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Abstract

Most of the hardware Trojan horse is a passive monitor and extend the operational life cycle
until they are triggered. Trojan hidden hardware features, this means that they are hidden under
the normal operation of the circuit themselves, and unlike most circuits can be controlled as
observed that if after the dismantling of the chip, the detection of this devastating result in the
chip must be discarded, and can not guarantee that other chips have not been hardware Trojan
horse attacks. This project is expected to adopt side-channel signals (SCS) to detect the hardware
Trojans, as belonging to the testing-based methods, based on the measurement next to the channel
signal parameters (power consumption, delay time, etc.). When a circuit is a malicious Trojan
added hardware, the hardware Trojan causes some significant changes in parameters. In first, we
can measure a non-Trojan (Trojan-free) circuit next to the channel signal parameters as a
benchmark. If such parameters are significantly different, we can confirm that the circuit have
been maliciously into the Trojan.

Keyword: hardware trojan horse, malicious circuit, hardware security detection, side-channel
analysis
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A8 - 163ps~ AF - 1575ps~ A5 = :121.5ps -

32 80°C PF 4 4o e BE S 1t B PE T 4 6] 5

A8 - 163ps~ A5 - :581ps~ A5 = :122.9ps -

ﬁﬂﬂﬂﬁwu%mﬁﬁ»«ﬁﬁﬁgé’£WFU%mﬁﬁ
BT A e F AL Ty
Eﬂﬂ’-a‘t%‘u’

N AS 2
FoRB A EL o i@ (FAve UTE F LI~ B o H ¥

AGRTECE IO S
Bl P T g 2
oA T4 o

42 FIFERFA a3 %
poe Sl AL ADES3 F o T E R iFa g
» |Ptesting :
* Decrypt data :
1. 8000000000000000 2. 0000001000000000
3. 7178876E01F19B2A 4. AF37FB421F8C4095
5. 3D124FE2198BA318 6. FBABA1FFODO05E9B1
7. 18d748e563620572 8. C07d2a0fa566fa30
9. E6e6dd5b7e722974  10. elef62c332fe825b
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(i)Decrypt data 9 (j)Decrypt data 10
WL 08 T

BB 1(a)~()rm A GEfE R S T A AR T RO A SR §RE RSB
Ak e

AERAL TR (23 B 6) 0 ek aw f A 5§ E & ¥ pattern feeder % !
R % 18 ﬁ:i:f,slk 4y % > & DES3 controller e fi #5445 IDLE P& -2 % 744 8 05
kT A BR "’Sﬁvg‘:f}u} e ts(decrypt 5 0& T fERY Ll AT AR
¥ )ec#pk i 5 IDLE (0 4 77 IDLE)#-desOut # fa i chifLa @ ik -+ eilii b
TR A B pEE T&iiﬂ 4¢ %m?ﬁ—'%ﬁ"ﬂ! x o

(LA 3+ 5 T@E‘?f} # o] 1 (2)# 18 A 5 %E‘pﬁﬁ—'% &) 2
B 12 /A5 %%?1—'}?; B
$1b A BRI ALE et ReniBAE? o E 4R - 2 FS € controller ¢ IDLE# & T - &
Folete o GIDLEY RAfy 87 Gz v % a0 e do R 90n dipif Ardy )
80000000000000004-0000001000000000 % & L ("‘ 2 4% decrtpt data £_% 4c % w0 & £ F
#) o A LFALEL G 4 B DR R DES3E B (Fenf 4o AL 0 oA AR Y £ ¥ O

14



l‘_&fim}:’ﬂ i‘%\F’ I_Q/v\?—»;xé’ T AELAFTERFAEAL o &
ﬁﬁm@ﬁﬂ’%?BUS%C%Z;@%RP’ﬂﬁﬂkﬂwi@@?%‘

%%?&’
d s ff’&/?]*‘glﬁ ME TILHRATERME T AL TRE 3 ELE;%%&&'P—
ﬁﬁxﬁ’?leﬁwi%ﬁ TRl - v AR idedk g W ARRAS A

danEL > FAE - 2 c432 T RATA S m/ﬂ‘ﬂ/ﬁl*’ﬁr&pcﬁz B2 ABIARIT 0 F B
ABEFEHET AP B R NERT RS TREN )R TR E N AETR
FEIR PArER TR E C AT RAER fl’é/’l‘l R E A B R AT B S
B B EBRP A RAST R Ao r PR B LR FEBEFHEER
FALR N ER TR (FIMA > ¢ X 44 DES iF 5:?1,53’»_,11_ TR AMAL ;r&%z:xzk
FREEPEP N E A2 AWM R T MR Fron 2 A MAS K FHpamy > &
BRI E R WAL DR b BT L E R IT L BIEOH % o

pretd g ]E]Fﬁ;fiﬂ;i§4h-i‘ TR E o RPHITAANL? LPEFT R
® R4 ﬁ

L ERTRBPIFEITLFEFIRL

2.Power-based;1t B 174R 4

3.Timing-based:t 55 4 47 3F £

4% AT ATIFE F 20T R AR

SHMASTREVLEEFITHRS

6.KFAMAS TR

TA A G R AL REF 2
o wwﬂ 75

- 4DESZ_ |

TR TRk Aedp M A7 N 75
ﬁ’é.,{;_bft}ivs-ﬂ ﬁ’;

A 474p B AR N AR

6. %% %%

[1] Defense Science Board, “DSB Task Force on High Performance Microchip Supply” , 2005.

[2] Beaumont, M.; Hopkins, B.; Newby, T., “Hardware Trojans - Prevention, Detection,
Countermeasures (A Literature Review)”, 2011

[3] Song Yun, Qingbao Li, Hongbo Gao, Zhang Ping, "Towards Hardware Trojan : Problem
analysis andTrojan Simulation " Information Engineering and Computer Science (ICIECS),
2010 2nd International Conference on , vol., no., pp.1-4, 25-26 DEC. 2010

[4] X. Wang; M. Tehranipoor; F. Koushanfar; , " Detecting malicious inclusions in secure
hardware: Challenges and solutions” Hardware-Oriented Security and Trust, IEEE2008.
HOST 2008. IEEE International Workshop on, pp.15, 9-9 June 2008

[5] R. Karri; J. Rajendran; K. Rosenfeld; M. Tehranipoor; , "Trustworthy Hardware: ldentifying
and Classifying Hardware Trojans,” Computer , vol.43, no.10, pp.39-46, Oct. 2010

[6] R.S. Chakraborty; S. Narasimhan; S. Bhunia; , "Hardware Trojan: Threats and emerging
solutions," High Level Design Validation and Test Workshop, 2009. HLDVT 2009. IEEE
International , vol., no., pp.166-171, 4-6 Nov. 2009

[7] Y. Jin; N. Kupp; Y. Makris; , "Experiences in Hardware Trojan design and implementation,"

15



Hardware-Oriented Security and Trust, 2009. HOST '09. IEEE International Workshop on,
vol., no., pp.50-57, 27-27 July 2009

[8] R.M. Rad; Xiaoxiao Wang; M. Tehranipoor; J. Plusquellic; , "Power supply signal calibration
techniques for improving detection resolution to hardware Trojans,” Computer-Aided
Design, 2008. ICCAD 2008. IEEE/ACM International Conference on , vol., no., pp.632-639,

10-13 Nov. 2008

[9] J. Rajendran; E. Gavas; J. Jimenez; V. Padman; R. Karri; , "Towards a comprehensive and
systematic classification of hardware Trojans," Circuits and Systems (ISCAS), Proceedings
of 2010 IEEE International Symposium on

[10] Y. Alkabani and F. Koushanfar, “Extended Abstract: Designer’s Hardware Trojan Horse,”in
Proc. Hardware-Oriented Security and Trust 2008 (HOST' 08), pp. 82-83, 2008.

[11] M. Tehranipoor, F. Koushanfar. “A Survey of Hardware Trojan Taxonomy and Detection.”
IEEE Design and Test of Computers, Vol. 27, No. 1, 2010, pp. 10-25.

[12] C. Fagot, O. Gascuel, P. Girard and C. Landrault; On Calculating Efficient LFSR Seeds for
Built-In Self Test, Proc. Of European Test Wkshop, pp 7-14, 1999.

[13] G. Hetherington, T. Fryars, N. Tamarapalli, M. Kassab, A. Hassan and J. Rajski; Logic BIST
for large industrial designs: real issues and case studies, ITC, pp. 358-367, 1999.

[14] W. T. Cheng, M. Sharma, T. Rinderknecht and C. Hill; Signature Based Diagnosis for Logic
BIST, ITC 2006, pp. 1 -9, Oct. 2006.

[15] Ors, S.B. et al., “Power-Analysis Attack on an ASIC AES implementation”, in Information
Technology: Coding and Computing, 2004.

[16] http://www.eecs.umich.edu/~jhayes/iscas/

[17] ChipScope Pro 13.1Software and Cores user guide

[18] PlanAhead User Guide

[19] ISE Command Line Tools User Guide

[20] Virtex 5 FPGA User Guide

[21] Virtex 5 Constraints Guide

[22] Vittex 5 Libraries Guide

16


http://www.eecs.umich.edu/~jhayes/iscas/

RAL gt pmd g SR T4

P #:2012/03/14

B €At

PR AMERLF L RIS

FELE L e

% % 100-2623-E-009-007-D BrAR: 238

25

REE SRR T




100 F R EHFETHEFL SR EL

PEAHEA T

33 Y5 0 100-2623-E-009-007-D

R CANMEL G S RIS

£ i R (F * ®
T P dedic Bt E
LR FREES gt | RERT B |5 R RS
B (G WG FE | oA SIS AL S
Ry | EHE) #Hoe o E oL
%)
1~ 0 100%
Ay s |0 100%
¥ 100 & & (7 #i=
Wwme F T e 2 2F)TRp
Pt € 2 | | 100% ﬁ§ﬁgﬁ%;
SRF LG
3 0 0 100%
B PIPTRN L st S 0 0 100 s
o JEE * #Hic 0 0 100%
i e 0 0 100% i
B i
#1 4 0 0 100% + A
FAt 4 3 3 100%
ggriid A4 [E L 2 2 100% L
*EA) ELuETE |0 0 100% B
L iEpsi 0 0 100%
EIECES 0 0 100%
e 7R IHER 2 |0 0 100% B
E I A
it e 0 0 100%
%3 0 0 100% /4
o4 i s 0 0 100% "
o Bk 0 0 100%
AN {,}
" i 0 0 100% &
ForAs &
14 0 0 100% + A
R4 0 0 100%
fpritd A4 L4 0 0 100% L=
=K
(hRE) [ELiimg R 0 0 100%
% iEpsid 0 0 100%




H A%
(i Bt iigz &
5 hoyE B s d S
WEn L ER%EE
AT A R R
SRR N S R £
B2 E M E R
EE G F A

}ljo)

’i X538 P

freks

—

R E(FFHEEEN)

i/ e

Re|grga g A1 8

21

Fi

Byr A0 iR

T e

3
1
4e
g |FiHE/ iy
i
p

PEASHAEZ S (BR) Ak

OO O OO O o (o




R 6 B A3 6 4 R HF 2 B R0

wﬁpi*ﬁ%@?%ﬁ SRR E ST PR A R B S Y
EOREAE SRR LL LA BB PFLE-HFTRLT M) LG
LMD IEANY R IREFRAL L MY R - FEER

. FFTLEH 7‘1"%}:‘?;"‘%*5 AR ~E T :E'PE’F'—TB,E',;F-‘ FETR
lé$ﬂﬁ

(k= p % (GFp > 12100 F 5 72)

[ 19 % 4 iz

BEES A

Dﬁ s 1 F]

,/‘Flg .

2. L AR LB DG LAY R

w2 W FE A gL2~>F [JEE? &

L4000 @ O We

o []e ﬁﬁ[hmu’lﬂ

Hiu (12100 F % ')

PEHE SR AEENRE TS RGP BRI TAANEY LEFF TR
oA
ERTRMEPIEIELEEFTHEL
Power-based 2t 554 $73F £
T1m1ng based 3t 54 45 3F £

xi;ﬁ %%’{,/n\’]i’?/ﬁﬂ = 2o BTy F'T‘ngtrﬁ
AR AL TRV AWE BT
6. KA B TRARS
T. ARG A B RIS RAIIR 2
A B A% 5N 75

¥ DES 2. B R 7 B 3 ARAR M AR N B
Fu&ﬁ g LA 74P B AR SN AR

Ei4
1.
2.
3.
4. =

IEE?Jh‘é\')I%\jim‘ﬁ, AT~ AR g PRI 5 AT 52 B
B (fRAeE SRR A2 & B E - PELE- ﬁ%%a?ﬁ&)ﬁi
500 ')
(= )& ek i
ICHEBEZMTOECIEGH 80 # A FENHFEAE >0 & 25 F > PR S &%

EELIL2 EF R IFRE AV IATARELF I RED AL 0 BH LA L
AR AAEE B RY TR EAE A e A%k £ 2 AL 4 & DES
TR FIFHMAL CHBFHAai > ML T LE-HFEL 2B IC  ICY 3%k &
TRAPERE GRAHFET L € ERGFA L @ RDERZ LT E a4 TR
Rtz P uaRs T AR+ R T mEAMOT 2L EFI Y o
(=) gAwm »F

BAD T ELRTROF LR L AETREE TR D [CRPFMARL G A




Y :%: —""1 L " , et oo s -
FFT Ot~ R AR ﬂLFi”H‘#ﬁéfffﬁ Il i i'ﬁ”é%’ﬁi"?"}li’ﬂﬁ o ot s
i) g o AT Y ;!_—,—é_rr‘;j{‘;, AR
A EARR BT 5 B FIRZE -




