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Fstatistics ; # st BI .7 417 — = 24 /] pFp & Sojc & $) 4 malware/bot 4% % #ic & (B 9) -

o WIWPQWWeBwa
(20207 )

160

140

12 |

i

E
2 =

20 o

1 2 3 4567853101 1213141516171819202122232425252?28?93&31

~system cal

max 43437 minc 10 avg: 64461 stdday 516126
scatter plat of systen call

1000 -

920 - e 2 T

s
[ e

0 P

o0 |- L

e |-

el
el
0
20 |-
164

* 5 The 4005 Eooh Bh0h 10000 10600 18SORLEED0

B] 9 ~ statistic = it

Yok R B RAEF PMEET 0 T IS B 10 04 6 0 B E R REE &L WA DT R R
AT -

P2P Keyword insert
HETE Fhkevword | crack REEE nocd keyvgen cdkey antivir download activator

Ei==t

B 10 ~ # B4

B 11~14 & 41 * #-suspicious binary + i# I ThreatTrack[16]s > 41 * sandbox gL %:% suspicious
binary er{7 5 21758 % > & 358~ Hregistry 8258 ~ i £ che ¥ £ 2 VirusTotal[17]~ 47 5% - £ 2
Ppio e 5 5% #-Ar 5 suspicious binary A P REERE G T Ok > TFL B FAE L 44T o
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Analysis Summary
Submitted File:

Start Reason:
Termination Reason:
Start Time:
Termination Time:
Analysis Time:
Sandbox:

Total Processes: 1

Sample Motes:

Backdoor Wn22_ Asylum D1 exe

MDS: 570814ed3bb2 18adEbefG80451088448

File Size: 17B17E

File Type: PE32 executable for M5 Windows (G}
Intel 80386 3

Analysis Time: 2012-05-19 07:32-28

AnalysisTarget

Timeout

Sat, 18 May 2012 11:32:20 +0000
Sat, 10 May 2012 11:34:20 +0000
2012-05-1907:32:28

XPSP3 - 00-0C-20-5E-B4-DB

aPEE PR

Digital Behavior Traits
Alters Windows Firewall
Checks For Debugger
Copies to Windows
Could Not Load

Creates DLL in System
Creates EXE in System
Creates Hidden File
Creates Mutex

Creates Service
Deletes File in System
Deletes Original Sample

Hooks Keyboard

Injected Code

Makes Network Connection
Modifies File in System
Modifies Local DNS

More than 5 Processes
pens Physical Memory
Starts EXE in Documents
Starts EXE in Recycle
Starts EXE in System
Windows/Run Registry ey Set

B 11 ~ %5 Sandbox 4 47 {4 cfg & 73

Kay

[pocess 1]

WREGISTRYWWACHINE SoftwareiAsylum

Bl 12 ~ 2% suspicious binary & # ¢hregistry {7 &

Lecal 1P

HTTF Command
none

B 13 ~ % suspicious binary # # & network ¥ i

Virus Total Results

Last Scanned:
nProtect:
CAT-QuickHeal:
McAfes:
TheHacker:

KT AntiVinus:
VirusBuster:
NOD3Z:

F-Prot
Symantec:
Maorman:
ByteHero:
TrendMicro-HouseCall:
Auast

eSafe:
ClamAW:
Kaspersky:
BitDefender:
ViRobot:
Emsisoft:
Comodo:
F-Secure:
DritVieh:

Antiir
TrendMicro:
MecAfee-GW-Edition:
Sophos:
eTrust-\Vet
Jiangmin:
Antiy-AWL:
Microsoft:
SUPERARNtSpyware:
GData:
Commtouch:
AhnLab-V3:
VBA3IZ:
PCTools:
Rising:

Ikarus:

Fortinet:

ANG:

20120413 10:42:58
Backdoor W32 Asylum. 17B176
Mot Detected

BackDioor-FB. cli

Trojan/Hami

Rizkwars
Backdoor. Asylum! QBN LpZsLzw
Asylum 01

WaZMalware!ldded

Backdoor. Trojan

Asylum 0_10

Mot Detected

BKDR_ASYLUM

Win32: Trofan-gen

Win32 Asylum_01

Trofan. W32 Asylum.Client. 10
Backdoor. Win32. Asylum 01
Generic_Asylum BACSATEZ
Backdoor Wina2_Asylum_01.Client
Backdoor. Win32. Asylum!lK
Backdoor. Win32. Asylum 01
Generic_Asylum BACSATEZ
BackDoor Asylum. 10
TRIAsylum Ch
BEDR_ASYLUM
BackDoor-FB.cli
TrojAsylum-01

Mot Detected
BackdoorAsylum_ 01
BackdoorWind2 Asylum.gen
Remotefccess-Win32/AsylumRA T
Mot Detected

Genenic_Asylum BACSATEZ
Wil Malware!dded
Win-Trojan/Asylum

Backdoor Asylum_ 01
Backdoor. Trofan

Trofan. Wind2.Generic. 12201581
Backdoor. Win3dZ2 Asylum

WA Asylum. 01 r
BackDoor.Asylum

] 14 ~ suspicious binary & virustotal[17] » 47 %
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B 15 p| £_€ 4% suspicious binary j: & pFerie * chE 3RS 2 2k 0 2 X E 4 Internet > & X
¥ 0 E_malware 4 453 5 > # malware % sandbox © 3% 742 %k » B9 L ¥ BB malware B3 (750 (5 % i
2 AR E B BRI RFE 2 £ F malware {4 7R A A nE R IR o B A
17 € pe T B R TR L L malware A (T AR Y ST E PR ERE Y 0 8 ¥ IR 2 o malware
Frx 4 3R R ELEAUE (T dok R SUE T > malware &

=
{‘6{3
=

R IR IEC R NPAR S
alware & 47 3% 5 #%:p < i

Ee
RN AT E R A M o AP T Al aamalware £ 457 02 0 wFH I ma
£ Uit 3 BofE > T 2 ¥ SRR 4 ok B (dispatcher)if B - R B E o~k SR a3 4 B (decoy)

B e pE R ehir e B Po s R > R malware 4 I E (TR (7 A 4T o

Internet Our System Dynamic Malware
Analysis Environment
Malware Allow C&C communication
Controller | ' >
Gateway Dispatcher Malware
would-be [T — — —¥— — — -
Victim *
.~ Alter network paths of
Block Decoy(s) propagation and attack
action

Bl15- ER MG 5447 05t
Dispatcher 7 = i e % & > NIC#1 &2 malware 7 5 4 173k 5 49 4% » NIC#2 £ Internet 4p 4% > NIC#3
RlEFAH Binda(deB 16) o % 7 o BEA_NICHL sk pF > i £ ¢ I p* forward 3| ¢ R <7 Coordinator
2 RNIRIDS ;5 Aok i KRR e 5 A2 % H (Blacklist) b & g% IDS % ) alert 1% » Coordinator

4
U ESERNE IR EERIAHES S FR A EEARRL VT 0 LRI

N

NIC#2 /i ; ek 3 P B ENICH2 i K pF > 2% & » g e & forward 3] IDS 2 NIC#1 £ -
IDS | _gert l»{ Alert Receiver Fg@nand Decoy 4
i ™ Communicator
A Asniff } BlacKlist P o[ Tafic ]
v Retargeting
*—1 session +
connections
Packet Filter | || —— T Stateful Modules
N vy 4
SesSion Dispatchery
connections NIC #3
I I
. I I
Analysis

Packet Queue

Environment Coordinator

] 16 ~ Dispatch 7 #
P g fafmgdm g ¢ e A HF F Q) B ankihzhd £ p &8 & Coordinator

9



EUFH& 100 FF/EH

z
m,g V—Ei.} ’

session

Stateful modules * § #

Bt

Atk AT B IR — Kk St

5 R R TR - BLRIACE

z (2) e g‘

%ﬁ

i€ IDS pFfR 3 IDS alert - % £ £
..—L‘?\auui—ﬂf_ﬁl\,rﬂﬁb,é TS S Y
E»;Ig:*f’ T };—éi;i%ﬁ .

%; ) ‘-_}_Eﬁ\!\.}?‘ e :&ﬁj\%ﬁm(‘l‘ Nﬁ* ﬁj‘
LR A M aF B RS

Rise Ll h
&) 1,276 B o £ 1 pIERET

ZJ

25,669 B+

AR R Z%E%E%ﬁiﬁ-tb R
LA Segn AR T

£ A session KAz b pF e F_

Zliwe R HMF RE R RESE
Kaspersky Avira Avast Nod32
1¥time scan | Yokokokok | dokkokTr | RATkYr | kokok o
Rescan AR YT | RORRTOR | ROREOR | kokokkok
Total KKK | hokkAK | RN | Rokokoke

POk - KM T AR EY L EHE S B

AAhE B2 LSRR
f T & malware % 42 ¢

AR AFLZAIT w0 FiE sandbox W HERFE AL T
w AR R IS S en(dr & 2) o

(1) Creates Mutex — Obtain the exclusive access to system resources[18]

(2) Creates Hidden File — Create file without the notification of the user

(3) Starts EXE in System — Execute EXE without the permission of the user

(4) Checks for Debugger — Check whether there is any anti-virus systems under the environment

(5) Starts EXE in Documents — Documents execute EXE automatically without the permission of the

user

(6) Windows/Run Registry Key Set — Creation, modification, or deletion of Windows registry key

(7) Hooks Keyboard — Check keyboard values

(8) Modifies File in System — Modify files in the system permanently

(9) Deletes Original Sample — Delete the original sample

A APFRS FHRATT 13417

(10) More than 5 Processes — Create more than 5 processes

(11) Opens Physical Memory — Access physical memory

(12) Delete File in System — Delete a file in the system without the permission of the user
(13) Auto Start — Start automatically when the system reboots

22 BRBAET T HRAGF LR
Appearance Appearance
No. Behavior frequency of a frequency of a benign
malicious sample sample
1 Creates Mutex 53.8% 2.4%
2 Creates Hidden File 65.4% 8.0%

10
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3 Starts EXE in System 54.4% 11.0%
4 Checks for Debugger 37.1% 9.0%
5 Starts EXE in Documents 34.0% 1.4%
6 Windows/Rt;gtRegistry Key 72.0% 3.2%
7 Hooks Keyboard 25.4% 2.0%
8 Modifies File in System 28.6% 3.4%
9 Deletes Original Sample 16.0% 0.6%
10 More than 5 Processes 16.7% 2.4%
11 Opens Physical Memory 34.8% 6.0%
12 Delete File in System 15.4% 3.0%
13 Auto Start 35.6% 0.0%

oo}

R WA TR S A S AP LAY (B R A ) RE

L
124 & malware & {7 pl3& > S ALHPIEL iR FERAL g K67 T 12 B malware(4r
% 3)e iz 12 BV M E- A s FE D Malware with C&C %2 Malware without C&C -
#. 3 ~ selected samples
Type Malware | Scan Result Discovered Activities
Malware | m7.exe Email-Worm.Win32.NetSky.q Mar 24 2004 09:02 GMT | “Worm/NetSky.P”
Without attachment
C&C m10.exe | Worm.Win32.Fujack.aa Jul 02 2007 14:18 GMT | SMB password
mll.exe [ Worm.Win32.Fujack.aa Jul 02 2007 14:18 GMT | guessing
ml2.exe | Worm.Win32.Viking.n Aug 03 2006 22:09 GMT
Malware | ml.exe Trojan.Win32.Scar.bgfv Feb 25 2010 16:09 GMT | SMB password
With m2.exe Packed.Win32.Black.d Aug 06 2004 12:02 GMT | guessing
C&C Backdoor.Win32.Rbot.gen NETBIOS buffer
m3.exe | Trojan-PSW.Win32.Dybalom.bu | Aug 152009 09:06 GMT | overflow attempts
m4.exe P2P-Worm.Win32.Palevo.vyc Mar 05 2010 12:11 GMT
mb.exe Trojan-PSW.Win32.Dybalom.bu | Aug 15 2009 09:06 GMT
m6.exe Trojan-PSW.Win32.Dybalom.bu | Aug 15 2009 09:06 GMT
m8.exe Virus.Win32.Tenga.a Jul 22 2005 17:11 GMT | Get e-mail content
mo.exe | Trojan-PSW.Win32.LdPinch.gqo | Feb 13 2009 15:42 GMT | @nd recipient lists
from the C&C

% 4 v i 2 * closed network g7 & % 3LE % malware without C&C 1s #

Fleni %> H ¢ hiclosed

network £4p il 5 g & o m7.exe § ¥ FE = SMTP i &2 if 3 i spam e-mails ~ m10.exe § i% &

11
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port 139 % port 445 Z 4 369,199 i # ¢ ~ m10.exe/m1l.exe/ml2.exe %% ;% & % i HTTP protocol 2 =

i R
# 4 ~ Malware without C&C &kt it

Malware | Closed Network Our system

m7.exe No response for DNS MX record 9 spam e-mail attempts

m10.exe 362 TCP port 139 SYN packets 369199 packets for TCP port 139 and 445
345 TCP port 445 SYN packets HTTP GET advertising HTML files

m11l.exe 407 TCP port 139 SYN packets 23161 packets for TCP port 139 and 445
388 TCP port 445 SYN packets HTTP GET advertising HTML files

m12.exe Probe machines by ICMP echo request
Probe machines by ICMP echo request 60285 packets for TCP port 139 and 445

HTTP GET advertising HTML files

% 5 g7 1 * closed network £2 & % (iR % malware with C&C & 1 3] &% % - & closed network

Ke T
AL

A

I

T4 prefud 2 @ ME R4fe 5 eI A ks AT R {5 malware 7 5 0 mb.exe

% i@ port 47221 #2 5 IRC server & = @t s ¥ % 337 4 “TR/Kzay.15451.217 % % i port 445 i# 3 m8.exe

% m9.exe %S4 ¥F Yahoo e-mail PR 7% spammers- i i ¢ i3 i port 80 &2 C&C server Al > 4 e-mall

subjects 2 e-mail recipients » #X & B 4% ¥ spam mails o

% 5~ Malware with C&C i ¥ ¢

Malware | Closed Network Our system

ml.exe No response for DNS A query TCP C&C connection (60.165.98.198:8680)
No response for TCP SYN
m2.exe TCP C&C connection (70.107.249.167:6668)

No response for DNS A query TCP SYN flooding at port 139 after receiving “xvvv
asnlsmbnt 100 0 0 -b -r -s” command

m3.exe TCP C&C connection (74.117.174.122:16667)
mb5.exe TCP SYN flooding at port 445 after receiving
m6.exe “.advscan asn445 100 5 0 -b -r -s” command

FTP connection with non-standard port

m4.exe TCP C&C connection (46.161.29.202:47221)

HTTP GET “TR/Kazy.15451.21” after receiving
“.asc -S -s|.http http://black-cash.com/rep.exe|.asc
exp_all 1000 -b -s|.asc exp_all 2000 -b -r -e —s”
No response for DNS A query command

HTTP GET status report from other bots in the C&C
channel

TCP SYN flooding at port 445 after receiving
command

TCP C&C connection (208.77.45.146:80)

TCP SYN flooding at port 139

34 spam e-mails

TCP C&C connection (208.77.45.146:80)

179 spam e-mails

No response for DNS A query

LG No response for DNS MX query

TCP SYN flooding at port 139

m9.exe No response for DNS MX query

i malware/bot Bt ALY ¢ F 2 HRILT REERRRT 4ok o g AR L2

MR SRV OLE I APk St g iz et malware/bot pF £ H % o

LR Fig s e EE S A% L2 E - i Anti-Malwares? Anti-Botnet:F 27 E 3 RIR RS
12
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