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With the growth of Internet and mobile devices, cloud
service had become a key point of networking
technologies. The trend makes security issues more
and more important. This project proposes an
integrated solution including four sub-projects to
research and design a secure cloud platform. Prof.
Wen-Guey Tzeng leads the sub-project to design a
secure muti-functional cloud storage system. Prof.
Shiuhpyng Shieh leads the sub-project to develop a
dynamic analyzing cloud against complex malwares.
Prof. Yu-Lun Huang leads the sub-project to develop
an observation cloud for security experiments. Prof.
Yu-Sung Wu leads the sub-project to integrate IDS/IPS
into Xen Hypervisor. The integrated solution proposed
by this project not only provides correctness,
privacy, and other security functions for cloud
storage. Its IPS also provides a first line of
defense against incoming attacks. Moreover, it has
the ability to dynamically analyze complex malicious
behaviors using the computing power of a private
cloud and feed the signature of the attacks back to
the IPS. Furthermore, the complex attacks can be
securely experimented in the observation cloud.

In conclusion, this project constructs a cloud
platform with four main sub-systems: a set of
efficient solutions to the security problems in cloud
storage systems, a malware analysis system based on
cloud computing, an IDS/IPS-integrated Xen
Hypervisor, and an observation cloud for security
experiments. New theories were proposed and the
related systems were implemented. This project also
directly contributed to various cooperative plans
between the industry and the academic. The
cooperative plans also show that this project is
valuable and feasible.

cloud computing, cloud storage, intrusion detection,
intrusion prevention, malware analysis, taint
analysis, virtualization
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Abstract

With the growth of Internet and mobile devices, cloud service had become a key point of
networking technologies. The trend makes security issues more and more important. This project
proposes an integrated solution including four sub-projects to research and design a secure cloud
platform. Prof. Wen-Guey Tzeng leads the sub-project to design a secure muti-functional cloud
storage system. Prof. Shiuhpyng Shieh leads the sub-project to develop a dynamic analyzing cloud
against complex malwares. Prof. Yu-Lun Huang leads the sub-project to develop an observation
cloud for security experiments. Prof. Yu-Sung Wu leads the sub-project to integrate IDS/IPS into
Xen Hypervisor. The integrated solution proposed by this project not only provides correctness,
privacy, and other security functions for cloud storage. Its IPS also provides a first line of defense
against incoming attacks. Moreover, it has the ability to dynamically analyze complex malicious
behaviors using the computing power of a private cloud and feed the signature of the attacks back
to the IPS. Furthermore, the complex attacks can be securely experimented in the observation
cloud.

In conclusion, this project constructs a cloud platform with four main sub-systems: a set of
efficient solutions to the security problems in cloud storage systems, a malware analysis system
based on cloud computing, an IDS/IPS-integrated Xen Hypervisor, and an observation cloud for
security experiments. New theories were proposed and the related systems were implemented.
This project also directly contributed to various cooperative plans between the industry and the

academic. The cooperative plans also show that this project is valuable and feasible.

Keywords: cloud computing, cloud storage, intrusion detection, intrusion prevention,
malware analysis, taint analysis, virtualization,
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Cluster Summary (Heap Size is 45.31 MB/888.94 MB)

Maps Total Submissions | Nodes | Map Task Capacity | Reduce Task Capacity
|0 0 0 2 4 |4

Reduces Avg. Tasks/Node | Blacklisted Nodes

4.00 0

NameNode 'nodel:9000'

Started: Sun May 22 20:27:52 CST 2011
Version: 0.20.2, r911707

Compiled: Fri Feb 19 08:07:34 UTC 2010 by chrisdo
Upgrades:  There are no upgrades in progress.

Browse the filesystem
Namenode Logs

Cluster Summary

9 files and directories, 2 blocks = 11 total. Heap Size is 45.31 MB / 888.94 MB (5%)

Configured Capacity 70.56 GB
DFS Used 36 KB
Non DFS Used 7.15GB
DFS Remaining 63.41 GB
DFS Used% 0%
DFS Remaining% 89.87 %
Live Nodes 1
Dead Nodes 0
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JpcapCaptor.openDevice(devices[Integer.parselnt("4™)], 2048, false , 10); ">
PR18 B Aa T o S 5k e+ endt @ " captor.loopPacket(-1, ps); " e
® LiffrfEch kehite

d 30 g % SNORT rule > » SNORT p = 2 & 3 ip, tcp, udp,
icmp & p 20 A AP AR S B Tk 2 3@ " p = ps.getPacket();
"5 " if( p = null && p instanceof IPPacket ) "> " if( p != null && p
instanceof TCPPacket ) " » " if( p != null && p instanceof UDPPacket ) " > "
if( p = null && p instanceof ICMPPacket ) "> } i 74 &t ﬁ‘%‘»? #-4t ¢ header
R B 42k 5 F15 SNORT # 7 ¥ % — % header 35&73 I S SRL P
PR A P 47 SNORT e % > - SNORT rule 3 + it +* % header
&35 4 %> "tep.sequence "> " icmp.code " v etc..e ¥ — * @ > d 3% SNORT
rule § %= ehgfa FRE 0 e payload gt > #f a2 iR e g Bk 4 @
n payload =13k 4~ " byte[] PData = p.data; " - #-J< & % = payload #& 3% =
16 & = e ASCH e ;8 & 77 o
® T h kenite

BOBREDL B2 it PE O A PHIEE S B B
Sfs 1T o — ddm 5 0 - BAte A2 g 7§ 3F % e header o A i R
header siph 7 fate % 0 #X {5 - header # 4% = 3\ P A L T R4F B &EF o
Bk > R AP LD Flehite 75 header “icode"® H p % &
"15M o RN £ RIS RS T T ¥ IR Vicode s B R AE T 5 R A i L
Ty B Il endt @ ehpayload i "47 48 49"(16 i& i ASCII % 77 %) B 2% i
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Pt BANT A A - TR FoRk ;z?ﬁ“‘%ﬁx% * R4 root 1t
R TR A (BT REF TR ) 2T R % K jpeap i B library(X 4T § 3t
library » % library p % 2 £ 3% 64bit chiT % % .‘w)fr Sun-Java(34 7 Java 42.3%) o 4%
- R Mt i”"sudolava client> T B 4o (7 b b4 i o R (FEH & 40T B AT o

m

AT 48 49" fa4e % X ¥ H 4o — B BE4EF oY (A content”

BREAPERP AP G i od PR G p F LRI
B A g 1% SHA-L se % Sdc kB-E £ R Bt B 2
T A o F A BN B SHALARER S Wo 57 L W
A& A2 - key=al|h(@)|Ir ke W G xor iz BiE 5 - Key & 2 7 3
LANEISER - Bt bits £ g dBcas £ ¥ hash & 4 h@@)ehigx o
BHa g shits) 2 % * chhash . SHA-1 & B3 % Sfic fs £ B-
i n-s-t bits & g s r(n LW e bit ) 1 key jede™ 477 <key =
allh(@)llr -

[ s N8
I a I h(a) | r |\
&— c

I w F
\

Y

n

Bl Rahzr i@

® BEGE kenite
AR KT Bk it e FPFRE G A client = 0 1 B F server 3 @ w
iR K LH B S R e AR A L - BB Pl ehdte v
Bf%rmmi(’” 1970 & 1 7 1 p 00:00:00 ¥ 4% )"% # index » * "map"is
B 5 A client 3 -

® EFAIZR
41 * socket programming 7= ;%" out.writeObject(sendlist);
outflush(); " » #-% & 4c BiEcHte + BFF B P2 oo

° w%g¢ﬁ7ﬁﬁ%ﬁk%@mﬁ k2ur Ll X B R E
2 EBw kenigE X A \-"E'fr'é']‘?m'{{g‘ K ehit e E & AP vt
‘l_{"‘l’ ’ jial‘]% —7; "__ '-@Eljivgjmifé {?’ > :ESI;C%:

Bli=-+- defdte 7 LE
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command- de

MA- = ferligEE tHE LR

Server :iz#8 38 & 3 M T a4 I FBIrRE T HMETHRE AT R AT B
3te A3V AOELE w BiEEE L H LR bl ek .

Server T3] client = request FF > Server ¢ L ¥4z | crrequest - B 7 B fdT o
TRl & A RPN client s hdfe R R R AP RSB ER ALY (T
index k&= — Bt Bendfe S EHFNPRAL BTG > - BAHFAZG 0N
iD i@ index § T4 & 0 + & 3] Hadoop -7 HDFS & " Process p =

run.exec("/opt/hadoop-0.20.2/bin/hadoop dfs -moveFromLocal " + name + " ."); " ; &
f¢ 2% i & Hadoop + 8 — B www 42 3% % G b 4 F vt et i 0§ Server 42 3 client
frequest 0 g g 4 LT www g B AR Rk R A RAES S T

WWW g B AR 5% crs ae A3 B foid T M T AR M 2 4T L e @
Hadoop g &3 #-1 ¥4 e slaver iz & nodes 2 §4 17 - 7 L www & L35 I #55% &
HDFS } enBf 45 T4 2" FilelnputFormat.setinputPaths(conf, new
Path("/user/hadoop/sig")); " - £ % & 412 p % " map(LongWritable key, Text value,
OutputCollector<Text, IntWritable> output, Reporter reporter) " » " String line =
value.toString(); "> ¥ — = & » AR & R B 6 P73k T ehindeX i B A & 8 _HDFS ¢
$5 41 k" patternsFiles = DistributedCache.getLocalCacheFiles(job); " »

" BufferedReader fis =

new BufferedReader(new FileReader(patternsFile.toString())); " 5 45 41 & 2 1 2% i )

PTG RAR R e AR T TR T A T BT e

4>| content 100..010’» content |‘4>

| |
| flow 010...100 | flow 011...101}—
| icode l I icode l }— icode 000...111
| l
| Signature 1 | | Signature 2 | ......
[ ]
L

hootw o MAET AR
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AP R B g F TR B~ )k en AL AL TF datal = ruleil|signaturei - @ index iE B %
%42 i 7R AL 1T packet - H ¢ signaturei & fr packet it ¥ F L T FERE o AP A
€ #-rulei %xijufm—*ﬁ CH LY s girw Fiaw il F’ o & — i signaturei - packet
¥% ¢ 7 7 "content” > "flow” > "icode™iz = B M 4ETF o vt frchp F AMEET G S0
B o igieniE o Bl denrns g ot "content” o B A B LT v "flow" 0 B R AR D R
Pl AT v icode" » F 2o - £ 4 pr s Pl T — ik datai o B RAET SR LG 8- 8
SieE o B TR BT - BRES -

BFAPRRP O F LR AN P EEP bR I ok o
VI E? PR HA R ? ARMEFH] S E T E}b’%—’r ° —‘ﬁ L 5L L ¥ signaturei
{e datai B 4&5 5 content _rn;fua\ » B A ML LG FR— B Z B iihE A Xor ernd g
€ @3- ?[# Ki=Ki,a||Ki,b||Ki,c enig » % h(Ki,a)# & s bits = Ki,b ehig - & - B2
BTG L FE o k2 RFETS &SR o R mpdrulel fo Kic e rligiE F FE LYoo

¢ i f(K, b ==h(K;a))

R TAA L

Wy, Wy, e, Wy, W

R L AL

p A iz i Server 483¢ ¢ #-jz 3|« Client - request + # 3] Hadoop 7 HDFS F » 2%
%;;#—i%*m & Hadoop } shwww i& & 255 % www A28 3 7 = 2 -2 % 7 % Hadoop
7 HDFS *F pF > Server 4 2 #-% % LB w % » v & L4 0 Client =3 o

Fd TR R Rk S 2 el e TALE Gud = o gt client-server £2.3% 1345 Song,
Wanger, Perrig 0= iz & = & g et e o B L RO AR T BT o A
Client ¢zt 3te X @A $r{ei S 2 £ R F2 5 W f1* Chiphertext
Generation iz # S8 #-W 4c % 5 C i 5] Server: Server &J2 4 ¥] ¢1C {4 > 5.4 Signatures
Matching 4 +* %+ C 4 Signatures Database * % 3 {* & 7|2z ¥| Candidate List & = %
Client; &t Client Jc 3| Candidate List {5 5 i Decision e oy L3 b i@ chite £
T Ao BERAIE
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Server Client
| X
Signatures : l
Database i
; w
Signatures ] c Ciphertext
Matching i Generation
Candidate }
List : Decision
7 ;

Bl % - + > :Client-Server # 7 /4%

O 2257 N Zxhedie d3h? A iz 484)
AP ezt Y SN BRI BT BT

m1 m2 m3 .. mk

AN I
v/ \\ ; Distributing message symbols
//’ »J - '\"\_”
e SOt Decentralized encoding
S—
SS, 55,

Cl)(gl,l)gl,zr"’gl,k)‘ |C2 > (gz,l 28225282k )"
|

~

Data retrieval from any k out of n codeword symbols

L Bz - Bk k colymns
821 822 - Bax r -V\k\|
G=||gy &2 - - @ - )
- ' K= -k - -
I_ rows =(¢,,Cpnr ¢)-K 1

Eny a2z o Enk |

S R Y T T E

APYRE N B EIRE D(l-on B2 FRATH T o BREE PIRELE Ko
F BATOPIREBEEF » U B ENPIREZBFTA EDRIRE
i B ATORIIRE 5 & TR O FOR AR I - B Rl H Ty e R R
Eaie s kB ERE L DERET R TR - BHE ST LW
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. A queried server sends the symbol ™~ .
@ (No computation) \
Efj - &

#Existing servers = a n=kd
n=ak’,a>~2,c=1

S New peers
@ #New servers = (1-a) n

A new peer combines all symbols as one (new symbol)
(Computahon) v
7 "Any k out of n symbols
Retrleval

Decoding

Mo f [ Mo | [ My ] oo
RN S T

-

TARE R F BITORPIRET L EE
B o ,T}lgls\' ) Lk e A0 § -
BAKEF ke A B EATHRPIRE

EEEDB AR O R AP E PR I AT
HRE TAERE o APHELE LT LTI TES

Theorem 1. Let n = ak® for some constants a and ¢, where
¢ > 1. Let the number an of old servers be k%, where a < 1
and d > 1. Let the system be repaired by our repair mechanism
with v = k. Consider the event of a successful data retrieval
that k randomly chosen servers from new and old servers
recover a message. The probability of a successful retrieval
is at least 1 — % —o(1).

Theorem 2. Let n = ak® and an = k? for some constants
a,c, o, and d, where ¢ > 1, o < 1, and d > 1. Let the
parameter u be set such that

2k k
u > min{k, .
w2 min{k, max{ Z—a ((d Dk )}}
After the system is repaired by our repair mechanism the
probability of a successful retrieval is at least 1 — =& — o(1).

Bld- L4 @z

HPEH Sk AL A DR TR - o @M 2 Pl RS R Y
ST AL B S - B LA bipartite Bl R3dh 0 B¢ nBEE & VLV, 5 ATERIR B (V-
) FHFREF(V) § - BATDRIREAN - BEOFREF A0 - B
STIL P RE GO o e T BT e
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‘-\(}—a')n

B4 =+ I @ZP 32

AP EFF AL TR AT P S o N A PR PR F Kk B
PRBEH Z KBEP cngh > 28T AR BEE LY 3 £ 58S, P B3 & &
S EREEMENn F Ll‘kg&"'ﬁ&/%*"vl’ﬁ'hz&ﬁ?}%{i& LR 4 Ay A Hb;qlg‘ﬂ_?‘}'

VUm0 e B g I enBE T Vo pE o B EAP I E R k@ TAY B
“?”Nﬁﬂiﬁ&%ﬁwdﬂhﬂmﬂ%%%€’%Wﬁ%n—@mﬁfwﬁﬁﬁ
2ok EE T AT AR B w IN(S\S: £ S, 7 maximal matching e gL 7l e B if 12 2. {5 -
# IF“)I-%P v % % Z e Hall’s Theorem % 4 47 ) SE4% B % K 3% 0% *m*;&a% o A\ {1
* k2 ¢ o 5 E 272 Hall’s Theorem 4™ Bl #77% ©

Lemma 2. (Hall’s Theorem) If and only of for any subset
B C So, the number of neighbors of B in V1 \ Sy is no less
than the size of B, i.e., IN(B)\ S| > N(B)CW
is the set of neighbors of B, there exists a maximal matching
ﬁom SQ fo I"l \51

B#%=-+- :Hall’ s Theorem

R € iriaf o Hall’s Theorem » A P& G2tend 2 3 hizim- BEEE B
Fo P AR * unionbound B o iR BELE & B sk L
Eh- BRHELBESI MG E ) APRBhmid LT3 TEP - FhaEe
- BEEEE By > AR EH PIE B Ek A (A) B B 7 union bound 3k
5o AP A s d AT T ER o
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Bli=+=- &3 L 7H

5B 5B G AT B TR el 8 3 R 1Kip-o(1) » R 4w U

]/,E'-_m\ij{ fil%— fi‘—&r"r 3 g‘;\ t:‘—i‘—/:r‘ o

2k k
> min{k, :
w2 min{k, max{ g—yp ((d— Dk d- 1>}}

Jﬁ”*’K”WE+?“%%ﬁﬂﬁﬁﬁ§’ﬂﬁ%l¥??iﬁ I R T R
Vi gl G kAN PR BHCE N1 E L i5E
d

B itk endiciE o B FEE A T o
XA AFEenlicE o3 DB R AT A

| PlanetLab  Microsoft PCs  Skype  Gnutella

Trace
n: average number of nodes 303 41970 710 1846
f: fraction of failed node per day 0.017 0.038 0.12 0.3

ﬂw*i%@zk&mﬁ,afﬂ%kﬁd@@ﬁ@ﬁﬁ@%%%iémﬁ%’

‘?‘—L-;E_l; 1 “; /':}.57. g_;\ ﬁ’]ﬁ,‘ fgﬁ'{u B i.}l]%"'f%\,ﬂ o

=

k=4 k=8 k=16
d|2 3 4 5 6 d]2 3 4 5 d | 2 3 4 5
u |3 3 3 3 2 u |6 4 3 3 u | 8 5 + 3
k|16 64 256 1024 4096 k' 64 512 4096 32768 k? | 256 4096 65536 1048576

At B A SOfcyg IR R ALY R IR B E B R R AY g7

BITFBARTED i BIFIRIFZ DT BF R 40T £ o

Trace PlanetLab Microsoft Skype Gnutella
n 303 41970 710 1846
f 0.017 0.038 0.12 0.3
k 4 8 4 8 4 8 4 8
u 3 6 3 3 3 4 3 4
an 16 | o4 16 | 4096 | 16 | 512 | 16 | 512
Survival duration (days) | 47 39 26 23 8 2 3 3

d 29 ¥ 534k h- B ori? B 3 41970 i ;‘,Jg,.:z PIRE > ¥ I3k X €5
AR 500380 § BB KE TG 4PFF > AT AR EFBA R R T B
P26 % 0 FREFBRITE S PFBATKOR T PIREL S IBEFEY ORPIRE R

B&?,—}i °

ppiu)

O #*FAFTHSRFHRBLAE LR
R EFAAY BT 2EELT 0 FRAT S FPTRETAL DN 5 R
TS ER AT R 2R PIRE S B G P2 ks fTh e AR
BB AR E{F T AP L EROREGT TN AR S IR I A

N~
b
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% B > bl4e @ Dropbox - SkyDrive » & * ¥ 70U} @@ hAl > 2 G H @ F g
BREAH TR SAEGRAL Y TRERG T AL FREEL S >
dc BT ERRETOR AR T R s Ak R AES 4o RN TR
TR p’f | #* /’?\n{}\‘mﬁfk S BB '-V""F "‘?}:ié‘r’? ﬁa'f’f_"

Edit_syn_dir_Ul | | download_warn Baseb64 AES upload_info
Main_UlI
:falii() =3 Dec_download_thread > Dec_upload_thread —>| CloseHandler
Gauss group_gau_eli File_delete_thread

4ot B0 AV ok Suh & A w4 7 42 0 A & hmain function o ccis.java 42 o o
ccis 4 A7 Main_Ul cithread k 2 2 @ * & /i 6 - R & * H & i So- B4R 1 Sl
R RTHARE FERFHARE R - BEBOFP ook R FF R
% ¢ A2 Edit_syn_dir_Ul sthread & $miE+ 3 34 & enfe jo o

TR —%"J}g;j@?])x T2 BBt N A E BT RS s eE et
Dec_download_thread.java #f %] si42 & &1 function k& 74k X enfd R &2 25 - % & (74
ke B fREPE > € F &% T B 7 e s w] > Base64, Gauss, AES, group_gau_eli
frdg i enfunction k2 A E R RO E c ek 2D ﬁﬁiv’ AT bk AR &
§ A2 - B Ul ehthread kil soig * F o § 230 RE Y R B2 1 B M4
i gxﬁ%"— i Fr e o

#%—g g4k g A4 — 1 Dec_upload_thread srthread % #% {7 & *Tiw B » * % @ jp| &
E ?1" PR E SR Y B J,ff o iR EY > T ERF |- BEW O A Y
i ase64 Gauss, AES, group_gau_eli, File_delete_thread, upload_info, CloseHandler- %
tER - R A wuﬁ‘umlﬁ ket el 7 Je 7 W) 0 function o e BB PR ECRE dopE 0 S
jess & A4 - i Ul shthread upload info » 2 4wié * & B &0k sty o &0 7 pg®

4

upload_info 42 7 exception listener 3 & * < B B 2~ Ul {8 > 240k si-g BB o

[class ccis]
B RImainQp Rk g o ks BN EEE - B IPE S Ak ooy
ﬁm"&%Q#%’@mf{;J%mw%<i%ﬁﬁéimmﬁ%$°ﬁ¥ﬁ”3
g A4 main_Ulende 2 LHEG as gt pF i sidhmainthread ¢ * - & L Bk
TEFR F’ A F UL B » - BE R ehF ¢ |"Authenticate.txt" -
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Check the system folder path below
If want to change or null, paste a new path
and click "Edit’

G Edit
Check the synchronizing folder paths below
If want to change of the numbers less than 2, click'Edit'

ClUsers|jellystudio\Desktop\Live mesh)
\Dropbox\

Cilsers)jellystudio\Documents|\Syncplicity FoldersiSync
CilUsersijellystudio\Documents\ASUS WebStoragelduked

<] Il
The fault tolerence degree
2

Please insert an arbitrary string below and click 'Start’

Yot Bl oF R Jf@?]% e BEFM2 8 0 LT LT 4 ehStartbotton > 4+ i+ a ¢
FT R SR A BT B~ Mrepository_dirtxt” > H-E R FR A RITH »
sync_dirtxt" » ¥ #-ix g F 8 § » "Authenticate.txt" - % ¥t main thread 2| %73
"Authenticate.txt"# 3 F 2 (s » ,Tfug BEALTHE -

ek kA 3 g @R F A file chinput £ output s B4R adr 2
MARFRARE D R bR ET TR CATH LRI L2
"repository_dir.txt" o £ ¥ F L 45 8 kS file /O i A pERE LY o

A mﬁi%l/\ i AP RN MR R R T A AT
AELIT Y A4 - Bk SF L 4 "ccis_repository” it & i ¥ —‘ﬁ:}ﬂ TN BEZ TR

?1" & "@ccis_repositroy" -

BFE g J‘#g] ek ik 3 FR & kg {7 vk g R] > function &AL R
search_data dec() A id B function A g B 3 & ds (TR A E B E 3 TR & P IR
REFTHAEFAFEFRL-FIL A BRI TPV G HFE
4 A& 4 & i String array > file_record £2 dir_record o * 3e4%p miz B+ FAL AP 0 5 F
bk B AL .

T iTz AN 8 m- fﬁ;iﬁ.g:@p\ BT A %.&%&?—Q— BEEZHAFHESFF
AL oo ek kR E o F AP > P72 ié codeword symbol #c g i<t
threshold » ¢ ﬁi;‘; fon €RGAMEERERIG > L RIFT 255 R DU T 7 Y
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*H OB RFA AR R I GES B?F’a&év’ﬂff‘ CApFRA AT g o AR R
codewode symbol # & 4>+ threashold -2 3 4 % -
BOAAEI A AT A S 3 TR A mflle record 22 dir_record - 2 i & i 45
file_record erp % x&ﬁ/%@&l_ P M RJE G Lo R AT A M PR > B L3 TR
% N edp ¥ 2 % Dec_download_thread #g %) p 0 decrypt_a_file() function & & -

[class Dec_download thread]

FHEFEBAEWPE AP A ST R AT B > T A BTN AR
{ﬁ@i‘—l&r e #-#% % & codeword ﬁ%#fr X R -g;;ﬁj E

AL R RARZ ORGEE Rty szr;fﬂ TR TR AN R B RAES
5%'1-1?.5%”4\: BALEPER Jz;}ﬂ,ﬁ] FFBERZF A Tl ok B BB Jﬂzl\i/g;}ﬂ
Fldo & 4EB® o FlE - Bdmain_Uldy ehs 5 T4 4 Bl g
?}ﬁi ) R8¢ ¥ 2 o3 K B codeword symbol i 4 o i@ % KB

i RRL:]
&R R A A S R A AR R P AT LR R T A R A T 1R - R
ff“z%*“i%fﬁ%rié“&%" 'lwf'?\ ey B AT FRET LERTY o 4p T

- BERFFHAONP LT IR - B symbol BLRARTUBREERR
7% -t Dec_download_thread #f =)< & 4% % e & 3+ & % decrypt_a_file() function
p\ ik 7 Fd e2 e basebd, AES, Gauss, group_gau_eli p rnfunctlon()i*l s i
& 2 vt o g A7H - 1 download_warn 4~ i Ul ki& 7 i@ * - 2w F ¢
%éé B OEPELE AL e
BRRA RO N A AAT R AN S Z 3 VB SR AL R
& office ek 7 o iR AP ARG pREEfRA S TR HEFRL KT R .

@ File name :Section 1 Review JAVA Concepts.doc recovery fail
Detail
Caused by 'JAVA |IOException’ [Ljava.lang.StackTraceElement,@6b7920
Please make sure all file in ccis_repository are not excuted and click 'OK to continue
If want to decypt and decode Section 1 Review JAVA Concepts.doc please click X' RE-START this system

SRAEASFERLAUD PG E B DR T BT BR Y K o B AT
3R Flim o A7 UL 3 & endd Je s L7 1 4o Gg et e o

& decrypt_a_file()p > 34 {7 508 B H_L - 47 4o B 4§ & P encryption key i R o X
t& £ 41* encryption key &R R & hF o #rv 507 3E R %A% & coencryption key
T kg R g ﬁfﬁ Thi F FOE & 8% 4p B <0 codeword symbols >~ fIh—er
i

FREOTA R o BE R LS 2 R £ -
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2 s kg 1% sEHBen 5 35 F K B4 & ¢hencryption key symbol 5% § i+
S\ iR @ 2 1245 encryption key 72 & csymbolse 54 ¢ & s g g § — F =k eonp s
HoF o k45 FIVEK B symbol shp F T rugtE A Sapiang B o f - F S H0E 2L
FEEREREHUCBAFTERA e 2 FEINA T 1T S0F R B
T Lt false negative shi% € o B AEHSE B~ ) K B codeword symbols 2 {5 0§ 1%
group_gau_eli #g %] p 3 2 det k 2| E7a0 piE Bochp F A7 A 4 chiEtL i determinant
E R HEFRT R ek § eigids 2 K B codeword symbols i ¥ jedde
ko2 ?éfj'f'uié’%i% kK & 34 o 4o % determinant 3 0 738 » R 424 F 4B > 91 R
B R IEE T - ERg ek B symbols o

% /2 T4F K 13 encryption symbols i % 2_ {5 > if‘u—i #-K e symbol 7333 B
ko Fr A EHE E

Element[][] inv2 = group_gau_eli.inv(_k_mat_ele) ;

% group_gau_eli 42 & hinv 12 2 Gauss ¢ gau functions 38 &1 * 3 27 3 2 K3+
BEdFmd s A A B HARMS T4 & Gauss AR G 4k A ieehde E
Fix @A e BF Eeipgk % function FE o

¥ H %13 protocol kF T2 % & 25 chd T

/**
* f1* codeword % = B FALA 24 hid
*/

Element hid = pairing.getG1().newElement() ;
byte[] hid_temp = new byte[152] ;
for(intj=0;j<152 ; j++)
{

hid_temp[j] = codeword[0][152+]] ;

}
hid.setFromBytes(hid_temp) ;

* —‘:;J._;E.]; M

*/
Element sk = read_sk() ;
Element hidx = pairing.getG1().newElement() ;
hidx.setFromBytes(hid_temp) ;
hidx.powZn(sk) ;

/**

* Decryption

58



*/
Element[] w = new Element[share_count] ,
A =new Element[share_count] ,
B = new Element[share_count] ,
numerator = new Element[share_count] , //» =+
denominator = new Element[share_count] ; //~ #
113 4
for(int k=0 ; k<share_count ; k++)
{
w[k] = pairing.getGT().newElement() ;
A[K] = pairing.getG1().newElement() ;
B[k] = pairing.getGT().newElement() ;
numerator[k] = pairing.getGT().newElement() ;
denominator[K] = pairing.getGT().newElement() ;

}
for(int k=0 ; k<share_count ; k++)
{
byte[] A_temp = new byte[152] ;
byte[] B_temp = new byte[152] ;
for(int 1 =0; 1<152 ; I++)
{
A_temp[l] = codeword[Kk][I] ;
B_temp[l] = codeword[k][304+I] ;
}
A[K].setFromBytes(A_temp) ;
numerator[k].setFromBytes(B_temp) ;
denominator[k] = pairing.pairing(A[k], hidx);
w[k] = numerator[k].add(denominator[k].invert()) ;
}
/**

* rFEcenw[i] &_ session key 1 linear combination
* AR R AR GE Y o
*/
Element[] result_temp = new Element[share_count] ;
for(int k=0 ; k<share_count ; k++)
result_temp[k] = pairing.getGT().newZeroElement() ;
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for(int j=0 ; j<share_count ; j++)

{

Element[] point_temp = new Element[share_count] ;

for(int k=0 ; k<share_count ; k++)
point_temp[k] = w[k].duplicate() ;

for(int k=0 ; k<share_count ; k++)
{
point_temp[k].powZn(inv2[K][j]) ;
result_temp[j].add(point_templ[K]) ;
}

/ISystem.out.printin(“result_temp["+j+"]="+result_temp[j]) ;

String EncryptionKey = new String("") ;
for(intk=0; k< k; k++)
EncryptionKey += result_temp[k] ;
bt e 5}?;]&{:34- encryption key s - F ¢ % #c & FL&_session_key -
% B R 7 encryption key {8 - 3T RSPk LR 7 8-E B A % coshares B R A

SR mbdek o AR RAE % ER Hik shares chseY o AP VR A4 mny,
FEm oo & B e & 41 File #f %) (o FileChannel &3t o #-Jp 404 % 14 10MB =
(|22 &) F 1 shares o A {8 £ & B shares & B i {7 4c B 82 KB cnds 1T 0 BfS B~
codeword #% % ¥l £ % FAL A pF > £ 2 A0 P~ Lagst o 5140 1234 1 0.mp3 fr

123.8# 1 1.mp3 > St B A mAd o2 o idefé - Bl o »raVip Al B R %o
PEiE > » AP 0% 0 & B -5 B shares B & 0 o #4% % % i FileChannel & &
ERFRIE 3T I IR S ST LR e Y R N T

P}
AN
4

2 7] * codeword symbol e 5B &k 1) % - B LS g 40 B RF 4
HEr N AP AL TR FRGERBIAAERE KRG R Sy
£ 3 FR AN 35 F 4p B chencryption key fr## % ¢ codeword symbol o #X & 44548
gasymbol #H % ¥ > MEiE < dcF 2§ 0 o ;%%’& P = ¥ CRES cEN N - 2
kF B sl B4k & shares 24 = =& o
Mok SRR — f[a; 2B L enE A 4 o N & & e shares o codeword

symbols =i 3 4p = 4L & p =hencryption key 7 codeword symbol gl Mg <
FEEAS Koo Ak aﬂ}u? 113 shares B R o Flpt o AN G SR eh A ar 4 T
kPt erasure 2 A e ch (n-K) B R G T PRAR K L
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APk s g ki codeword ihih B R B AL %R R 0 €0 F]Y-1 - % codeword

BREFHHZ EEE BIFI T LAk 70445 B codeword > 1% iF Biglnteger
& o1 #- codeword symbol 4% % #_byte array # =¢ Biglnteger

for(int k=0 ; k< _k ;k++)

codeword_temp[k] = new Biglnteger (data_shares[k]);

B F i 7l fp ok ohds (F ki = decoding :

BiglInteger[] word = Gauss.matrix_mul(codeword_temp, inv) ;
#-word £ # w byte array T 2 base64 decode

for(int k=0 ; k< k; k++)

{

data_shares[k] = word[Kk].toByteArray() ;

data_shares[k] = Base64.decode(data_shares[k]) ;

}

£ k-5 B data_shares ‘= & = - B fie+ 7 byte array file> I | * AES-128 % iz %

file = AES.getdecrypt(EncryptionKey, file) ;

BAEBHIRRLE NP LRI T E PHEOI R AR RS T BFA
PRsiT AN AL - BRI RMP2 chF AL A o B2 Wt B Ak anfile B~
tmp2 FARL & = tmp A 0 B (e Rt AR 1 * FileChannel e & A= % 708 3] % 3L F
FL & AR F R E o AP K S A SRS N R AR R S A R R e

A~

[class ccis]
¥ EIL R - BAhkpEiE o €4 file_record p 2 FERG A AL ﬁnﬁ;% ¥
Faten i A2 {8 R F & g2 dir_record o dir_record 42 6 & grinE 2§ TR AR
F oA end TR & LA o Flet & 4FE B dir_record ALk & AP éu/f@w e 30
kg dir_record B4 m L AL R TR AP AREFEIL, AL AR FfOTHR A X
vhir # {7 search_data dec()xa FRERAR I RS B S FR AN SR
L;’i”;?«-\xﬁ}%'ﬂ,; ST AP o
Bfs A7 osync_log() I kA FHE AN B RES IR T SRR
FI* dhaw o= JUR K TR &N iR B T A TR B DIk Sk o
FAREA T MEOR R HBE RN P A2 — B thread R
7 ends (F s A AL BT - BIEER o o
Thread det_up = (Thread) new Dec_upload_thread() ;
det_up.start() ;

[class Dec_upload_thread]

% mainthread 2 # 7 AT<hthread det_up » fiz#Tehthread € 34 7 run() function
S % oo prun()i e 0 g L g L d 2 upload_info sh ULy L _a- A2 & Ul
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a.sbar.setValue(a.sbar.getMaximum()) iz ¢

System folder path :
(5 \Wccis_repository

synchronizing folders paths

CA\Users\jellystudio\Deskiopi\Live meshy@ ccis_repnsit| -

ADronhodiecis renositony
q| Il | ]

System infomation

System start!

—-+2011-08-05 13:43:38 123t is modified
2011-08-05 13:43:39 =123 4t upload=
Progress : 11

=123kt uploads complete and costs 482 msecs=

pre_msg = a.getJTextArea5().getText() ;
pre_msg = pre_msg +"System start!" ;
a.getJTextArea5().setText(pre_msg) ;
pre_msg="";
a.sbar.setVaIue(a.sbar.getMaximum()) ;

H ¥ » getdTextArea5()*r €_Ul ¢ System infor

OB 4R B AT S AT A A S

RFEBHHLA > GIR FATHRIBRY F

[

ET?E}': ,‘~ .

Z @B A AT e RTH A m

File open_dir = new File(Up_dir) ;

BS 0 B R R PR
=

mation =~ i* R L

>

)

P

if ((open_dir.exists())&&(open_dir.isDirectory())){

try {
Process process = Runtime.getRuntime().exec("

System.out.printin(process) ;
} catch (IOException ioe) {
//do something

ks
¥
#
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g L AR Ul ayg e 1 K{Eg;;vméi:g‘x;%
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1. check_log()
TRSN A &P AR PTG ATRREATH I ST &
2. auto_recovery()
TRt A & epp R R A FRF o B3 TR AN EE 5 symbol 4% % &
4
3. File_delete_thread.det_del()
Wl AT AN Renefh 2 EF 534 o
4. det_edit()
Rk TR AN Rk AF G A E o
5. check_at_ccis_folder()
30 WA E 3 AL A N "@ccis_repository” ekl & 3 4 if 4 B (8 H AT ik
JEH = 3R Al iz St Rk h = F F A& "@ccis_repository”
6. clean_tmp2()

ERd AR LAY R R R EAL AP Mg A tmp AR A d
BRI L€ A tmp FH S F e e PFiEZ TR T A ¢ 4 P #rIL AT B O
7k F Stk iR 0 4ok R A e tmp A ’]}“_ EHE 'J“$ g 1T o B3| M- tmp £ FR
#'J‘ff £ SN

M RIE A, & e B 8 g et A 0 B A3 N encrypt_a_file)p 7 0 F1 A EE
7 & 5 R F £ )% Jnor data_share_compute() > gama_compute() > alpha_compute() -
generator_matrix() > generate_session_key() % . 3% 5 1% ffs G PR A € Flm e p o

A PERT kendp 4 € w4 2 B encrypt_a_file() S N ep o BEFL A AEP
L A8 R Acm F il ko

encrypt a file() s ;" 3 & 2 F ehddic, ¢ FETFHRE f% Sv B Ykl ik % eh File
class ¥~ i » B G JSLFH AP fp iR > 02 R G EF TR ADRL 0 - B
T W E R T8 BT RBEFEL R F ]

String src_file = new String(upload_file.getAbsolutePath()) ;

int split_num=0, remain_len=0; // 35 %% &> 3k BB & (- Buehk B

try{
FilelnputStream src = new FilelnputStream(src_file) ;

split_num = src.available()/10485760+1 ;
remain_len = src.available()%10485760;
src.close() ;

}catch(IOException s)

{

return false;

} catch (Exception e) {

return false;

}
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AP B RMETEF BALE L IOMB ~ ) 27 RIPF 0 20 BH - B Y
split_num ﬁh—&u Srids €7 20 BB remain_len EAR#CHIN A o

BELLL B ESgoups B L FR

int index_temp = Math.abs(upload_file.getName().hashCode())%100 ;

Element[] hidr = new Element[ K] ;

for(intk=0; k< k; k++)

{

hidr[k] = pairing.getG2().newElement() ;

¥

Element hid = pairing.getG1().newElement()
, _temp = pairing.getG1().newElement() ;
Element[] pub_key = new Element[ K]
, paired_point = new Element[ K]
, garmma = new Element[ K]
, gr = new Element[ K] ;

for(int k=0 ; k< _k ; k++)

{

gr[k]= pairing.getG1().newElement() ;
pub_key[k] = pairing.getG1().newElement() ;
paired_point[K] = pairing.getG2().newElement() ;
garmma[k] = pairing.getGT().newElement() ;
garmmalk].setToZero() ;

HY B L kE word e ft ﬁmﬁﬂ?ff{&{; BEI e Y ZEP D

£ & jPBC ¢ chinst > £ G 1 ehghfr G2 1 gt 3] GT + - €(6L.62) = 6T,

g 30 AP U x e symmetric pairing chF L o R B F FY S GL ¢ %20 G20 A
ARk st g 4 R B RST B R protocol shpairing s 2 ifeha e 4 4 Gl
LB % ;I;b;_u; = G2 > pairing &4 3] GT F

¥ AJRiE 8 =18 codeword symbol #% % e & ¢

update_name = new String("") ;

update_key = new String("™") ;

for(intj=0;j< k;j++)

{

update_name += name_templ[j] ;

update_name +=".";
update_key += key_temp2[j] ;
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update_key +="";

¥

update_name = update_name + "$# 1." + ame_temp[name_temp.length-1];

update_key = update_key + "$# 2." + key_temp2[key_temp2.length-1];

TR BIE L > % o0 codeword ri*u{%%{ 1 > encryption key ¢ codeword jf*u
L2 o

BT ORE IR > APRET K& gg? i & 1% JAVAFIle class ¢h
file channel &7 j# ki 327 2 % #E Z P o NP R— B < %17 5 10MB = )

K BAhE o HE BHE S ET B NP Al AR 0 F B M AT E F SR

0 ] split_num-1 :

for(int j=0 ; j<split_num ; j++)

{

tmp_file_dir[j] = new String(tmp_dir) ;

tmp_file_dir[j] = tmp_file_dir[j] +String.valueOf(j) +".tmp" ;

¥

try{
FilelnputStream src = new FilelnputStream(src_file) ;

FileOutputStream[] write = new FileOutputStream[split_num] ;
for(int j=0 ; j<split_num ; j++)
write[j] = new FileOutputStream(tmp_file_dir[j]) ;

FileChannel read_src = src.getChannel() ;
FileChannel[] write_tmp = new FileChannel[split_num] ;
for(int j=0 ; j<split_num ; j++)

write_tmp[j] = write[j].getChannel() ;

MappedByteBuffer[] mbuf = new MappedByteBuffer[split_num];
for(int j=0 ; j<split_num ; j++)
{
if(j<split_num-1)
mbuf[j] = read_src.map(FileChannel.MapMode.READ_ONLY ,j*10485760 ,
10485760) ;
else
mbuf[j] = read_src.map(FileChannel.MapMode.READ_ONLY ,j*10486760 ,
remain_len) ;
write_tmp[j].write(mbuf[j]) ;

src.close() ;
read_src.close() ;
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for(intj=0 ; j<split_num ; j++)
{
write[j].close() ;
write_tmpl[j].close() ;

}

SRR AR PR E A p g AR S R o 1A tmp A
AT DM R A & 0 2 1 AT AR Rt T 2 o dh PRI AR R G tmp A -

BEORERTRAL > BB E D DE S o NPk A - B
FFRie * 4p e chencryption key & fite §ehds i 0 Flpt W ALK § 7 B S > atmp
» R E_ % 4p e e encryption key &k 1T AES-128 4 % i key ¢

3£

Element[] EncKey_temp = generate_session_key() ;
String Encryption_key = new String("™"") ;
for(intk=0; k< k; k++)
Encryption_key += EncKey_temp[k].toString() ;
i 3% iF generate_session_key % GT + & 2 K B 33 » 2R{s 34 * String ¥ #
Encryption_key k zzdkiz it T enle & K 1% encryption key ©

$: % i1 protocol % 4r % encryptionkey 425 & BF M 0 112 & 4 - B k¥n 2
B AEM T RS

Element[] alpha = alpha_compute(gr,generator_matrix) ;

Element[] gama = gama_compute(garmma,generator_matrix) ;

Bl RRESER MEPN > F15 Gl G2 4r GT enF 4% = Byte array o3 &
B % 152 @ Zr } enF g4 & Bytearray <h& & i 23 #7141 & #- codeword symbol
B A% 7 & 74 - i Bytearray :

byte[][] codeword = new byte[ n][456 + 23* K] ;

PRSIk Sud-or 3 chencyption key £ codeword symbol i A & 3| Byte array p -

for(intk=0 ;k< n;k++)

{

for(int I=0 ; I<152 ; I++)

{

codeword[K][l] = alpha[k].toBytes()[I] ;

codeword[k][152+] = hid.toBytes()[I] ;

codeword[k][304+I] = gama[k].toBytes()[l] ;

¥

for(int1=0;l<_k ;1 ++)

{

for(int m=0; m<23 ; m++)
{

codeword[k][456+1*23+m] = generator_matrix[l][K].toBytes()[m] ;
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¥

1}
F %27 encryption 4= 45 iR A 218 o e F ﬁ‘wuﬁ BT K et B2 kg > A

& B oA tmp AR B0k 0 A E B tmp 4 0 53 AES-128 st iR
byte[] ciphtext = AES.getencrypt(Encryption_key, data) ;

B>t AES ehfé * A ip x suiB$ @ * CBC 12 2 PKCS5 ¢ padding » #7144 % 4 %
1 Rl kA [ OE § A o Ao e ) (8 4 o0 Base64 s 0 BIRE S € WIE Y
BRANGABE s gy T AR Ry R o

5 % #4% % 15 1F Base64 encode i 14 # #& # & Biglnteger % §2 Biglnteger 4 # ¢
4 R FaEEAp ke (T > RE TGS EE o & {5 %-n B symbol #% = Byte
array °

B {6 ede 17 > §_& #-4¥ % ¢ codeword ¥2 encryption key = codewords symbols i
BRIIR® Fip T ehn 3 R ) - R % F & Ul t'“rf?i%]% MR R FHRLE I TRA
F 03 n1l>m o3ty 4 kean i sumbols » i3 & % ?1—'7‘ FVEE B~ s EGH 0
® symbol B 7] * if:}ﬂ ey - BRFFARAPN 0@ 50 2187 ORI AR
(BB Ak EF - Tk R HE P B BAR%R R 5 - 1 encryption codeword
& R _file name.$# 2. Extension > A IERT 7 R4 Z R BRI L 0 P A
PR A F T US#H 2" d 3t B symbol & B P73 enk 3 FAL AR > A2 E B symbol

T U4k 38— f% o @ 4% eh codeword symbol & ¢ 28] file name.$#_1_ L

Extension » # ¢ ' £ %% » j£_0 3| split_num-1 o

EE5A4cT B

& Dropbox
' MySyncFolder

m

- ' 1 filel

filel EMHE: 2011/5/30 EF01:31
WinRAR. archive v 14.6 MB
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AR B 15MB & o] e kg A B R AR AR o AV kS gb g filelorar £
EEG o §REFBIR Y Fo UhR 3R AR

(2]
filel %3 1_ filel %3 1_
o E o 1

INAZESE - »

- 5B B

KRR E

i Dropbox |i

£ MySyncFolder filel.$# 2 filel8% 1 filel.33% 1_
W SE . °

o filel.$# 1_ | filel.$# 1_ filel.52 2
= EBiE o 1

)
wn
<
3
o
=3
'a:
F==
Rl

FI AP AL TR S TS TR BT 0
B R E kA S dhicone @ F s fh% T 15MB it o] Sl B s B
B B RS S A o A SIS ML T R H BB EE E A 3
% # F e codeword -

bR HE AR L BT KRR G EA P SR F AR E
Feo P RAE T R g S R AR S o B I o B b pE s B
1 ATH AR P TR &

2. KHFTHAPNET BB

3. 2% F LA N symbol £, %3 2

4Pz BEE AP AR R 2 R AATR AN % LT
FUFE o T ERT RE A Lo T R R o

ORIATH AN R ehdi N 1 & £.8 A check_log() o iz B st A & A Hesh e &
MER G i d L E G A o ALk MeedioAn 0 B A Jar iRt oh
ol B S AR - BFAR A 0 L "LOG" » "LOG"F#L & p 7 it 13 3% § B e &4 o
& B Bk e Bren Bk TR BHY - B THRAPRROT R LS
P A B R o e AAFTH ARG F BAAE At FBFEHAB" BTG
- B Caxte7RALOG " FAL & f 3k € % & ke dhl — B 2 & ehle 04" It

7
7

fpa
wio
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BEF H|EE BRO wRENV BREH)

paper.docx. 1306935213460 »
BEEE1 [129E].pptx. 1306935213843

'&PPE}’ Dé;s‘*é]m'«)%ﬂk{ &!"?+A’} I]\ m“ﬁ‘)aif'é,?i"la F,k]‘qu}mfﬁﬁ&

#7132 f check_log() & 2 & m,]f L] 3 gTehibie b dy f TR AP hF TR & ¥ E
3 P2 AP B ehe Bkl ch T30k L B et $ - check_log() - Fﬁ&éf\*‘u{ééﬁ"#ﬁﬁkﬁ % 4
#h T34 {7 parse e

dek P KRR FRRATH I JB TR % S CES T ORIk
be B YR code (T 0 PRATT S0 (7 Tfu gBR D - BAER O E o 4 H’L?%
%ﬁ%@’ﬂwsaz%ﬁ%%%o

FIH AV R R F A KA TR T L SRIERE R 0§ BB andg
%rm TF2o0s 0 A kg WRI R e B Sg o (2 BLRE T office fﬁﬁx%‘* ’

& $2 78 office ¢7 powerpomt ﬁiﬁ;m’ R EI AL - BRRE O bldogh ¢ AR

FEUIMpTiE b o F1G g A2 - BEECRARRR o AT g S A kB G %me’%?}*ﬂ
BP) TR AR o T AP RS e BB RBIATH R o 5 AR
AP Fenfed Eie drg A4 T b S Riedl o Aok AT enfk N ok R ATH
PI7 4 IR o 7R RTH bR BT - B L f A HER FATR SR
ERhfrE 3 FHAT2 7337 - RDMFeo U T mﬁi;\ﬁ%?‘u{@}éﬂff hkd B R
&R BT office Stk & 4 il A o

int hidden_count=0;
for(inti=0 ; i<dir_content.length ; i++)

{
if( dir_content[i].isHidden())
{
hidden_count ++ ;
ks
¥

int office_count=0;
for(int i=0 ; i<dir_content.length ; i++)
{
if( dir_content[i].getName().startsWith("~") &&
dir_content[i].getName().endsWith(*.tmp") )
office_count ++ ;
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for(int i=0 ; i<content.length ; i++)
{
if(dir_content[i].getName().equals(“"tmp2") || dir_content[i].isHidden() ||
(dir_content[i].getName().startsWith("~") && dir_content[i].getName().endsWith(".tmp"))
|| (dir_content[i].getName().endsWith("*00"))
|| (dir_content[i].getName().endsWith("'tmp"))
|| (dir_content[i].getName().startsWith("ppt") &&
dir_content[i].getName().endsWith(".tmp")))
continue ;
content[i] = dir_content[i].getName() ;

}

§ORATH AR FHAN ok DR kBB 5 o parse 3 L8R ATH
s & & TR & 0 T 447 directory_recur() - directory_ recur() LB AR X %?ig{
AL A EARET TR A o oS LR A aE s RAA P F g IR S B
@%ﬁﬁiﬁ#@fﬂ%ﬂ’ﬁaiw%%ﬁﬁ?ﬂ*’%%éﬁﬂﬁﬁ
directory_recur() - %f $V<N*%%’ﬁ’%%ﬁﬁﬁﬁ%ﬁ%ﬁ’$%%g
BIEREE TP ERRIA R R APHRS TR AP o 27120 F check_log()

R AV ATH gk K & f;:i & > ’]} ¢ k44 {7 directory_ recur():L:-g SO O R g I A
T il ke

% directory_recur()p > & 2 enE fE % 0 PIE BH A encrypt a_file() » & = ;a_‘_,‘%”r
SR B o oS AT A o P AR B4 R RE TR &P endp ¥
B AR LROTA L > Bt hikie Pl T AR

BFREeFOE T BORED > EHEES p PR AP FhE B E D
codeword symbol 4% % #ic® £ 7 25 B0 o P VEE R AT A T A
M R Ryt R ans ) AP F 2 B A g eh codeword symbol e0iR B o S s
FEALLBRY Fp Tnn 3 TR P SR R - L OV ans o Bl E EAT
e BB R IAR R - X o

T BRI D AR AT P i R R Bl R A
RALRE T fREAG LIRS R TS 2R R TR
5 B RGPk auiuﬂ M- 2 M AR R “f o AV 1
File_delete_thread =g w] # 3 1% 41 B #éﬁ*ﬂ*]fmﬁv F o fgiplen™ 3V & M8 F A%

ERAH e 2o P ASERAL AT H AT TR AP o FEE " H ok
ﬁf*&%mi‘* PR U S xwg [T FRIE T G TR AN g L ks g
R LA LR 3 A A “f#p i =9 codeword symbol # % -

B2 AR EORE B SN e > (2w ¥ 02 M- File_delete_thread #f %] p chd T B
Dec_upload_thread p « ¢ » B BH F 2§ #Fulimsk » ¥ 2% 4% ?L%Zé S
Ber o 4 € MK r.f]a_ﬂ? .EEE’ AR 5E W) DR o

Bl MR AATR AN R LT ARG i Y| N AR EH B AT
AP B3+ FR < R L FE e 84h > AP HRLEATR AN %
A F 5 13 0 439 JAVAFIle class 51 lastmodified() » 2+ &0 5% ¢ return — 3 &7

[}
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A 5 |0ng e > AP kLA

R P -
FAL o R

Foo Aok L TR %

* = 3R AT ,J-}uf&
ek iR

A4 4 Intel Core i7 Q720 @ 1.60GHz with 4GB Ram 4% B + B2 4% % Al
u) BT

B T om Rl & A

o BTN AE B3 2
lastmodified()2 #

r‘ﬂ)f‘%%ﬁ II r{@‘l"| "’;f“ ’j:‘_'

NIRRT RE P ¢ L B B4 % o0 lastmodified()

encrypt_a_file() -

® lrfhk <112 % b Codeword P T § it B S kG PERE

Seconds

® 7 efE%k L] 11% % e Codeword #cp i

Encryption and Encoding

N
o
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7’
2 n=8
n=2
- @- n=4
S0 MB
7 oenfE % fesg pE R

E“fv‘FT - AR B E B R AT AR AN S
BREEw B E > T8k S E R

Iastmodified();’:’ﬂfﬁ R gl
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10 20 30 40 &5

® iR PEE ig@sf%ﬁq?t% L)

Ini, 0% Encr_key,
\ 9%

Enco_key,
5%

Enco_file, Encr_file,
60% 26%

® [BWMBMEESE B TR b
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Group_inv, 0% Big.iny, 0%

ini, 0%

Decr_key, 3%
Decr _file,

29%  \

Deco_key, 4%

Deco_file,
64%

O FHEzEEREREB

BRI > RE 2B ES o R FU (TR F ) REEFV -
PR PRES T ALY BEHEFIREL VR EEARY B L f R ARA
AT HHEStAg FREEFRPETFE O RRPF EIT P L P REKILIT R
@ erkey token > ¥ % % i i 3% key token i@ # HooRFFA R L e
B &4t keytoken > SR FL L fI* p e iy T £4K2 7}&#&1&—“ 71 key token
A 4 ¥ v cndelegation key > ¥ @ 3% delegation key 4k FPRE » R FIREF U
FI* e FiophadEF 2 B & 4452 %H delegation key i B s & (5 2 # (T 2
) ;%}tj;:ﬂ]rg—‘ﬁ VLR T OF L R R s g ede (T o

ERFHREERER Y A RREAEFAREOT R R LY A D
¥ & 4L 18 PDP challenge %7 5 f?FRB? ' 5 PIRE J 3] PDP challenge ts » 1 # 1
fE R A R B 2 delegation key A 4 4p J& <5 PDP response o < 3| % i# 57 PDP
response & - & * F & AARILAE A I* A 2 .rnfe % & 4ok 7 0t response it FEE o BE
FRILERN G e f iy FARAES R AL L RO PDP response o

AN ﬁ?ﬁ”‘l&%“’ CAPRIE A & 72#&%}%5%'%_5‘& ARAE A AP R
R 4 i FE 15 422 B 2t delegation key 5 4 delegation key 4 it & 1 1 ik
BAEETFTHEREERE G A RBREA A gl g P R EKHRET R R
Mo @ hPEEFL? o delegation key E i F 3t RETG WIRE Y o BPHEA LT F T
delegation key 3 3t » T ARARFAE L AR AB 2 50X F (FRIRATOT I IR L TRk i
foag g 2 @ m#ﬁsi«— ToORBEREAFTRFEG EEEARS o

74



1. Upload data & tags

r

User# Storage Server
3. Verifiable DelegationKey g S

N

2. Verifiable Key Token 4. PDP challenge

5. PDP response

Delegated Verifier 7

Bl =Lz mEHREAAR

APERNOVEBETEIEERERSIC 2 BIPR R TUFER  RERE
MR BRTEIAER K EIFERE 1 = BiFE 2 ¢ Setup 0 KeyGen 12 32 TagGen - A W4

e

® Setup(1)—m:d kA FMER T % KK TP KSR - BIL % 2
K->Setup 24 ki B S8cme

® KeyGen(m)—(sk,pk, kt) - d #@ % FR{E > * KA L R*Y Fehgdfle o &% Fiyr
GEARE RHen o KeyGen 24 8 % K ha B 4 pko % £k 11X g
71 key token kt -

® TagGen(m, sk, m)—(c,t) * @ #& % H4 {7 > * kF 2 Fklhtag {rtag SEasag -
e ’%fﬁ%l% A %ﬁﬁ”zn’ ‘f"%fﬁﬁsk’ TR R —ﬁm?;}.’- m » TagGen A4 ¥
ZFEMmetago 0 1 E R tago BBt AFEEE Y > BuBt LR ﬁ
PR F R o

\\\Xr

#

PR 705 BowE 2 D GenDK 2 2 VIfyDK o 4 %] 4cif 4o

® GenDK(, sky, ktv)—>dky_yid @& * F 170 % &k A 4 T4 £ chdelegation
key o & % # U (34 4 ) Je 3|4 i%dE 4 V chkey token kty {8 > ﬁa?] IS S '
B e ihf &4k sku o 1 E ARRHE 4 Ve key token kty © GenDK & # >t U
1 %V e delegation key dky_,y °

® VrfyDK(n, dky_.v, pku, pkyv)— {true, false} @ d &G PIRBHR 7 - * K% HF D]
delegation key &_F & & © i 73 #IRE e 3]t * 4 U @ % o delegation key dky_v
i ﬁi%] » gm0 e ) e delegation key dkuoy 0 @ * 4 U B £ 4 pky -
TR Gk dEdE A Ve B 4 4% pky 0 VIfyDK 3 % delegation key dky_y #_7F & £% ©

ShvElr e 7 = Biw 2 GenChal » GenProof » 12 %2 VrfyProof o 4 %) 4cit 4

® GenChal(m, t)—>chal : o @& % F 8 LAFEARET - % kA 2 THRFERED
chalenge - & * ?‘{ B H AR PR A ﬁ%] >SS MR RERBEDOT R RARRE D
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GenChal # # %}k = PDP challenge chal -
) GenProof(n m, o, dky_y, chal)—>pfeha, v * 0 #E3 PIREHF > * K F 4 FHd

£

M B & crresponse o & P PR B TR i * J‘ U #4324 4 V 10 PDP challenge
s ﬂig:] MRS E T BT RERER M ’** k%7 m htag o 0 delegation key dk
v_u# H_delegation key dky_,v > 14 % J< 3| -1 PDP challenge chal » GenProof Z # %

J& €17 PDP response pfeha, vt £_PDP response pfeha v ©

® VrfyProof(m, chal, pfeha, v, t, skv)— {true, false} © o & * & S AP F 67 * S

S8 ik BPR B w @ PDP response £_F & Fx o i ¥ J‘ U i&ﬁ»%ﬂ‘%j‘ Vﬂ{
F P IR B w i@ 7 PDP response pfeha, vz {PDP response Pfchal, vié o ﬂiﬂ
n > PDP challenge chal » PDP response pfena, v« € PDP response pfeha, v ° Fﬂi

| B
Fel

Yok
W Bl

SRS U F K Ui éﬁ@ﬁsku R AR 4V ehd % & 4 sk VifyProof

T PDP response pfchaL vEE I

NPT R T R R RKRE S 2 AoT AT
® Setup :

£ K% 2> %80 qE - B Kbit s B G=<g>fr Gr=<gr>E_order-q sHR
tak iz ¥ & GXGoGr AP b0 S g EE’—_JF'{ PeiE = B RS S8 Hi {0,

1} -G » Hy: G—G » H3: (Zg) =G © i %o %8 1=(q, G, g, G, gr, H1, Ha, Ha) ©
® KeyGen :

Key Generation. U chooses & €p Zg as his private key sky and computes g* as his public
key pky and Ho(g®)® as his key token kty. U’s key tuple is (sky, pky, kty) = (z, g%, Ha(g")*).
U registers pky to the system manager.

® TagGen :

Tag Computation. U has data M = (my,ma, ..., my ), each block k-bit long, and would like
to store them in 8. U chooses data identifier hyq €g G and tag identifier seed Ty €g {0, 1}* for
M. U may have many different data. Thus, he needs to choose a unique data identifier for each
of his data. Each block m; is tagged to a homomorphic verifiable tag o; which is identified by
ha and tag identifier Taq|i. U computes these homomorphic verifiable tags ¥ = (01, 02, . . ., on)

for M as follows:
. [Hl(I'MI|f)]’J&li]Skll Jfor 1 <i<in .

U uploads (M, hpaq, X) to S, and holds (hag, Taq) for identifying and verifying X

® GenDK & VrfyDK :

Delegation. 'V gives his key token kty to U over a secure channel, and obtains haq and Ty
from U. U uses V’s public key pky to verify validity of kty by checking whether é(g, kty) =
é(pky, Ha(pky)). Then, U computes the delegation key

dky sy = 'I"TVI/S]"M

and gives it to S. S uses pky and pky to verify validity of dky_y by checking whether
é(pky., dky—y) = é(pky, Ha(pky)). To revoke V, U commands S to remove dky_,y from its

storage directly.

® GenChal & GenProof & VrfyProof :
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Integrity Check. To check integrity of M, V chooses coefficients C' = (¢1, ca, .. ., cn) ER LY
and gives S the challenge

chal = (C, C', C") = (C, hsy, H3(C)*) , where s €gZ,

After receiving chal, S verifies it by checking whether ¢(C”, H3(C')) = é(hag, C”). If so, S uses
(M, X, dky_y, chal) to generate a proof pfepay = (p,V, V', V", V") and gives it to V as a
response. pfenaly is computed as follows:

n

pﬂmm”(“IIU?-MVQVV.CﬁﬁﬂﬁW.CWZlﬂm%thMVY.¢> , where t € Z,
i=1

After receiving pfehat,y, V uses (sky, hap.Tm. C,s) to verity pfenary by checking whether
- o = e(TTiy Hu(@mlli)y=v, vy

— é(V, H3(C)) =é(hm, V')
~ & (V", g) = é (Halphy), V™)

AP N OTRBETERE S 2 GQETROE 2HEEP > FP AP A
Proof unforgeability - Proof indistinguishability » 12 % Delegatlon key unforgeability -
Proof unforgeability # # ¥ &3 PPR B F it 2 4 & &1 PDP response » f| &% 5 @ PR

- TG RO R -

Theorem 1. If the truncated BDHE problem is (t,€,1)-secure, the above scheme is (t — q ity —
qot2 —qrtT —qKtK —2t7, mofl\ €) proof unforgeable in the random oracle model, where
hash functions Hy and Ha are modeled as random oracles Oy, and Oyw,, (q1.q2.q97.qK) are the
numbers of times that an adversary queries (O, On,. OTag. Opk)-oracles, (ty.to, t7,tx) are the
time used by (On,. On,. OTag, Opk)-oracles to respond an oracle query, t is the time used by
the KEA1 extractor A to extract an exponent, k is the security parameter, and ( is the bit-length
of a tag identifier seed.

Proof indistinguishability i % ¥ A 3fE s = & > &2 & FRHETREG PIRE W
@ 5 PDP response ¥_% &_it & » 7&{%4ﬁ.iz$§m S RZHRBFTHORE
Iri o

Theorem 2. If the truncated decisional BDHE problem is (t,e€,1)-secure, the above scheme
is (t — qit1 — qota — qptp, 2€) proof indistinguishable in the random oracle model, where hash
functions Hy and Ha are modeled as random oracles Oy, and Ow,, (q1.q2.qp) are the numbers
of times that an adversary queries (Oy,, On,. Oproof)-oracles, and (ti.ta,tp) are the time used
by (Ou,, On,. Oproof)-0racles to respond an oracle query.

&

Delegation key unforgeability t % A At #:4# % = = & ;2 % ¢ delegation key % g
e Wi A FIRARIE A L0 4 ﬁ%{%ﬁi#ﬁ: BAEZEREREL S = o

Theorem 3. If the InvCDH problem is (t,€)-secure, the above scheme is (t — qata — qptp —
qcto, eqoe) delegation key unforgeable in the random oracle model, where hash function Ho
is modeled as random oracle Oy,, e is the Euler’s number, (q2,qp.qc) are the numbers of
times that an adversary queries (On,, Opig, Ocor)-oracles, and (ta,tp.tc) are the time used by
(Oh,. Oplg. Ocer)-oracles to respond an oracle query.

® A EE2 Vindows EABNF LA AT

VA EEAYAS E""J /T “ﬁ:w ll'L ﬁg_al :z(‘ 4t s -’é K?S ]T"EL;PT/‘;Z‘ N /Li éb#’f#— ~ 1 |F/;ﬁi ~ ‘@b‘? ﬁ;’_l;;f’ 7‘3;;;
T e T &T%Léﬁr@ﬁwmpi o A E IR ek %%?ﬁ%°
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A3 F P % Windows & & 4258 7 5 447 2 = P HEE R U A H
F\"Miféiﬁk\ﬁ ,{ﬂ;t“oj\i'r,—f?ﬁ% rﬁ"iﬁ@.ﬁrf A?”({%}’J'l“ﬁ”\lﬁ”%
w AR 'ﬁﬁﬁﬁé’ﬁ??éﬁsﬁﬁ€%35r&*@ﬁ%ﬁﬁﬁz@ﬁ
ﬁiﬁé@ﬁjuﬁrévﬁr RATHR A D R A e s AR T A A TN
Ao BEFEAFHRTOTRF L BRSSP 0 F om0 T L Bk o

aé%ﬁi%ﬁ}ﬁvm?u*éﬁ%ﬁéﬁﬁikﬁ%?%ﬁwiﬁivulﬂ”
GRTF AT L KEEATEFLM R EAE L P EFT R ;,\zg%,fui\
LU AFFMRBY CEPPRAF LT EFFRRPFAELAES A1 WEET R
i z’v’vrjﬁai P ATEE Y o

I~
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O kaugkd

AAHFT S 1 B = BAEL (- I AR A (C)EES AR (2)
AHFREIET e AR AR ARY o RS P AT RS Bk i A
$}ho A IBELET A GESOE LW o & %3P - B PushTask 2 & 5% & >
P APl 7 iz *g,ﬁ,%ﬁ%l rA R RIR (T A AT 0 X TR K iR g o b PushTask & 3¢
BEAAZ A S 73w (UID)» fa#pt UID 2z~ Redis ¥ » ¥ #4h% PN % 5 »
Cassandra ® » #th % i » 34 e sid o 1% 00 APLZ R SR G0 A e &
B s g R R e A R N o BRETE R G 0 d TR SRR S
EoP G e FAEOTHET RN AST S o LS ERERER G BE
G GHEIFEME O ENE R APERET S BIRG T AR 5L Cassandra
frRedis > £ 2 oAz K TAH R P L FORRNFE > PE LT AT LR
& g i 4 oCassandra # - B AR T ALE A AL AT S ¢ F KRG AL T
SHER FME LTk o Redis - EPEFRE Lo AT S P iFs|
(Queue) szt k5 A M {7 erff R eh1 (TR W| LM - AT BF S L v ,’fﬁ“%’“?
MHE S BT RS o RPREEE S BAITE ST UBE{ gk o TP
APZREH-ZAVEFEF ARFEEBI RS E EERT naﬁia?l/\ ﬁl:".
a5 B ¥ FIER A L o

User Upload Crawler Disk WA 28

Cassandra Redis BT 24

taskID
Query & E
report

Analyzer Analyzer e EETRE

Bl =+t A EH2 Vindows ER AR 752 A~ 1125T &k SLE R
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O 21iemsz
AR RRAET A FW@ oy LF'&@*?‘m?lE{aﬁ'vq Tk e T
1d fERRF LRI REGF L F ﬁA*gja TN Y s A A
m oL (ER ] e mﬁ%% i/)%tEl FF oz Ei @ A g Bfr Crawler
2-é%ﬁiﬁﬁiﬁﬁﬁﬁaﬁm@mé%aa%»ﬁmaa Froias s
¢ e Redis £51 fFaku]s - £ 3 % Cassandra £B4h% KB (7 A 47 » 2 (88385 o

(= (S

ST AL 4R ¢ Redis &
AT 5 5 A7 45 5 B T A 238 5]
/1
< =
LA l’f‘E{ﬁ‘i?d 5]
a8 /]
K 4 Cassandra ETEHAE
*L“-"’&il’f‘ﬁfh%d g L,
(TaskID) NS
T A 5
o
S Z < Z
#% % 17 A Cassandra oA ’?3 RAF
TAE A F A Redis Cassandra
BlZ&=+- AN EHE2 Windows ELAZN 75 21723 51 (F7/n4z
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T Mg SN e 0 TV R ERAR R T A NA PR AR o

secmap. rb Fabs A 2R E AN AT S

startnutch. sh Bl et B3 e

NutchSlave. rb BERPETNTIAFT L

AnalyzerInvoker. rb ISR = S T2

common. rb B R Bck Tfr A 4 1 TRk
7 (TaskID)

invokeAnalysis. rb Fabs 4T B o 2 (8 EBA AP AR S

EEAY

~

putToRedis. rb Analysis input =~ & #-B~{8 4 % 0

TaskID # » Redis - ¥ &332 F
G E kRS A A o

putToCassandra. rb Analysis input = i #-4§ & 3~

Cassandra °

getTaskID. rb invokeAnalysis. rb B~ % &3
Redis p e3TaskID

getFileContent. rb invokeAnalysis. rb * TaskID %
Cassandra P~ B4 B cdh &k

saveReportToCassandra.rb 4 7 B#-4 47% % 5 » Cassandra-

getReportFromCassandra. rb  #-447 B A {72 enls & B0 o

Bzt~ m#EABI £

Usage:
— ./secmap [start|stop] [cassandra | dispatcher | nutch | ANALYZER NAME ]
EX:
— ./secmap start cassandra mba-taint-1 clamav
$starttable = |
“cassandra”=> \ secmap ( cmd , roles|[] ){
“./cassandra/bin/cassandra”, if( cmd == “start”)

“dispatcher” => \

* Jdispatcher.rb” foreach role in roles

“nutch” =s \ “$starttablefrole ]’

“./startnutch.sh” } else if( cmd == “stop”)
foreach role in roles

$stoptable = { “$stoptablefrole ]’

“cassandra”=> \

1
"kill -9 “cat cassandra.pid™”, else

do_error_msg()

“dispatcher” => \
“kill -9 “dispatcher.pid™”. }
“nutch” => \

“kill -9 “nutch.pid” )

Bl % = -4 :secmap.rb 2 45
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VP TR T ohdg £ ARl A = o o ARy R Bdp 4 e K- BRI
TSR TS ApORR ST o Jsecmap AL A G B A2 B RS
L 4z

Aim ¥ 0P Fds ~ i TR Bk LA & i (role) ¢ 1.)cassandra 0 &k At

¢ kR < B TR e SN TR« 2)dispatcher o iR 1 T 4 iR s
3)nutch » 5 & ks ko B TRl eha 2 2 4) & 4 analyzer %‘g“ RO SRR b S S

< LL

% o starttable f- stoptable £_= i Hash %a‘:i:%ﬁ PR R D LT - F P E
fim 4% starttable #-fxds k seid s 3 fep B 2 agir T 5ol TRk 0 LA
stoptable #-i% ik k 5LfE 5 2 Hepi B 2 b (TEE G o T ARATE-E Sl F AR R
$ 1% o 51 * starttable {- stoptable » ¥ 1/ Ip FFEzd 5 B 2 I e % o 4 /secmap start
cassandra redis » i ¥ 14— =t #- cassandra f- redis i& {7 4= &k o
FP e
[ 'S ‘I
cmd © & TR ST e0ds IF > & G ostart fe stop B fEdp 4 e
roles[] #{7dp 4 chp e~ 5L 7] > %5 cassandra ~ nutch ~ dispatcher -
analyzer(J1 & 4% &)
B N4 4 & start” & & stop e
B ¥trolesis ey B~ o PRIE AR {7 dn £ (stop & start) » A X7 H
¥+ s (starttable & stoptable)shdp 4 -
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startNutch (void) {
nutch_inject_seeds(); startnutch.sh
#bin/nutch inject $dir/crawldb seed
whlle(1){

nutch generate URLS()
#bin h generate $dir / $dir/segments/ -top 100000 -numFetchers 100;
nutch get download fllename()

#o= a fs 5 ir/segqments -d " " -f 19 tail -n 1

Inutch fetch flle;() ] i
7 = S -threads u!o\-’ Nutch slaves call NutchSlave.rb
nutch update URLS()

#I atedl | db $s

B % = L : startNUTCH. sh 2 /& # 45

startnutch.sh § § t i & BL3#- nutch crawler fxc: i i i map-reduce = 4] #-fe B~ F
1 Fpd it Al 2SS cd 3t nutch R AR e e 237 52000 k47
FEROIAS 4ot QTR EHFRET > FRL AP RAI* nutch & i AP T R
PenF iy o vk B onutch R g > B4 E X WHF R BE o
DRSS BRI
(1) &4 %
Seed: 2 -2 5 5 BaRuiEd » A& GImIRBadzdn®e | (seed) o
(2) nutch_inject_seed
nutch_inject_seed § # ﬂi”-é%—ifb'ﬁﬁﬁ » B~ TR (crawldb) » ™ i nutch 2
fod PR BFdoRBR] o

(3) nutch_generate_URLs ~ nutch_get_download_filename
e d FRBFHEY FERwEF EREE T AR kR R ALIE
100,000 ‘=37 ';T‘}' v A4 - @ RPHE (fetch list) o #2248 LA
# % nutch_fetch_files %5 5 » -

(4) nutch_fetch_files
FRPp I~ F nfF B3R H 5 % mapreduce #4h %k A e T & & slave t & i B
B2 1% o @ B %] slave &diP~3 7 3 FH1S 0 I € 34 17 NutchSlave. rb #-4% % & 75
FFALRS o

(5) nutch_update_URLs
#-% nutch_fetch_files 45 &1 k enfrad 4o » FRBFHE > & { #7572 RIRF

m’?" E0
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class NutchSlaveCrawler{ NutchSlaveCrawler.java

}

public NutchSlaveCrawler(String filename){
Runtime rt = Runtime.getRuntime();
Process proc = rt.exec(“NutchSlave.rb "+ filename);

}
NutchSlave ( fiename ){
uid = generateSecmapUID( filename ); NutchsSlave.rb
commandsTable = loadCommandsTable():
result = ~ $commandsTable| ‘putToCassandra’] UID:${filename}"

if( result )

error_handle () ;
result = "~ $commandsTable[ ‘putToRedis’ ] UID:${uid} priority:2°
if( result )

error_handle();

Bl w -+ - :NUTCH z & 445 # i¢ 2 2 NUTCHSLAVE. rb

BV A & ZRE T nutch £ > A & BE(nutch master)if ¢ p & #-97F 3 {701 T4 fe
3R & BE(slave) e Tl Becids 17 o AU e B nutch chAR NS 0 A i BOR Bk A AL i

4v » 7 NutchSlaveCrawler() » ¢t &0 #icf] * JAVA 3 &7 Runtime % Process & ;% E 3 34 {7
NutchSlave.rb » i #-fe Be ™ Jeenie T 4# & 5 H %8k o NutchSlaverb § # 4% + @ 3 2

PR
T d&-,@;ﬁ;ﬂq :
S¥c A
O filename : Nutch #7#fB~T ki % £ 4L

O 4 Le#+ generateSecmapUID » 3+ & 214 % <0 MD5 12 2 SHAL & > £ 40+ #h % & &
Lol i A Her— Bu(UID)w @ o

O #¥41* loadCommandsTable()P~% & i v\ B eiz § o
O %8 commandsTable » NutchSlave. rb £ 2% 7 putToCassandra #-4§ % p % 2 14

15(')\'("75(} :\.;:E»’Fiﬂx ‘},}E‘F\
O & is41* putToRedis #-4 % erwi - éé.*“‘%'lﬁe?] rEFTRAENLIFFEINEELAFE
FedR o
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putToRedis ( ARGV[]){ putToRedis.rb
( priority, taskUID ) = (ARGV[0], ARGVI[1] ) ;
redis = Redis.new( :host => REDIS_ADDR, :port => REDIS_PORT );
ANALYZERS.each do |analyzerType|
redis.rpush ( (analyzerType+":"+priority) , taskUID );

end L

Connect to Redis Redis queue name Input value

Bl % 2z + = : putToRedis. rb 2 & ¥4

#4253 putToRedis.rb £+ 2+ #-taskUID {345 3 - i 1 & (priority) 7 » Redis
Queue # - ¥ ¢h o & K ELE T e {7 E40A 4 - 2 Redis Queue(£-¥f % I & priority)
EX: 3 AHZE AfAHE B aBAHE ket 3ABELAE > FP - £4 6 B Redis
Queue -

TRl A L RGRP
(=) %8 5

priority: ®*&EE FHNELAE > b S £ Redis Queue & - A o

taskUID: o #474p S “r2 2 ID- @ & 2 = 2 QI #Ap 55 1 % 10 MD5 4 2 SHAL > &

A ’ﬁ#ﬁ@ﬁx?éﬁﬁj Wikl m o
(=) w7 Redis server » # ® % #i REDIS_ADDR 4 REDIS_PORT 4 u] i % [P 1%

port » EX:1.2.3.4 4= 10001 -

#-3¢ taskUID i% i redis. rpush *c » 7§ 47 Bap gL A hQueue ® > 1+ i ehAB
AT BB RAR G 3PF 0 Bl § % taskUID 2z » A3 1 2 B3 e Queue P -
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putToCassandra ( ARGV [ ]){

conf = parseToHashTable( ARGV[] ); putToCassandra.rb

client = Cassandra.new( $KEYSPACE,
CassandraHosts.pickAtRandom ()4 : "+ CASSANDRAPORT) ;

fileContent = new file( conf[‘filename’] ).read; value

id = generateSecmapUID( conf[‘filename’] ); /F

client.insert (:SUMMARY, id , {“content” => fileContent);

client.insert (:SUMMARY, id , {“filename” => conf[‘filename’]);

client.insert (:SUMMARY, id , {“source” => conf[‘source’]);

client.insert (:SUMMARY, id , {“fetchTime” => conf[‘fetchTime’]):;

. ke
super column (column family) y Column name

Bl %z -+ = ! putToCassandra. RB z_ & #% 4%

Bt A2 3¢ putToCassandra.rb chie* F P~ ik L4l ~ B F pd F ~ Ak ek iR
EREMF R FTHRER -
LT g B R 0 et BT

(=)

(=)

p 4> 1% 1§ parseToHashTable £ & ARGV[ ] p B~dighkenfi A T4 5 Ak &4~
KRB (T R o
£k om@mIFHE H P Cassandralosts. pickAtRandom() &_#* ki 3|3 o h
HE - w @m@_{f{— FHEDIPE G ped 5T RE RSB AT]E- S8
FGUE TR R .
B FRE TR .
Pt s 738 generateSecmapUID(O) A 2 Ap 4t ID > @ & 4 & & B B4
Zp F wMD5 2 2 SHAL » & H# 5“‘5#?@&@#@_* Wikl FE e
%38 client. insert &34 2 c4p B4 = (super column:SUMMARY 4=
column name:content---etc)# » 4p ¥ =g (value) °

Analyzerlnvoker ( analyzerName ){

commandsTable = loadCommandsTable():
while (1) {
taskID="$commandsTable[ ‘getTaskID’] analyzerName:$analyzerName’
I1f( taskID ) error_handlie();
result = "~ $commandsTable[ ‘getFileContent’] \
taskID:${taskID} outfile:a.exe’

I1f( result ) error handle();,

analyzerConf = readAnalyzerConfig( analyzerName );

result = “${analyzerConf[ *COMMAND’ ]} a.exe’

if( result ) error _handie();,

result = "~ $commandsTable[ ‘saveReportToCassandra’] \
log:${analyzerConf[ ‘LOG" ]}"

if( result ) error _handie();,

B4z L2 : AnalyzerInvoker z & 45

87



Analyzerinvoker f F #-4 47 BiF f7Ax k> p AL AR ERHET LR ETFA4T R L #
BEGHW® Ao AT E R B Y 04 TP (40 ¢ ~analysis) - & F Z 5 config 4§ % K T
Fabe AT B3 N E R T OE o T UEF SR K o T R B RGE
(=) %%

analyzerName @ *T& # {7 cha 47 % L4

AnalyzerInvoker ¢ +#4 {7 loadCommandsTable B~ & i API i % -

(=) #i7 readAnalyzerConfig » #* S ¥k +74 7 B config K 0 4 A T BH T N 2

L mE o 4417 getTaskID APT » ¢+ APT ¢ i@ 3 redis 1 fFiz5] > Boid4g T 47 &

A & A7k x UID -

(Z) BB ZUID> 27+ 2% getFileContent /€ _cassandra B~iF 5% N 3§ » ¥ &%

o ST
(z ) 1354 47 config B~¥ 44 7 3 3% » AnalyzerInvoker ¥ ™ 4| * invokeAnalysis API

BT ERFAR TREFLTHE LT B RG S8
() B 1 e¥ ¢ saveReportToCassandra #-4 4738 4 &% 5 = Cassandra F#L & o

command = getCommand()
filename = getFilename()
analyzerPid = fork{
Signal.trap("SIGXCPU") do
timeout()
end
Process.setrlimit( Process::RLIMIT CPU , CLEAN UP TIME, FORCE QUIT TIME )
“#{command}

}

Process.wait(analyzerPid)

Bl %4 = - 7 ! invokeAnalysis. rb 2. & #45

invokeAnalysis.rb § 5 Jcfcds & 45 B4 5 chfp £ 112 FA e % LTS Sl ©
fork i — L ATénfF Az 3 feds o 47 B LA AT R
YA R R R
(=) $&Ah %
command : $4 {7 A 45 B0 & 7 g £
filename : “i& 4 47 ivih % & 4f
(=) invokeAnalysis.rb 34 {7 getCommand() - getFilename() /& $-%c7| B~ 17 & 47 B (745
LR FRIAEE LA
(Z)#F» forkOda £ plig & - 2 3TeniEaaf [ A4 -
(2) 3 T#LAPEETE A FACFEHATENFTRE £ it B d1a
|

17 By (7 o FR AP * setrlimit()x T CPU time 241 -
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() 5 R ARG TF g p w4 SIGXCPU 31 %i?" “—L—Jf@;z 742 > SIGXCPU #_%§
- BERATRARY EAQE FARFEF 0P R wZ FARDEL o A
Singnal. trap()< #~B~ SIGXCPU 2 5L » ¥ 34 7 timeout() . &4 +7 Bi& (7 e jm o

(=) # 7 command #-4 7 BiF (742 &k o

getTaskID (arcvi] ) getTaskID.rb
conf = parseToHashTable( ARGV[] ):
redis = new Redis (:host => REDIS SERVER, :port => REDIS PORTY);
for i € 0 to LOWEST_PRIORITY {
if( taskiD = redls,lpop(coan‘analyzerName’]+i.to_s) = NULL )
break;
}
if( taskID == NULL ) printf_exit(™all task done!”);
return taskID;
}

Bl %2 L+ = ! getTaskID. rb 2 & #75

4255 getTaskID.rb €% Redis ® B~d1— % TasklD - # ¥ > Redis % - Queue &%
e At AH R FIRL R (priority) s0# i@ TaskID R E - e # sk f g FALE o
key » key e 4 ;2 ;2 ** putToCassandra.rb e P ©
VLT R R R
(- )% % » %8 parseToHashTable % ARGV[] P B~ A 45 % £ 4f(analyzerName)

(=) s3] Redis server » # # % # REDIS_ADDR f= REDIS_PORT 4 %] % [P 1z
port > EX:1.2.3.4 4= 10001 -
(=) & For & BIp 385 redis. Ipop() & b P~ Redis ¥ eh- L3 HIBLE 3

B BRI YR B o
(2 ) ki % > » @ taskID & 3% 7 Redis P © & taskID ¥ g1 v & -
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ENV['ANALYZER_HOME'] = "/home/dsns/analyzers"

ENV['SECMAP_HOME']  ="/home/dsns/secmap-run"

REDIS_ADDR ="192.168.100.109"

KEYSPACE ="SECMAP"

CASSANDRA =["192.168.100.111","192.168.100.112","192.168.100.113"]

CLEAN_UP_TIME =420 # 7 mins for clean up time
FORCE_QUIT_TIME =600 # 10 mins force kill analyzer

def loadCommandTable()
rbList = "Is #{LIB_HOME} | grep .rb "
rblist.each do | command |
Scommands[command[0..-5]] = "#{LIB_HOME}/#{command][0..-2]}"
end
end

def generateSecmapUID{ filename )
content = File.new( filename ).read
id = MD5.hexdigest{content)
id << Digest::SHAL.hexdigest(content)
id << File.size?{filename).to_s
return id

end

Bl# w2 -+ - :common.rb 2 p %

common.rb B i Sk * A A SV R o P AR B AR5 8L JF A
common.rb o i & A & = BEIRA L F - A F AT > TE L ANERE Sk SR
TLharBagr - 4pk o FRRBEERERE PR %,3%. ;fpﬁg q ¢ A 45 B
oo %2 30 EEM AR T KT l_tf,,‘s.?fu-’f—ﬁ?*ﬁvﬂ it 2
FF - 3% o b4 cassandra & Bh Ak B
Az g6 cnaC P > 2 x{-g;_“’_
4 & Buzhn) g8 g0 generateSecmapUID

SN \mﬁﬂ
-

D

o

)

"{H

_rF

%’Q

K2

N \TEIF
t

I

T4

X

87

“

E/

F*

N

getFileContent ( 2RGV[ ] ){

client = Cassandra.new( KEYSPACE, getFileContent.rb

CassandraHosts.pickAtRandom()+’: "+ CASSANDRAPORT) ;
vaule = cllent.get( : SUMMARY ., J$conf[‘taskID’]);
analyzerPath = ANALYZER HOME+"”/”"+$conf[ ‘analyzerName’ ]

file = File.new(${analyzerPath}+"”/"+8conf[ ‘outfile’ ], ' w');
file.write(value[ ‘content’]);

Bl % = + ~ ! getFileContent. rb 2. /& #i45
p ﬁi" getFileContent.rb . R 3| F AL & =4 > ¥ 34 3F taskID K P~F 4 % - (8 #¥Agh &

Fr L‘#F] & o
"E ﬁé—ﬁi B et
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GO ERE T E“‘ﬁ‘iii » 2 ¢ Cassandralosts. pickAtRandom()&_* #%if 3| 7 fo e gL
Boow @ iE- FREDIP L Pl m i85 A FE - 5 A

"””E\’}"E F oo

%6 client. get() 38 12 2 taskID A FHEE ¥ B~@ApH Bt % o

K ETATBepe s o 4 ANALYZER HOME fr analyzerName (= > 2 {5 &5 4 & g 4t

4‘?‘“’&* &)‘_3,/{3_—: o

(=) X TR O FE > o analyzerPath froutfile 2= -

(I) #ApR B » (2 )apje o

e

getReportFromCassandra( ARGV[]) { getReportFromCassandra.rb
( taskUID, ANALYZER_TYPE) = ( ARGV[0], ARGV[1] );
lient = Cassandra.new( ,
+1'+ );

report = client.get(:"#{ANALYZER_TYPE}", taskUID, "OVERALL");
return report;

key

} Connectto DB

Bl %2 + 4 ! getReportFromCassandra. rb 2 & #t 75

# 4% ;¢ getReportFromCassandra.rb {%ﬁ* d taskUID f= ANALYZER_TYPE & j& 3 42
A (S Tl ae S
PR S Bl =i
(=) %8 &
taskUID: & A +74hx A2 0D A2 3 2 P 4% pn i MD5 12 2 SHAL » & #-5
FARRBRGL R R LA
ANALYZER TYPE: ~ 45 Berfdisg 4L > Rdpt Sk B B3R 4L o
(z)u@smz: FHRE > H 7 Cassandralosts. pickAtRandom() E_* ki 3|7  cnFALE > w
BrEILE- FHEED P POd 0 mEaEI L 3E - SN ST
B b oo
(=) #iB client. getO£ 4r + taskUID 2% ANALYZER TYPE % B~i®4p$tfpcnsp £ o
() wi#B3FpL cniE % o

91



saveToCassandra ( ARGV[ 1) { saveToCassandra.rb
( LOG, taskUID , ANALYZER_TYPE ) = ( ARGV[0], ARGVI[1], ARGV[2] );
report = “cat #{LOG}" ; Read log from file
client = Cassandra.new( ,
+'s )
client.insert (:"#{ANALYZER_TYPE}", taskUID, {"OVERALL"=>report}) ;

Connectto DB Super column key column

Bl % 7 + : saveToCassandra. rb 2 j %t/

p 42 5% saveToCassandra. rb - Log( 4~ 4738 6 crdf & )3 FTALE P o

PRSI Sua

(=) S8 5

LOG: & 5 » e ]log ehpejs -

taskUID: d ~ 474 %x A 2 D> A2 2 2 Pl E 845 5 (v MDb 2 2 SHAL » & -5
HARR B L R R A e

ANALYZER TYPE: 4 % B efisfl £ 4 » bt S Hck T W48 2 ks o

A HPREEFAEEE 0 B3F linux P 245 4 cat kFEdRE o

@I FARE > H ¢ Cassandralosts. pickAtRandom(O) &_* ki 3|7  enFALE > ®
BehE L E- FORESIP 2 PRS0 IRER G L FE - L ARG TR
B oo

R 3~ TAHLE P o 4§ clientinsert() k 4 7 AL R chdp R AF - (super
column:ANALYZER_TYPE 4= column name:OVERALL)#% » #p ¥F 278 (value)report @
taskUID B &_key o

[
—

I
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O %a 4 ¥

EORRA ARGRIR AT AR APXRF T -2 HE TR - ,?IJFf:s Lok S A
PRl TREREFASRE > FPHEBA T BRI e AT HRY 0 LAY hA TR
* ClamAV - ClamAV i - E B R4pfB i 3 et > * KR E R 38 > 4 k0
E{EDIRE o F TR SRS ¥ InteI(R) Core(TM) i7 CPU #fe 16G ez fhdf -
B R &Y A RS BHERFT- 2 ClamAV 2 z & ClamAV » x & H jhii 7
ClamAV Aptt g o F 2~ 170 & 5 R ura%ﬁ»t»i;:& S E ,@ﬁ;%ﬁﬁ 9 22000 LR P
windows =¥ it #4174 (exe)feds L i B SN E S A (dll) o

deBlE T L - o PR EAME BPHF ClamAV 2414 0 £ 7 992 A\é—‘iﬁ@“’ =
22,000 BAE % o 2 H I {7 ClamAV 4prt > A k5 h EHPE- e CIamAV 2= SRS
£ 1,110 A 4842 % 22,000 B 4% 0 BERcF Y ;; H 4 7 ClamAV £10.89 & - 1 1%
AR E R ﬁ;fé%“'ﬁﬂfﬁ‘*%hlo%»i’%,? CHE I 7’\,,‘ A fr @ ClamAV pF
RZ282 A4 1]V ARJIE R > 3% 22,000 ll%*éj% s 5 H p3 7 ClamAV 3.5
B B aHE- 2 ClamAV 139 B> ps BT A AHF E 4 B > 7 UEP kR
AR A ~ B RGO f R A FH0L R .

TR SRS 50 AT B HNE OB R BT R Y L ey T2 €

Fl & PR A R BB S @ R > IR NA D > RUEP AT G 4 F
VLGP ks §MEFE AT R en L 2 o L AR R T et e

s N
{EE

BEiEEfTClamAV
Z R fEL—4HClamAY
2 & EL PUZHClamAY

wis

Bl&7+- 550~ ~8r17BHE > B -
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4 Applications Places System
200 Mo
File Edit View History Bookmarks Tools Help

a>

mba/public_htmlfindex.htm

index.htri

/

Report for logs/ntdelect.com.log

Registry Diff Scanning
BOTH:+ > HKEY_LOCAL_MACHINE/SOFTWARE /Microsoft/Windows/CurrentVersion/Explorer/Advanced/Folder/Hidden
/SHOWALL/CheckedValue 01000000[4]
OUT :+ >07¢508
OUT :+ > HKEY_CURRENT_USER/SOFTWARE/Microsoft/Windows/CurrentVersion/Run/kava C:\WINDOWS\system32
\kavo.exe
//$Bitmap
/Documents and Settings/dsns/Cookies/index.dat
/Documents and Settings/dsns/Local Settings/History/History.IE5/index.dat
/Documents and Settings/dsns/Local Settings/Temporary Internet Files/Content.IE5/index.dat
/Documents and Settings/dsns/Local Settings/Temp/wdagnb7.dll
/Documents and Settings/dsns/NTUSER.DAT
/Documents and Settings/dsns/NTUSER.DAT.LOG
//$LogFile
JISMFT
JISMFT:N/A
* [F-ORPHAN FILE-/lang-1048.dll
* FORPHAN FILE-/lang-1110.dll
J/WINDOWS/SoftwareDistribution/DataStore/DataStore.edb
JWINDOWS/SoftwareDistribution/DataStore/Logs/edb.log
/WINDOWS/SoftwareDistribution/DataStore/Logs/tmp.edb
/WINDOWS/system32/config/AppEvent. Evt
/WINDOWS/system32/config/software
/WINDOWS/system32/config/software.LOG
JWINDOWS/system32/config/SysEvent.Evt
/WINDOWS/system32/config/system
JWINDOWS/system32/config/system.LOG
/WINDOWS/system32/kavo0.dll
/WINDOWS/system32/kavo.exe
/WINDOWS/WindowsUpdate.log

Driver Diff Scanning
wincab.sys 0x00fbed3000 0x006000 \??\C:\WINDOWS\system32\wincab.sys

NutchilEVA B

5 4) @ MonNov29, 4:35PM @ mba ()

cript Content -

sleep 30
Init

gemucmd dump_mem /mnt/ramdisk/memdump0

=r0 in exec winReg.exe -R HKEY
=r0_in exec winReg.exe -R HKEY.
=r0_in exec winReg.exe -R HKEY
\RunOnce

=r0_in exec winReg.exe -R HKEY
\RunOnceEx

=r0_in exec winReg.exe -R HKEY
\RunServices

=r0_in exec winReg.exe -R HKEY
\RunServicesEx

=r0_in exec winReg.exe -R HKEY
\Explorer

=r0_in exec winReg.exe -R HKEY
=r0_in exec winReg.exe -R HKEY
\Explorer

=r0_in exec winReg.exe -R HKEY
=r0_in exec winReg.exe -R HKEY
=r0_in exec winReg.exe -R HKEY.
=r0_in exec winReg.exe -R HKEY
\RunServicesEx

=r0_in exec winReg.exe -R HKEY
\RunServicesOnce

=r0_in exec winReg.exe -R HKEY
=r0_in exec winReg.exe -R HKEY
=r0_in exec winReg.exe -R HKEY
=r0_in exec winReg.exe -R HKEY
=r0_in exec winReg.exe -R HKEY
0_in exec winReg.exe -R HKEY
0_in exec winReg.exe -R HKEY

0_in exec winReg.exe -R HKEY
Onca

| Malware Behavior Anal

©) Mozilla Firefox

( LO

0_in exec winReg.exe -R HKEY

LOCAL MACHINE\SYSTEM\ControlSet001\Services

_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion\Run

LOCAL MACHINE\SOFTWARE\MicrosoftiWindows\CurrentVersion

LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion

L_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion

LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion

/_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion

LOCAL MACHINE\SOFTWARE\Microsoft\Internet Explorer
USERS\.DEFAULT\Software\Microsoft\Windows\CurrentVersion

USERS\.DEFAULT\Software\Microsoft\Internet Explorer

CURRENT USER\Software\MicrosoftiWindows\CurrentVersion\Run
CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
CURRENT_USER\Software\Microsoft\Windows\CurrentVersion

CURRENT_USER\Software\MicrosofttWindows\CurrentVersion

CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Explorer

_CURRENT _USER\Software\Microsoft\Internet Explorer

USERS\SOFTWAREMicrosoft\Windows\CurrentVersion\Run
USERS\SOFTWAREMicrosoft\Windows\CurrentVersion\RunOnce
USERS\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices
USERS\SOFTWAREMicrosof\Windows\CurrentVersion\RunEx
USERS\SOFTWAREMicrosoft\Windows\CurrentVersion\RunOnceEx
SERS\SOFTWARE\MicrosoftWindows\CurrentVersion\RunServicesEx
USERS\SOFTWAREMicrosoft\Windows\CurrentVersion

73R 2

® >t Xen Hypervisor 2 Fp+ 2 =57k » & plgr & #1(ICP)

%,
&

g SR RR S r R

EE ~ K #IJ IF ﬁ‘; 1

21 % ClamAV # & i& Xen Hypervisor © >

BELw BIs 1Lk serelz g 20BN F P 2@ B 2378 4% 3. Online
R AR B R BLP ~ fR27 2 $19 3 4.ClamAV TR R kst e ¥ b & Domain 0
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Guest » 2 # @ i~ & Monitor & Control Center k3L 3% S F RIS B 2 R BB FHla
NERWRIEE I IT e T A E NG hREE PN T
O ke Jg#
Bk SR e iR A o PR O e SV R R AR g4 4 (privileged instruction) % i T
R sk o rfEdp £ Adp x86 T - & F & froot mode A At SgARRY 7 ehdp £ 0 T
iR dn 4 g MRS ER LI AAKA MO 0 B T2 5 48 Hypervisor fi
B ARl PAAYE B4R 0 blde cpuid ﬁ&{#ﬁé#g £ eh- fé(cpuid € ¥ & cpu
e4p B AL RE ALHE S 0K) o

Dom ( Guest Dom U Guest Intercept system call
1) dom0 uses hypercall to get cr3 and MSR value of guest 0

Monitor and @ System call 2) VMM uses cr3 and MSRvalqetocalculatethe address of
control center @ systemclallhandlerl bylooklmgup ElPT" .

CR3 | | MSR 3) UMM writes the privileged instruction “cpuid:0fa2” into
@ the address of system call handler
@ @ 4) Asystem call causes Dom U guest to execute its system call
handler
Hypercal vmexit handler VMM 5) But Dom U actually executes the privileged instruction we
\ inserted in the memary
@ BPT 6) It causes VMExit and is catched by the vmexit handler

7) VMM recognizes the system call and inform the Monitor

@ _‘ and control center in Dom 0

CPU /hardware  Memory block 0f a2

UEEEEIRE R S A

ENTRY(system_call)
CFI_STARTPROC simple
CFl_SIGNAL_FRAME
CFI_DEF_CFA rsp,KERNEL_STACK_OFFSET
CFl_REGISTER rip,rcx
/*CFI_REGISTER rflags,ri1*/
nop <- ZE AW (i bytefV 22450 R MARZE[E]
nop
SWAPGS_UNSAFE_STACK

Bl# 7 -+ ~ ! linux/arch/x86/kernel/entry_64. S
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int insert_cpuid(struct domain *d, unsigned long gva)

{
void *map_entry;
if( (map_entry = map_specific_gva(d, gva)) == NULL)

return -1;

map_entry += (gva & Oxfff);
atomic_set(&(d->arch.hvm_domain.is_monitored), 1);
*(char*)map_entry = OxOf; <HEARFEE S
*(char*)(map_entry+1) = 0xa2; <fi AFFHETES
unmap_domain_page(map_entry);
return O;

}

Bl# I -4 :xen/arch/x86/mm/p2m. c

B AAT AVMM ? implement - & &7 hypercall> & 7 Dom 0 it 43 i% i hypercall
A m kg4 Hypervisors 4% 3 2 i 1 * hypercall 2~ 44 & i?]# (Guest VM) CR3(control
register 3)1 2 MSR_LSTAR( 7 i Strf v g 3¢ e pb ) eig () 2 2) » 3¢ * EPT
K& er R OF MR R o B (8 Mg 4, £ (cpuid)=h opcode(0fa2) & B 3% ze
RMEEY 3 FERDE T i g AT W eREY S s REH AL L
BEE e o ATl AR Y 7 - B 339 1 de %k Guest VM %{;‘ e8_Linux
kernel » B2\ i & 37.5% 3% Guest VM = kernel » i ¥ Guest VM kernel p Ad2 i Sured vd e
i385 0 A B byte chz B 5 4o% Guest VM Z % ch& Windows kernel » ]2 i & Guest
VM = kernel memory space ¥ & 45 % i byte ch3 B - ok il » FHfEd £ oo I’l’%%ﬁ‘f*

ERFTILF 3 et 7o

asmlinkage void vmx_vmexit_handler(struct cpu_user_regs *regs)
{
unsigned int exit_reason, idtv_info, intr_info= 0, vector = 0;
unsigned long exit_qualification, inst_len=0;

struct vcpu *v = current;

......

switch ( exit_reason)
{
case EXIT_REASON_EXCEPTION_NMI:
case EXIT_REASON_CPUID:
inst_len=__ get_instruction_length(); /* Safe: CPUID */
__update_guest_eip(inst_len);
vmx_do_cpuid(regs);
break;

Bl 4 = -+ : xen/arch/x86/hvm/vmx/vmx. ¢
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File Edit View Search Terminal Tabs Help
| sense@dragon:/home/sense/Downloads/xen_irs/xen_irs/Xen_IRS_API x s

BEUFFER PA:13a44598

@4 83 3Ff @@ 3f €0 5c 89 43 @0 33 @9 5C 90 55 60 73 90 65 00 72 96 T3 0@ 5C 08 73
08 49 80 44 B0 45 B8 37 90 36 @6 Je 00 T4 00 6d B0 TO a0

-

PﬁTH:??ht:*Usersz5ense§AEEData§anal;TemE}=PIDE?E.tmE I
get shm:@x

gpal&oa) :0x3624bbb8 ¢r3:0x17499000 rdx:0000000080100080
Object-=Name vaddr: 8x781fbag

Object Name paddr : @x3624bbag

Buffer Length:124

BUFFER VA:5T440B0

BUFFER PA:33ac308e

el 82 3f @8 3f 68 S5c @0 43 80 3a 6P 5C 80 55 00 73 00 6
98 75 98 72 00 65 00 73 90 5c 00 43 00 68 00 72 @0 79 @

1 [

PATH: ' 773 \Users\Public\Pictures\Sample Pictures\Chrysanthemum.jpg |

L=
=

gpaiboa) :8x3624b788 cri:8x17499080 rdx:0080000080108080

Object-=Name vaddr: 8x7B1f778

Object Name paddr : Ox3624b770

Buffer Length:98

BUFFER VA:5f440B0

BUFFER PA:35a3c3080

el 82 3f @@ 3f @0 Sc 60 43 60 3a 69 5c 60 55 00 T3 90 65 00 72 06 73 @8 Sc @8 73

B0 49 80 44 90 45 90 38 96 36 00 Ze 00 T4 00 6d 60 7O 89
igni

Lk funcriog

PATH: ' ¥\ C:\Usersh sense\AppDatatLocal\Tenp\ ~PIDESS . tap I
T B

gpalfoa) :0x3624b858 cr3:0x17499000 rdx:00000000cA110030

Object-=Mame vaddr: 0x781f840

Object Nase paddr : 8x3624b840

Buffer Length:98

BUFFER VA:Sf44080

BUFFER PA:35ac3888

el 82 3f @8 3f 00 5c @9 43 00 32 88 5c 00 55 00 73 @0 65 00 72 80 73 0@ 5c @0 73

60 49 80 44 80 45 00 38 00 36 00 Ze 00 T4 00 6d 00 TO 00

[

PATH: ' ?7\C:\Users\sense\AppDataiLocal\Temp\ ~PIDESS . tmp I

gpalfoa) :0xdled9ls cr3:0x17499000 rdx:0000000880100880

Object-=Name vaddr: 8x2d3doe

Object Name paddr : 8xdleS968

Buffer Length:144

BUFFER VA:5f44080

BUFFER PA:35ac3ege

el 82 3f 60 3f 00 Sc @0 43 @0 3a 0P 5S¢ @0 57 00 69 00 G2 00 64 0@ &f 00 77 00 73

00 6. 90 6T 00 72 00 5c 90 T3 88 52 99 47 90 42 09 20 90 43 00 &f 00 6C 00 6T 80
[

PATH: " 77\C:\Windows\ system32yspoolhdriversycolor\sRGB Color Space Frofite.icml

gpalboa) :0xdledBed cr3:0x17499000 rdx:0000000680100080
Object-=Name vaddr: 8x2d3dsde

Object Name paddr : 8xdle98de

Buffer Length:l44

BUFFER VA:5T44080

B>+ — Ty k siet et (NtOpenFile) 4 7 8 %

o B fRdp £ 2080 - Tt GUeStVM R U i et et 30 g IR I AR s g
fedp £ (H A 4) > 7 F15 GuestVM 7 & root mode » “f 123k § £ 4 VMEXit @ i& » 230
Xen 1 VMEXxit_handler - 5 i* & VMEXit_handler ® ¢ 2 2478 F 5 & sefedop5l42en
cpuid VMEXit » 4c % &8 i ij*u ¢ i@ fvDom O(# 2 7) - l)E"*’t/TJBHb ZIE R L
ef et cars iy o L4 A NtOpenFile ch % » ‘o d 242 5 B Eooifh R B/ o
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O wREpr 74522385 Bira e

Dump Memory of Guest VM by Xen API

1) Call Xen API(xc interface open) to open a handle to
the hypervisorinterface

2) VMM return a handle to the hypervisor interface

3) Call Xen API(xc map foreign range) to map a
specific domU memory page

DomO Guest

Monitor and
Control Center

N ' 4) VMM looks up the EPT entry to get mfn,map the
@ @ page to the domO guest and return the address
@ 5) Monitor gets the result and unmap the page.
@ y it uses a for-loop to map all domU memory pages
Xen API
@ =BT Xen hypervisor(VMM)
V
Memory block CPU / Hardware

IEAEE R S N NECREE §: g

PAoL T AT P R E_process {7 ¢ 3T AT R F B E RN F
SF BT R F I E R T 5 T HEERPER o & Xen ez 7 Guest VM #7i¢ * i
memory space <& /f 5.4 Xen Hypervisor sit i » 4 it & #eptl by - BB o Fpe
A3 5 Guest VM memory space ff t8 e B8 F ok bl o 34 0 e n T AL B )
kTR 1TfR4T o 7R A Xen e0ZEHE Y AP & E AR Guest VM s fRAEp B B ket 7 A
%5,% 1~ 515.5}? 2% 515.5}? 3¢ » AP Xen % &p: & Guest VM 248 7 & <9 APL
(xc_map_foreign_range) > 45 T Guest VM =rdomain id 12 % p & GPFN _(guest physical frame
number) ¥ APl {6 » &7 ke % 4 @ Hypervisor { 1395 EPT #- GPFN #& 4% =
MFN(machine frame number) > ## 3] MFN {5 if ¥ 332 ¢ hF sl o
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ERa?

7 #2457 > memory A2 1§ #L £t low level information >
information # #% = high leve information

o NPRTEE-HEFPRE

T

root@ascensiol

0x00801f8co
0x0001f8e0
0xe8e1f900
0x00011920
0x0001f940
0x00801f960
0x0001f980
0xeee1f9a0
0x0001f9c0
0x0801f920
0x0001fab0
Ox8081fa20
0xeee1fad0
0x0001fa60
0xeee1fasde
0x0001faad
0xeee1faco
0x08001facd
exeee1fboe
0x00801fb20
0x0001fb4do
0xeee1fbso
0x0001fbse
oxeee1fbao
0x0001fbcd
0x00801fbed
0x00801fc00
0x0001fc20
@xeee1fcao
0x0001fc60
oxeee1fc80
0xeeelfcad
0x8801fcco
0x08001fced
Ox8e81fdes
@xeee1fd20

e917ffffffoeeeeedd756c7469626F6F74804672656542534400426574425344
08627a496d61676500656c66086b6c7564676500612e617574002d616e642d64
61746100206c696e757820277a496d61676527206b657262656c20746T612062
69672c2074727920276d616b6520627a496d616765270a002020205bAc656e75
782d25732c2073657475703d307825782c2073697a653d307825785d0a087667
613dee6e6T726d616c0061736bPO6d656d3d082020205b25732d2573882c206C
6T6164616464723d307825782c207465787425733d30782578002c2043002¢20
646174613d30782578002c286273733d30782578002c2073796d7461623d3678
2578602c207374727461623d36782578002862616429002c203c307825783a30
7825783a307825783e002c2073687461623d36782578002c206567472793d30
7825785d0ad02020205b4d756c7469626T61742d6d6T64756c65204020387825
782c208307825782062797465735d0a002005002020205b4c696e75782d696069
747264204020387825782c28387825782062797465735d0akB20566572626173
65206d6T6465206973207475726e6564206T66660a0020566572626T7365206d
6T6465206973287475726e656420676e0a885b25642c25642c25645d805b2564
5d002046696c6573797374656d2074726163696e67206973206e677206T6666
0aPB2046696c6573797374656d2074726163696e67206973206e677206T6e0a
0841504d20424941532069626661726d61746361623a0a2056657273696T6e3a
2082620202020282620203078257802a2033322d626974204353322020202682020
2820307825780a204166667365743a2020202020202020202020307825780a20
31362d6269742043533a2020202020202020307825780a2031362d6269742044
533a220202020208202020307825780a2033322d626974204353206c6562677468
3a20307825780a2031362d626974204353206c656e6774683a220307825780a20
31362d6269742084453206c656e6774683a28367825780a08461204150442042
49415320666T756e64206172207072616265206661696c65640a002c00257325
642b256400257325642b25642c25645b302d25645d00257325645b302d25645d
08257325645b25642d25645d084164647265737320307825783a2056616c7565
20307825780a00556e6bbebT7760005642453200205642452042494153286973
286e617420707265736562742e0a002056424520766572736961622025642e25
64206973206e6T7420737570706T72746564220a00205642452076657273696T
622025642225640a002020307825783a2025732c2025757825757825750a0020
204d6164652030782578206973206e6174206661756e64206172207375707061
72746564220a08204d6T64652830782578206973206e61742073757070617274
65642e0a0020537769746368696e67207461204d616465203078257820666169
6cb5642e08a0057686T6c652066696c653a28000a5061727469616c2072656164
20313a220000a5061727469616c287265616420323a20000a4865616465723120

Multiboot FreeBSD NetBSD +
bzImage elf kludge a.out -and-d
ata linux 'zImage' kernel too b
ig, try 'make bzImage' [Linu
x-%s, setup=0x%x, size=@x%x] vg
a= normal ask mem= [#s-%s , 1
oadaddr=0x%x, textHs=0x%x , C ,
data=ex¥x , bss=8x¥x , symtab=0x
%x , strtab=0x%x (bad) , <@x%x:@
x%x:0xHx> , shtab=0x¥x , entry=0
x%x] [Multiboot-module @ ©x%
x, Bx%x bytes] [Linux-ini
trd @ 6x%x, @x¥x bytes] Verbos
e mode is turned off  Verbose m
ode is turned on [%d,%d,%d] [%d
] Filesystem tracing is now off
Filesystem tracing is now on
APM BIOS information: Version:
Ox%x 32-bit CS:
Offset: Oxfix
CS: oxkx 16-bit D
@x¥%x 32-bit CS length
: Bx%x 16-bit C5 length: @x%x
16-bit DS length: @x¥x No APM B
I10S found or probe failed , %s%
d+%d %s¥d+%d,%d[0-%d] %skd[e-%d]
Fskd[%d-%d] Address @x¥x:
@x%x Unknown VBEZ VBE BIOS is
not present. VBE version %d.%
d is not supported. VBE versio|®
n %d.%d ox¥x: Hs, HuxBuxBu

Oxx
16 bit

Mode ©x%x is not found or suppol |

rted. Mode @x%x is not support
ed. Switching to Mode @x%x fai
led. Whole file: Partial read

1: Partial read 2:

Value

Headerl -

A

FElRag e

S

Bl L= ! Guest WMIvAL e mtl®

B p

o

%

pogoeeee 307830 xor [bx+si+8x38],bh
goeeaee3  313a xor [bx+si],si
poepeees 353330 XOr ax,Bex3e33
POOBDEAE 3830 xor [bx+si],dh
poeaaRRA 2034 and [si],.dh
poepeeec 3938 cmp [bx+si],di
POOBOPRE 64306330 xor [fs:bp+di+8x30],ah
aOBEEA1Z2 636538 arpl [di+8x38],sp
0EeEeAALS 396536 cmp [di+@x36],sp
8oe000a18 3930 cmp [bx+si],si
0O60001A 362030 and [ss:bx+si],dh
paepeald 3038 xor [bx+si],bh
0O00BA1F 356330 xor ax,8x3063
aaBEERZ2 3431 xor al,Bx3l
poepea24 306639 xor [bp+6x39],ah
poeeea2y 356335 xor ax,8x3563
poeaABZA 356128 XOr ax,Bx2e61
0OeEee2D 356234 Xor ax,Bx3462
paepee3e 3135 xor [di],si
BABEEA32 6334 arpl [si],si
0OeEea3d 3438 xor al,ex38

L

R ke A PR

B jae 0 s
> h

[
¥ -
£ 0 T Y R

» PG
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Control Memory Access to A Speciﬁed Virtual Address(VA) Regjon

1) Walk a process’s page directory

Momtormg VM(dOIIlO) 2) Look up the page table entry

3) Use pte to determine the guest frame number(GFN).
4) Look up the EPT entry for the GFN.

Monitor and Conrol Center

1 — ept_walk_tab]e(struct domain *d, unsigned long gfn)

5) Modjf}-' the Access bits in the EPT entry.
— ept_set_entry(struct domain *d, lmsigned 10ng gfn, min_t
min, unsigned int order, p2m_type_t p2mt)

@ @® | @,
@ global_page_dir page table | L

User VM(domU) Process data

®

—>
EPT Xen H i VMM
en Hypervisor( )
I:Iii:l:[l:l Memory block Har(lware
Bl&>+3 4% Xen API i&{7 EPT Entry '3 ¢ 1L
= -~ A " TigerVNC: Xen-Fedorala -
€9 Applications Places System e o # .3 % <) =  wedsep14, 5:00PM dragon

i dragon@dragon:~/Desktop.
File Edit View Search Terminal Help

RN R N NN RN NN RN AN RN

RN RN RN RN RN RN RN RN AR AN RN AT 1" [RERRRRERERE]
RN RN RN RN RN NN RN RN RN RN AT e
Fedora B T i

llllllllt!lllllllI|QIIIIIIII|IIIIII|||l|||lll|||ll||!l||||!!!lll||||rr
EE RN NN RN RN RN N NN RN RN RN RN AT
PRELRR IR R R i R nnentnt
SERRRRNRERRN]
SERRRRRRRERN]

B4 >+ ¢ A4 Guest WM % B~ memroy block
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File Edit View Search Terminal

f 1
sense@dragon:/hom... ¥ |sense@dragon:/hom...

packagekitd$1926%53dalagge
abrt-applet$192743d5elega
gnome - volume-co$1928%$3df8cona
gnome -screensavsl1929%2bd25000
bonobo-activatis1938%$3d58c000
wnck-applet$194552bdfleee
trashapplet$194752bd158080
gvfsd-trash$1955$2a49880808
notification-arsl960%2bf7booe
clock-applet$196252a544000
gnotes19634$23454000
gdm-user-switch$1965%2a5b3600
gvfsd-burn$19845$27%cafee
gvfsd-metadata$1995527b5Scene
gnome-terminal$200253d573000
gnome-pty-helpes2085%$27a95000
bashs$2006%$22ce3000
[£520255279ac000)

SEeng

[root@dragon Xen IRS API]# ./getprocess 2.

B4+ - P17 & process F i (name$pid$cr3)

% | sense@dragon:/hom...

=

i

R R RN R RN RN RN NN RN R RN NN NRNET]
R N R NN R RN RN RN N RN RN R NN R RN AT]

RN RN RN RN RN RRRRET
RRRE AR RN RN RN RN RN AR RNT]

lIllIIIIIl|ll(lIII11IllIIIIV|I:|III!|IIIIIII!V|IlllIII\|IIIIIIIIV|IIIIIII1IIIIl

[dragon@dragon Desktop]s [ ]

RN RN RN AR RN R NN AR RN R RN RERE]
RN R RN R R RN RN RN RN NN RN RN R RN NN RN NN NEAEN]
R R R RN R R RN NN RN RN RN RN RN N RN SR RN NN N RN E AT

b?]% 44 24 Guest VM %P~ memroy block

i 2R R HN F 18 R0 % k425 B memory page % EPT Entry

6mﬁm,mﬁﬁm?ﬂm

FrAgehp ehe
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v

§ 3 ETER DI JE W —gf CPU FRenE L i8> 57 34 ER it #rdes ihe
R TR g AN P EEX L A Linux Guest VM p e driver B~ {8 process 13 3 & F
AL 32 2 4383 7 A4 E Guest VM 42 oh pagetable 45 1 & TR ot i en
gfn > % 3r 4 2 i §1* Xen API(ept_walk_table)4s 31 & & #c 48 &:% Guest VM 2 EPT
AT s B H EPT Entry - 3% 5 3% 38 2 < EPT Entry 2 *35 API(ept_set_entry)#-& &,
# 48 < memory page & * 13K Z_= non-present(7 sc 3 - B e 7) 0 i ¥ 4] Guest
VM AZ & & #4 $ memory page <113 B~ > FFut E T F 41 & T il ehee s o

O FB% online N e %k A 5L2 B R BBIZ 1247 ~ 41 B

Dom0 Guest Monitoring Disk access of Guest VM by gemu

1) DomU send request to read/write

2) XEN handle the request and forward to
gemu

3) gemu then log the request and perform it

4) gemu return the result(success or failed due
to some error, and the data for read request)
of the operation for the request

5) XEN handle the result and send back to

@ A DomU properly

qemu DomU Guest

@ @ ®, ®

XEN Hypervisor

Disk img

Bl# - + D qgemu £ #EE T O ARE

pthread_create(&sense_thread, NULL, &sense_loop, NULL);
main_loop();
pthread_join(sense_thread, NULL);

Bl % - + - ! tools/ioemu—-gemu-xen/vl. c

104



struct ntfs_device_operations ntfs_device_gemu_io_ops =
{

.open = ntfs_device_gemu_io_open,

.close = ntfs_device_gemu_io_close,

.seek = ntfs_device_gemu_io_seek,

.read = ntfs_device_gemu_io_read,

.write = ntfs_device_gemu_io_write,

.pread = ntfs_device_gemu_io_pread,

.pwrite = ntfs_device_gemu_io_pwrite,

. sync = ntfs_device_gemu_io_sync,

.stat = ntfs_device_gemu_io_stat,

.ioctl = ntfs_device_gemu_io_ioctl,

};

Bl# - -+ = ! tools/ioemu-gemu-xen/fs-ntfs.c

static struct struct_io_manager struct_gemu_manager = {
EXT2_ET_MAGIC_IO_MANAGER,
"QEMU I/O Manager",
gemu_open,

gemu_close,
gemu_set_blksize,
gemu_read_blk,
gemu_write_blk,
gemu_f1lush,
gemu_write_byte,
gemu_set_option,
gemu_get_stats,
gemu_read_blke4,
gemu_write_blkeé4,
gemu_discard,

s

Bl % - -+ = ! tools/ioemu-gemu-xen/fs-ext2. c

BB H BLRI IR 0 AP L # ) K Guest VM R eE F 5 B d i d
Hypervisor &3 & § i 2 % Qemu rJZ > Flpt #75 i T (T5 18 30 ¢ 50 Qemu ki
Bi%h R AL (AP b F AA G DR - BAHF) A ;Fs;gc} % :z Xen
?Qemu 4% 3¢ 5 (2> tools/ioemu-gemu-xen/) » A gemu-dm i& {7 03 3% ] main_loop
2 hATH - BRES KRG Y o Qemu hh G BREE v REHY S ha B
R mhE kALK @sm,;B’»*K > A4 7 debug-fs 2 ntfs-3g @ & SV B ko w2 32
ext fo ntfs #% % 4 %> f Qemu 255 Fg 4 » 7 A B R % fs-ext2.c 2 fs-ntfs.c é‘} %
SRR KK VO S et - KT ESGVE T e S5V E &R Qemu
¢ erablock /0 &5t 3 B & K TR o

ﬁw“#%nfuwihmé%Qmm%F”ﬁﬁw FEDRRIFR 0 S

FoRAEEEELPNF 0 AP T EE Qemu Mt ih RAIF AT F ERP F e

105



N

BE) BF AP T EHE BHF RS BT A R PSS EA P F
*%%"Tl%"‘xm@?v JESR Ty )3 ENER=£ | f’",amﬁ TR 3 A e 1 g o

poan SN erF R AR iR ,’ % j¢_Domain 0 ¥ & & Guest VM #2 m&é@ﬁ—ﬁ‘o%’_
FLITE LN BREA s —’i'J%\F RIS AITE A RE TR B R AR
A R EEER R R > iEd LTELFITEAERABA ST BBAENK
TR R R AP PRI EA R AR RS A RT L RFEEA R

>N\

N ol

O ReRBERE4HFET
Snort .- % B TR 4aAE nRe R~ IR B0RE L BB~ B H P08 - Snort
#* 3 2 pl &% (signature-based) #7:i 3 x\mrf‘ /PJ 7+ o o Sport ¥ 18 B
ELhpeRa¥ite » A2 BL L3 RBHFE - Snort 7 = fidte FRBHEST
13& {7 > &\ E_sniff mode ~ packet log mode - 1n11ne mode ° # inline mode
»Snort §AFE ARt hite o ANERART A0 Hite 81 g RH T
POFRERE o Bk Y > B (hE_inline mode e

Y

¥en Hypervisor
Domainl
5 Guest#3
Nfqueue
> Domainl
Guest#2
Domainl
Guest#3
Physical
ethd

PhysicalNetwork

Bl# = -+ = Xen Hypervisor % & Snort 7 1 #

FRIFEI DM R ERIEEROEER - gL {3 Dom 0 h

kernel 4p$t s = » @& {90 F SRS R MR it e AL O Nfqueue ¢ o
ﬁkgﬁlv‘ AElR P2 L GuestVWMin B 0 ARl B R egEd (AP hk A gt

o % snort € ¥ #77F & » kernel nfqueue ? dfe BT HRPIME it 7 &
snort rules ¥ :E#H F W2 & RP| 3t e PFE drop & alert o @ 2N i R H
£ )% XLV 5 g ki drop 23 E o

ARERE 2L RIS E R T bridge 07 N 74 0 % 1F hypervisor

BEEE o A3 ] RES R {ohypervisor At - Rk o @
b B A KB T o dopt — k> ¥ 0w { #c hypervisor iptables ® LR > @ R
:}%Etﬁ @ 3] hypervisor host 73t # “"3 dump ™ %k 5 $.8 =P & #H ¥ host 7

- I O A\%‘réf\ﬂfri&y}\lrﬁv » A'% ™M hypervisor % F|sc ¥ e a5
Fﬁfﬁf.” T2 FHEDEEF F18 0T o
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BIEFEHPN ER It RE AP REE- BF w Network Intrusion
Prevention System RKFEgZ =8 5 F e H R % > it & LB FED v
FHB B2 RN E AR IR g > o T8 5 BB PR AL B RS
T RRLZ o FI A R i AT R DN IR NG AP s
FIp B F i o R EFE DM OF % o

O ClamAV *pp i & 5

Bl = L7 :ClamAV TpEp g & e 4 B

Dom0 DomU
Send command
Web Interface ClamAvV
Result

Invoke API Result ?, \

Windaws Server
XSENSEd
(daemon)

Hypercall Result Introspection
| Xen with xSENSE

BlZ =+ ClamAV P 17 3k i SL7E 1]
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L) SENSE
Pli=l+ 1@ A |55 8| B -

€2 | D) hitpy/sensecsnctu.edutw,
—/

Laboratory of SEcurity aNd SystEms, ¢4~/ 4«4

About Member Projects SenseVMs

AP RFA K et s B R KT i g ClamAY % £ = - £ Xen 2
SHTRB O R HRIE R ]S F LK d W s Web Interface  ClamAV T g4y 4 12 o
ClamAV :i% i 2 % 2_% 4+ ¢ xSense APl /i & #-é £ & % Monitor & Control
Center(xSENSEd) » s+ % & * 7 Ip fiole #rdk o chw i (8 sond vl &8 T RIBEAAG
4 %) @ XSENSEd 4z 3] ClamAV e 4 15 i #-& £ 1518 Xen Hypercall 4 & & i Xen
Hypervisor: £ #- Xen Hypervisor % @& e {7 3% % # v ClamAV > & {¢ i% i Web Interface
WRRETSE LY
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I8 airexe
& Ay
! Al H
g be
&l nc

k?ﬁi(o)
U%KEEESANTA
HBHREZEY)
STEITHEFIR

STE3 [FER] EERU)
ERERWV)

BEIMN)

2N )]

ERO

BIUEEES)

RIERD)

EFxsEMm)

RER)

2011/8/29 T4 10:58

Fulv: 278 KB

T

2011/9/1 £5 03:53

+

Licg
[\lnrus scan test

g]zft\,;_i-,\

e

P Guest VM i * ?‘{ Fié}e:c}}isi P

Real-time monitoring of guest VM file access system call

Dom0 daemon (xSense

count:405

L count:

count :407

md64 microsoft.windows.common-controls

microsoft.windows.common-controls

microsoft.windows.c..-controls.

:418

microsoft.windows.c..-controls.resources 6595b64144ccfldf

ws . common-control 595b6414d4ccfldf 6.0.7601.17514 non

int:413

+ 4 ClamAV 3 2~ Guest W+ 4% % &
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[ Turn on online protect | Shutdown online protect H Clean j

| Filename | [Infected type | State

Infected file name| _Infected type | State

TR T [ TR

Bl # ~+ - 0ffline-Scan # 4 & %

Poan A kAR e A ER 0 % - AR 5 AL 4 (Online-Scan) » § i@

* K B Guest VM P e kP o il ¢ o g R i sk of(NtCreateFile &

A
NtOpenFile) » I ¥4 % < d ClamAV £ G Fhxa* 8k v BIRF o+ -
¥ = B0 5 3 4 (Offline-Scan) » ¢ BEVEHERET M6 & Guest VM ™ ¥ 5

e
[F8 & RIS @ % ClamAV & 78 & #Fr fs 5 %”fé%ﬁ-r b (F 4 CiMest Tl & i
LT AR R) e
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B R R

BRI 2 kB AP R TR AT RS AR 52 e AR AT

°
O

(1)

(2)

(3

BEIRARLIBTHL 2R
WA EF T o 2 R
':%;'f‘ e

NP EHE - BT REFIER R R E BT RSER IR A
% }m{}ipfﬁg’u}i%ﬁ{giufé—“ﬁ ?E%J K Z_ L }iiﬁrpg'g“?é_ﬁ ?E

R4 LE AR BT A RS T WA

0.5 )
\ ——estimate  -m-real
0.4
g 03
S
5 02 -
3.+ \
0 + T T T T S T 5
1 2 3 4 5 6 7 8
Length of K,

Bl&~+=- 0 H- M&EF "content" 2 'EF 3T

Fhhit £ 4e % S 45305 A hE B A B 4 1~8bits> bt £ ¢ 7 B 423 "content”
girule A ;E;E’—‘ﬁ ZH ¢ b ogut ko,

BEFLE P4 REE content’ S & E

st A rule ¥ @4 HEFE tontent B # 8
A ,rz;gcj BB bR EINL DR R i@zi%ﬁ;gg—g A A RN NI PRS- 12
ETBFRAIES -
R R
A * DARPA9S § 3 4 & kB2 SNORT frat i 12 = 1 % > DARPA9S
F-Bleippite DL v FEPERIERINEFRRITREE W ER
ﬁ—ﬁﬁﬁﬁﬁﬁé’ﬂﬂiﬁﬂﬁﬁﬁ’?géi—%&mﬁ’um¢@®$
B3RS 7 o DARPAOS ¥ L o  1F0 SUenFfd ko g e A e B 10 0p] %
Ao IR S ATRRG S REET DR K A oTdeie
ﬂW%mSMRT#améiﬁﬁﬁﬁgiﬁgéﬁﬂ—ﬁé’d&ﬁwv%’
;ﬁd TR 2 SNORT 2R X 2 ¢ BT R ket Blac 2 o F & 4cip B P
it o Rl B4 & RIS e SNORT 2R » A F 742 # 4o i 4 o

7 ae
ﬁ{]h FJ'_lp
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O

AR SR A B R D 2 ”ert»%" pE R e 3 AT R P
B8 , L,j:#@rl}b-a;;vxgﬁ-ﬁ;g; 45 AP 3R Hoakar o

L

o %mepm ﬁg L 28 2B E > R o
R Y N DR E AT BB
A i&éfi = ehig fﬂtﬁﬁ [Ee BRLEE GRNDERPBFEE I F AN
P~ Regeneratingcode # £ } & B4R i B E HZ ARSI MBR 22 & 4 &
[ s 22 R84 MSR ¥ ¢ Vi g 0 W g 4R § B R0 4R 48 4] MCR
21 SRHC» 3% i 1t i3 4 & B AR R enpE i 972 B il MUlcE W 7 10 B4R ehgg 3

F AR - BAFITR R AR SRR 'ﬁﬁﬂ B PG PIREBOREGE 0 UEER
AT PIR B TR OB AR LT o BRARS Aok A3 ek SRHC
SR TR K ~~VUTILH% - B A E kR EITHOPIRE D BT AT
B ARARS o et - ko 2B @?ﬁ%}‘ﬁ#ﬁ*ﬂ WEZERE Y VR R e e
gt%ﬁg;g_ﬂ—r 3¢ o

=,

N

7 server failures  bandwidth storage type
. 2n—2)I 2n—2)I .
MBR [1] | n—1 single (Qifk—)l)k (Q(nfk—)l)k symmetric
MSR [1] | £+ 1 single (:j%)% % symmetric
MCR[9] |n—1 multiple ((ST_;)T; % symmetric
SRHC [10] | <k multiple U‘T‘r % asymmetric
Our work <k multiple % % symmetric

Bl ~ L2 BqRsdl i

—JF% s Nt E v ol L 2EE P Ymi;,gr; G N nigsp s
BB REE T MK R R A
':E_J”ﬁ?kl;g“‘fﬁ”’ﬁ—?"—.{ﬁ_kfé’_%ijmfﬁfnfo

1‘4;’u§.fr‘-‘:ke’t§55 Al
i\ Py S %5 - BREEINT AR ATEREERES 2
(1) 7 a5 hT R R EERE
(2) i 4 i
(3) WA A f RAE DI UL
(4) ez 4 dvrgl

EAF I G APARMHERFEZOVEE LR EI DT E
25 wa&ﬁ”’*a’?%ﬂ*@ﬁk\ﬁ"}*‘T?J‘%i"l 4o e AR ‘E)‘m/ﬁ-ﬁ’/z";‘ﬁﬁ T
FRE-BATFE N ERABEDIL L H B FE 2P EN A HPDP 2 E - fRpo
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Algorithm| Addition| Multiplication| Scalar Exponentiation| Hash| Pairing
Setup 0 0 0 0 0
KeyGen 0 0 2 1 0
TagGen 0 n 2n n 0
GenDK 0 0 1 1 2
VrfyDK 0 0 0 1 2
GenChal 0 0 2 1 0
GenProof | n—1 2n —1 n—+5 2 3
VrfyProof 0 n n—+3 n—+ 2 5

" n is the number of data blocks

Bl % ~ -+ 2 ! Computation cost of each algorithm

R E AR TR PR G R R PIRER TS SR G TR
B OMUFERPRTREE- RekaARFE -

Party Storage Cost (Bit)
User k+3p+ 4
Delegated Verifier k+3p+ ¢
Storage Server | nk+ (1+n+v)p
~ k is the security parameter
~ pis the size of an element in ¢
~ [ is the length of tag identifier seed T

~ n is the number of data blocks
~ v is the number of delegated verifiers

Bl % ~-+ 7 :Computation cost

R AL E s LW B ] > RTFEF]L ¢ 7 BTHDBEE > T
FTREM » FRRERFAT G F R BEPEIL TR R R 0 T
BEE R FPRTARAME M o dok R 2 R T
&mtwﬁ%’mf%téw§&ﬁ+v%ﬁwmw’gvu%;w%¢baﬁ
@@?J‘E.“i MO F B ] o

Phase Communication Cost (Bit)
Setup U—=S: nk+p+np
Ve lU:2p+d
Delegation U—S:p
Integrity Check| V<< &:nk+46p+pr

k is the security parameter

p is the size of an element in G
pr is the size of an element in G
[ is the length of tag identifier haq
n is the number of data blocks

Bl # ~ L+ = : Computation cost 2

113



& AWM EE2 Windows ERARBNFLAHEIHT A

ZHEIARN AP T S22 MEHFRERTMAINTZ A2 % I ZASEP T FIT
AT TS el g s BEH o E T e 0 B fdeT 4
[ @,;@: 17 A * 5
POk A s T REPE
Bk SE A %3 wR
(F AR b 88 . 8)
7 B B 4 g 4 4 (FIFO) Priority Queue
BHEAEA R & FI* e lg M4k
% RSN T 8
SF R 4 .
R T 8
O #iR7FPIRFNAARBE FELIN-LTREARBTFL
3 e 5,1}% AP s m R S BRI o 3 R F F I @"?"’«"2‘07*\34
FenZ s RIR S S ARt B RE R ] 0 S IR IR B AR B R TR 2 B E

i=(National Institute of Standards and Technology)f-2- = " =R 2

SREGEARY FR Y DFEAG T )Y BE kE ki S o
TR ER Y "*”:sie, FEPIREBE2 R 4 o BT
ARG T R wARALiE T p R 2 (private cloud) ;- %1% %k
*ﬁéfﬂ«é“’ 221 ?Iﬁaﬁ}&%ﬁ“«ﬁxﬁﬁi&&%c M EEE L R

e
Rt

KA et iﬁufﬂﬁg L]’* o L p \‘"Z
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