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Whole-system-level behavior-based analysis is more
accurate than tranditional signature-baed for malware
detection. Behavior-based analysis can be used to
expose the system effects after executing malware. By
providing service trustworthiness and cloud security,
our analysis platform can examine cloud storage
automatically to secure the cloud application. To
this end, we integrate the VM-based malware analysis
with cloud computing for both accuracy and
efficiency. This project developed a proactive
service for the Internet to collect and analyze
malware. The analysis results can provide a security
judge for users before file download, and the whole-
system level behavior-based analysis is helpful
verify developed software for security testing.

There are two major accomplishments of this research
project: (1) To extract the behaviors of malware by
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using whole-system-based analysis, (2) To design and
develop a cloud analysis platform which benefits on
the ability of cloud computing. The cloud analysis
platform can automatically collect and analyze
executables on the Internet, and save the analysis
result as reports which are stored in distributed
database. Due to the scalability of computation on
the cloud, the platform can provide better
performance for analysis. In this project, we
developed a security analysis platform and a whole-
system-wide analysis tool. Both of them are aim to
extract the malicious behaviors of malware for
further malware research.

Cloud computing, Malware behavior analysis, Malware
detection
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Abstract

Whole-system-level behavior-based analysis is more accurate than tranditional
signature-baed for malware detection. Behavior-based analysis can be used to expose
the system effects after executing malware. By providing service trustworthiness and
cloud security, our analysis platform can examine cloud storage automatically to
secure the cloud application. To this end, we integrate the VM-based malware
analysis with cloud computing for both accuracy and efficiency. This project
developed a proactive service for the Internet to collect and analyze malware. The
analysis results can provide a security judge for users before file download, and the
whole-system level behavior-based analysis is helpful verify developed software for
security testing.

There are two major accomplishments of this research project: (1) To extract the
behaviors of malware by using whole-system-based analysis, (2) To design and
develop a cloud analysis platform which benefits on the ability of cloud computing.
The cloud analysis platform can automatically collect and analyze executables on the
Internet, and save the analysis result as reports which are stored in distributed
database. Due to the scalability of computation on the cloud, the platform can provide
better performance for analysis. In this project, we developed a security analysis
platform and a whole-system-wide analysis tool. Both of them are aim to extract the
malicious behaviors of malware for further malware research.

Keywords

Cloud computing, Malware behavior analysis, Malware detection
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ALLURL(u) A set of links that can be traversed by a URL u.
File(u) A file downloaded by network crawler with URL u
UUID(Y) An universally unique identifier of file f
DB(uuid) Query a File f with UUID uuid in database

DB_store(uuid , 1)
DB_report(uuid, r)
Q

Analyze()

Analyzer

TBA

ClamAV, Kaspersky

Store a File f with UUID uuid in database

Store a Report r with UUID uuid in database

A global queue stores UUIDs wiht actions push()
and pop()

Action taken by analyzer and generate report

A set of analyzers used in this system
Taint-Based Malware Behavior Analyzer
Anti-viurs software

A 51

Given a URL u, if uuid = UUID(File(u)) , then File(u) = DB(uuid).

{TBA, ClamAV, Kaspersky } < Analyzer .

73

HEXRF A5 B B
Given a URL u as an input to network crawler.
For each URL u; € ALLURL(u)

F <« File(w;)

uuid < UUID(F)

DB_store(uuid , f)

push( uuid)
end

=X I
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HHEIF AR B AFEFES A
For each Analyzer A; in our system

while( uuid < pop())
F < DB(uuid).
#A; start analyzing and generate report

r « Analyze()
DB_report(uuid , r)

end

13



S
P

-l

L4E P RIR
AIEENYS EELFETHIHEIIT AR Y S 100% -
-) RBRHAETEE (2R 1 100%)

SHCE G R R RS E Ry TR e b i RO A o B R T ik e st e T
WAl g URL N R R R o Ak w B (html, htm) 42 5 %
FAAROT G LR FE LA PRSIV HIGGL R ARk anfiR o A R
RREESOT R EEE- K- AR RAGH G H R EBRR Y G SiE
ﬁ%laiﬁﬁﬁ‘l 5 ﬁ_g_ﬁp,\ﬁ. — i URL » ;p;_g #&—;}é,*“fi\ , "f“z_a/v\‘ﬁ{’\ {\,}l}i:‘ o NIE P ﬂf | * IR
F & I L A ks Nutch > ki 3| F sk 2 # &0 - Nutch €. #¢A4 > Hadoop p# 5 17 ) e
BdrF 518 > 3% A7 U RB el P oo F R B AT ER AR E TR TR o B AR
FTAERRUEFHET ARt > T3 R FERBTREE G OA o
Z) AN TR F (R 2 A 1 100%)

NoSQL F#4 E & &7 Key-Value c75 B2 35 1% Froxemfe s & K R H e B » 5 %
B o AT k- & A4 TR Cassandra ¥7 B ¢ ;¢ Key-Value Redis & 7 34 473% 4 47
FORLGE T o d 2 Cassandra £_4 47V enFALE 0 A Beanpb 25 Boani 4 B L Sgl kst k
1 Bf o B FHP BRI E 2R r A BHETOTHR 7 BRERIEAITT &P F T s
71 0% 5 i * 5 Redis po#74 & List 7 7}»»'..:“—;'-’]‘#3\? TLIFZ|ensh iy 0 & B I (FiF5] B
MEr A 9 eha ek (tasd ID) o i pRPedicha fFakw] 2 Cassandra FALE PN F45 {5 g

ﬁ’:‘][‘ o

ax

h

iﬁzs\a\ﬁ(*:&& 100%)

+ é'f‘uj‘iz-/w\’l“rﬂi\%s—&l“ AEY FHI NG5 KT LR AT K o d AT
g R R —HAIESNO FHiE- FEARTRESL AT SV P
i\frﬁ; AT é%%:“, ,j‘s R ST HC RIS o B TR EFEA T E D0 R Ao
EreE AT BT - - Ik QFRA R R EASAIE S R P AN
B ETRIRE S R DI LR & e U A A

® ) < i Call/Pop & 4 B(2 & : 100%)

AP HEERATHEAHLT L7 P n BTy X5 - BBl 74 &
AT HckE R fg B ETiAe N B € %l LGB F oo ik R FAERB Nl F o
Mg AR R R D o AT € ¢ F - BRI X86 CPU > kst fr e CPU #7735 B oh
Ao A PEBEECPURRE 7 U 2P AR EF B NTAD » Rty R
/% B i@ (magic number) » 7 Bt R BRI E > b /Hfrﬁf%ﬂ PR R EYE PR E
B CPU 35 B3y > it i B 8 % & B i@ 8 B4 o J 20 CPU B B en® (T 2

14



o A S & 1% libemu kX ERiAy AH‘r%s*?éiév’ﬁ'é%f%Fé“ o %’*F‘}d % iz :z libemu =0 ,% st >
FLRIHCERE X P s B AR el i > K F T RIB B L TR T AR o

T) 2AMmEReniFE AN AR (IR 100%)

AT A B R %Ly&iiﬁ‘viféév\’}‘r,u,‘g)ﬁii EmRPE L I EFEL HFREE
B S RBLR TR e 0 R HRTEAR SN 2 1T 5 o o IR B SR AL B A G é@i
BB B RN G AT AR BRG] o d STiBa Z i an J{' O T ER
lﬂ Dl mza o FTIL sk Rk ufé] r’u’v’ﬂf% AT kB Heg e il R P DT R 8 R R T
TE A SR 2 F B B S 4T o 3 kA 3 T A L Rl B 2 7 5 (PRC)
Elﬁ,?a i 5 (7 5 (FLM) ~ R % 1845 13 50 (7 5 (REG) s R gl g 7 5 (NET) ~ e
BgE 4238 5~ (7 5 (DRV) ©

—\
Naoa rr\

15



5.9 E 4
AFEERD- BRI ARE A DE L AP EL RN F L ORAFLD
HY 0w 2 e N R R R R e ST 2P WP R 2APE SR RS
AR AFARHFI S AEE BT AL HP T FEFERET JRER 2
L
v

Byp k% PP AP ETPEEFIELE ¢ F AR

> 4

A E T AE RN AT 58 5T A A MR ) 2R
ST EA RRERE  3) T lu}\sjﬂii\'ﬁm S 4) B LR R
jhlﬁég\:]ﬁ_;j_‘gm%(i s _:1:.—5"“ i;__ﬁ_ g_,pq 7]‘»,1.::}: rﬁﬂ-—é\nl{a% % B e; o

AT e
AR ESF L FER R R RO R A E R B ° E R e
HEP ETCEIRPER A RETAF LT E f’“; LAEE LIS N e T 6

m%‘%
P%ﬁ
_‘Tﬂ’
2
DO

£ L £ iTH R
B E AR T RISE S L AT vET G
DNSsec 4&#- L 8 4|2+ % ¥
DNSSEC e3¢ & fi% 2 ¥ fp2 & 130 A gl; T 3R
% ;ﬁ Open D-Link Routers Forum 2 % -~ M 7 3@ 3 ires 3533 .
PR 7%
ZIRIMB AR ELARN p BRPIHEELE AR EAETT X DE A
PR AR R RS y”ﬁ%ﬂ R s
Db TE T 2R AT (FHIED LY TR P
WE R PR 1R R
ZHREAARNEREFHT S 2 zZ %+ (HTC)
el AN S R O o VA vET G
Technology Transfer on Network Threat Detection using

) ) ARF L H
Security Log Correlation

B® 6 ERCFEER



—
—

N AL
R

Chia-Wei Hsu, C.W. Wang, Shiuhpyng Shieh, “Reliability and Security of Large Scale Data
Storage in Cloud Computing,” IEEE ATR, 2011.

Pokai Chen, Shiuhpyng Shieh, “Security for Future Internet Architecture - Motivation from
DNSSEC,” IEEE ATR, 2011.

C.W. Wang, Shiuhpyng Shieh, “SWIFT: Decoupling System-Wide Information Flow Tracking
for Malware Analysis,” in revision, IEEE Transactions on Reliability.

LY, Yeh, Y.L. Huang, S.P. Shieh, Anthony Joseph, “A Batch Authenticated and Key
Agreement Framework for P2P-based Online Social Networks,” IEEE Transactions on
Vehicular Technology, 2012.

Yu-Lung Huang, Chiya Shen, Shiuhpyng Shieh, "S-AKA: A Provable and Secure
Authentication Key Agreement Protocol for UMTS Networks," IEEE Transactions on Vehicular
Technology, Volume 60, Issue 9, Nov. 2011, PP. 4509 — 4519.

£ R

Yin-Change Song, Michael Cho, C.W. Wang, Chia-Wei Hsu, Shiuhpyng Winston Shieh,
“Light-Weight CSRF Protection by Labeling User-Created Contents,” submitted to IEEE
Symposium on Software Reliability Engineering (ISSRE), 2012.

Chung-Kwan Chen, Wei-Chi Chen, Vic Hsu, Shiuhyng Shieh, “Mutant Malware Discovery and
Behavior Analysis for Cyber Crime Investigation,” Crypto and Information Security Conference,
2012.

Fan-Shin Shih, Chia-Wei Hsu, Shiuhpyng Shieh, “Detecting VM-Awareness Using Divergent
Multi-Execution Traces,” submitted to USENIX Symposium on Operating Systems Design and
Implementation, 2012.

Yun-Min Cheng, Bing-Han Li and Shiuhpyng Shieh, “Accelerating Taint-based Concolic
Testing by Pruning Pointer Overtaint,” accepted for publication, IEEE Conference on Software
Security and Reliability (SERE), Washington DC, June 2012.

Chia-Ming Fan, Bing-Han Li, Shiuhpyng Shieh, “On The Security of Password-Based Pairing
Protocol in Bluetooth” The 13th Asia-Pacific Network Operations and Management Symposium,
(APNOMS 2011), 2011

Yen-Ru Liu, C.W. Wang, J.W. Hsu, T.C. Tseng, S.P. Shieh, “Extracting Hidden Code from
Packed Malware based on Virtual Machine Memory Comparison,” 21th Cryptology and
Information Security Conference (CISC 2011), 2011.

Bing-Han Li, Shiuhpyng Shieh, “RELEASE: Generating Exploits Using Loop-Aware Concolic
Execution,” IEEE Conference on Secure Software Integration and Reliability Improvement,
June 2011

17



8. Wei Shi-Sue, Shiuhpyng Shieh, Bing-Han Li, Michael Cheng Yi Cho and Chin-Wei Tien, "A
Framework Using Fingerprinting for Signal Overlapping-Based Method in WLAN," in
Proceedings of the International Computer Symposium on Computer Networks and Web
Technologies (ICS 2010), Tainan, Taiwan, Dec. 16-18, 2010.

9. Yen-Ru Liu, C.W. Wang, J.W. Hsu, T.C. Tseng, S.P. Shieh, “Extracting Hidden Code from
Packed Malware based on Virtual Machine Memory Comparison,” 21th Cryptology and
Information Security Conference (CISC 2011), 2011.

10. Chia-Ming Fan, Bing-Han Li, Shiuhpyng Shieh, “On The Security of Password-Based Pairing
Protocol in Bluetooth,” The 13th Asia-Pacific Network Operations and Management
Symposium, (APNOMS 2011), 2011.

o AFTR
et & 4

1. CW Wang, SP Shieh, YR Liu, “Method for Decoupling System-Wide Information Flow
Tracking for Malware Analysis and Its Applications,” US patent pending

2. S.I. Huang, S.P. Shieh, “Method and System for Secure Data Aggregation in Wireless Sensor
Networks,” China patent number ZL.200710301500.9, 2011.

3. S.I. Huang, S.P. Shieh, “Method and System for Secure Data Aggregation in Wireless Sensor
Networks,” US patent no. 8027474, 2011.9.27.

R %Al

1. E#(E - SV Bz il e RS RS s S E R BB HE T A B EH,”
Taiwan patent pending

2. S.I. Huang, S.P. Shieh, “Method and System for Secure Data Aggregation in Wireless Sensor
Networks, FHRTEMESRRIERSAEES T T L 2B RIREM A K"  ROC patent no.
1350086. 10, 2011.

z o~ FAREE

F2EE

. 2010 Hacks in Taiwan Conference & &EZ& 4 @& Wargame i & it 2.
2011 Hacks in Taiwan Conference && k%% F & Wargame i £ i .
2012 Hacks in Taiwan Conference & EZ% F & Wargame i 25 i 2.
2011 ERGELRREE/GSEnE

M w b e

18



1.
2.

A AALE IRTE
SRR 7

Blx&E

BB T EER

Rk 1]

19



%IE‘EI ﬁ&_?s’?g /\ ),L _,y’/\ A 4 )’i‘:’f’j% .-%'JLL*‘E_ rE /Q, ';LS—A\ E"J /\ uv.‘? Kf_% l’«r’—PL;;:,;P(/Q . /‘i "%/_Lb
¥

B REGE

A E N E - £ R100E R EEEAWIndowsE L A28 75 A7 2T 50 a2 g
NRZALAFRREL2FREN O NLFR - ERDERANTT ST o AT 5]
PGB B BATE NEERF AR I G FELE LT
B TR GBI BT S EARNT LA A TRFRARELAES KA IR
3@Jo@@ﬁﬁﬁf%AﬁWA’é@ﬁbi?$$wwﬁxﬁaﬂ\b+ﬁa’
Foard Al T S EnF R ki oom 2R ARG KA BT O BiaREG  wl £4
ﬁ@?ﬁmwiﬁi,uﬁaaﬁﬁi‘ﬁﬁo&iSQW*@ﬁ§AW7%ﬁ’ﬁ
BAGR Y EDE BB PHE R AET MRS cE Y AL LT TR

o N

‘:!
(e SR i #w'uwéaf“m%*ﬁﬁpﬂo

B 7 wINDOWS BREEA ST EMR-F & ERME

20



E® 8 @EEREHNT A4 > T AEEE ENERETON

21



,f&:»‘:.#ﬁ_

AAFT LA B Z BIATES - VHEFRRT LA )RR AR 2)
APTEEES kR AR KRS Y > AT KRTERI EORREL AT
Hhousigt BB a7 FAEDELHWYe & L 37 - B PushTask 2 &5V £ >
s APl 7 #-ix i*é,%@?] rA R RIR T A HT 0 X dg TREAG K PR LR o p¢ PushTask
SCEA A A fhkena v@w] (UID) > Ad-pt UID 2~ Redis ® > Z#pR% R0 3 5 »
Cassandra # » #-h% #i » 2 i en f sud o U7 g0 APL S A VR T A iR
%%ﬁﬁ:&?@%ﬁﬁﬁﬂi%%ﬁ%o&%%ﬁﬁ%ﬁ’éﬁﬁﬁfﬁﬁﬂﬁﬁ
SESF G A FRAROTHET BTN AST S SO EEBERBE N R
DN EFMEENERR 2 APERET S BIRG FRE & 2 Cassandra
fr Redis » 5812 :eA25 ~ R TAHF o p WL F NG o P r E R A ST T S 47
FRePREFa 4 o Cassandra - EAAGNOEHRE LA AT L0 kiR A
AT RN B IR At RehE % o Redis - B TR ko Ao T S ¢ Y
77 (Queue) st kg5 A A T ehfh R en (P LB o AT B F IS kv
%%FHﬁﬁéﬁﬁﬁﬁﬁﬁiok%@ﬁg%aﬁﬁﬁgﬁ,uy@gﬁﬁﬁ%
o TP APZTREH-FAVERFREF RAFRLEI FALFTE RELED
Fa@?]%@?]ﬂ:_‘n’%\ﬁﬁfzﬁ FFIENA ke o

User Upload Crawler Disk AT 2%

Cassandra Redis BET LRI

taskID
Query & E
report

Analyzer Analyzer SEEETRE

Bx 9 ERHEESHEZ Winoows BEEEAIT RN ERFE LRKREE
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1 Ejn 48

kA BT A LA A (B 14) 0 R AR LS EE S 4

o) ;Lﬁm—kr'—r :
ld ik KR+ LRI FF LEF ﬂz-i}'éq% T pER > FREAA YA TATE

1R o MRk KR P m o = fAe r F il g B’»frCrawler
2 dIFE],}—J‘l," iié}%ﬁ'%?}m—}‘lf é.j_‘é Flwé\éa\*ﬁ'm*éj% i_]_l‘gql%"}‘,f é.fu‘:’ﬁj

Redis£ P~1 T2k u{s » £ 2 »Cassandra£ B~k R 7o 47 0 2. (85 8% o

~ ™

ST AR A Redils &
HAF 5 0 M7 48 BB HR T A% 3% 51
1
L] < >
BA T AR S 5]
‘ v Cassandra & Huts %
#“#j&ilf‘ﬁf‘z%d J T
(TaskID) N
5T A% AR
|—|
S Z |1l < _~
¥% % 17 NCassandra e é%'s' RAF
T AE ] A7 N Redis Cassandra

E% 10 E NI Z Winoows EERE T Ko Ein ¥ & T/ERE
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BB iR

M g s SR T & ’% B AE =48 ’;i;ﬁ—'ﬁé‘hi/%-*{mﬂ [ LA
AR o
S e AR $dpsudcode
secmap. rb Fate A TR ERARS AT G W% 15
startnutch. sh Frds e e B S f W% 16
NutchSlave. rb B RBEFpAFILAT S W 17
AnalyzerInvoker. rb RARPAR LR S il w20
common. rb B FHR oA 2 1 ivgs] WA 23
585 (TaskID)
invokeAnalysis. rb et AT B 2 S £ A A FREE WE 21
A o
putToRedis. rb Analysis input ~##PEF% W% 18

s TaskID 5 » Redis» I ¥ &z
P dhk RiRES 2 B aigd

# o

putToCassandra. rb Analysis input ~# #4h%x > ®W% 19
Cassandra °

getTaskID. rb invokeAnalysis. rb B~ ¥ i3 3%t W 22
Redis p e TaskID

getFileContent. rb invokeAnalysis.rb * TaskID = W% 24
Cassandra B~ F 4p $H B crfd % o

saveReportToCassandra. rb AR L VAR SR N W% 26
Cassandra °

getReportFromCassandra. rb ELAR SR Sl ek N L W% 25
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* Usage:
— . /secmap [start stop] [cassandra | dispatcher | nutch | ANALYZER NAME ]

* EX:
— ./secmap start cassandra mba-taint-1 clamav
$starttable = |
“cassandra”=> \ secmap ( cmd , roles(] ){
“, /cassandra/bin/cassandra”, if( cmd == “start”)

“dispatcher” => \
" ./dispatcher.rb”,
“nutch” => \

foreach role in roles
‘$starttablefrole]”

“./startnutch.sh” } else if( cmd == “stop”)
foreach role in roles
$stoptable = { “$stoptablef[role]’

“cassandra”=> \

“kill -9 ‘cat cassandra.pid’”,
“dispatcher” => \

“kill -9 “dispatcher.pid’”, }
“nutch” => \

“kill -9 “nutch.pid” }

else
do_error_msg();

R 11 secmar.re Z fE HEHS
T LB T AR T g S Ao 150 PR ksdg b e KA - BREHF LD g3 5
At W E AR efe £ (7 o [EFE 15 . /secmap R E A B BN AN 0B

LA GV P gl o~ R0 T A Bk AL & A% (role) t 1. )cassandra v A&k sLP * kR
= :El_ FoR A FrN TR 2. )dispatcher 0 * tiE i 1 iR A feeniz ) ~ 3 )nutch > & A&
SR RPCgR TR ch 2 4 ) L4 analyzer - # 43 A kP74 4T B - starttable
fe stoptable A5 B Hash PR B Mo~ h i IR ET - F9 &8 e {1
starttable #-fcds & SLiE 3 2 epefeBon it m“r;%' 7 end (TR 30 T 4% stoptable #-i% 1
AREEG R pRRB AR TR TR E S ERPTAAE RO T BER
starttable f= stoptable > ¥ M Ip BFfzd § B 7 | e~ it o blde: | /secmap start cassandra
redis > §{ ¥ 11— =t #-cassandra f= redis & 742 % o
YU RRE R R
(=) ¥ h it

cmd * A A& G {7 e 1T & 5 start fr stop & fddp 4

roles[] {74 % ﬁ?B # it el 5] > £ 5 cassandra ~ nutch ~ dispatcher ~

U A
= &=

analyzer( Ry |

Hu L f7dp 4 & start’ & & stop’ o
% roles A G chg B %“:bi“rﬁé {7 endy £ (stop & start) > A3 534 78 ik
(starttable # stoptable)dp £

Iy
—

I
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startNutch (void) {

nutch_inject seeds( ) ; startnutch.sh

4

#bin/nutch inject $dir/crawldb seed
whlle(1){

nutch generate URLS()
#b1n h generate $dir $dir/segments/ -top 100000 -numFetchers 100;
nutch get download fllename()

#s="L a s s $dir/segments cut - * " -1 19 tail -n 1

nutch fetch flles()

#1 $5 -threads 100 ; Nutch slaves call NutchSlave.rb

nutch update URLS()

#b

1753
1

B 3% 12 sTARTNUTCH.sH 27 B BT

startnutch. sh § # &3 & g:#-nutch crawler fx# I i% #& map-reduce s 4| #-R B | ch1
Tp @it A el A HEBEY od Mt nutch R AR ibenfeiper i e 227 5 2000 K57 § & adR
Ao et GRS s R E R T > AP E 1% nutch 4% B en AP F R e hr i 0 A
# % nutch R » Wb F T HPFFOPRE L KL -

YATE R 16 Rt

S = SRR

Seed: 2-¢ 5 % Banhsd  ~4 A PRBrdedn | (seed) ©

(=) nutch_inject_seed
nutch_inject _seed f 7 #-izdt e F ﬁig,] & e~ FALE (crawldb) > ™ { nutch 2 i
doipE T B RERT o B seed fhk b o

(z) nutch_generate_URLs ~ nutch_get_download_f1ilename
W&&d%ﬂﬁﬁﬁﬁﬂﬁﬁﬁﬁlgﬁﬁﬁﬁ Aok ks TR LB~ 100, 000
ERFT FH AL - BFREGHE (fetch list) » T R-2 4 i H LB Y

nutch_fetch_fl les 1% 5 » -

(z) nutch_fetch files
FRypP~ 7 chiF R PG H > % mapreduce ¥4 % ~ e X & - slave ! g R Beeiage (Fo
M B % slave BIRE~D|F TR 0 IT € 3117 NutchSlave. rb #A4h % 33 FHE
? oo

) nutch_update URLs
#-% nutch_fetch files 43 & K enfrid F4e » FREFHE » £ 372 RERF OF
2

(

14
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class NutchSlaveCrawler{ NutchSlaveCrawler.java
public NutchSlaveCrawler(String filename){

Runtime rt = Runtime.getRuntime();
Process proc = rt.exec(“NutchSlave.rb "+ filename);

}
}
NutchSlave ( filename )
uid = generateSecmapUID( filename ); NutchSlave.rb
commandsTable = loadCommandsTable():
result = "~ $commandsTablel ‘putToCassandra’] UID:${ filename}’

if( result )

error_handle() ;
result = "~ $commandsTable[ ‘putToRedis’ ] UID:${uid} priority:2°
if( result )

error_handle() ;

Bl 13 NUTCH Z [R#A1EY#: DL &2 NUTCHSLAVE.RB
%‘;’ A fa &8R4 {7 nutch 4 0 1 & BE(nutchmaster) i § p $ #4977 {7 eh1 iTA e 1 'h
o Bh(slave) e | ofeBrends iF o NPT nutch 9427885 > A R B~ adhe A 4 »
NutchSlaveCrawler() » ¢ & #f * JAVA #% i& <9 Runtime % Process & ;% E 3 3 7
NutchSlave. rb> I #-fe BoT &k el T 4% & i B S 8ico NutchSlave. rb f § ¥4k @ 1 54
T sE 7 17(NutchSlave. rb) it
(=) %8
filename : Nutch #r#f BT &k ek L4 -
(=) B At red generateSecmapUID » 3+ & Ik o MD5 2 SHAL & > £ 4 b phk A £ <
T E ek - 2wl (UID)w i@ o
(=) #£FJ1* loadCommandsTable()B~F & i Ji 3% B iz ¥ o
(z) *2% ## commandsTable NutchSlave. rb £ 44 7 putToCassandra #-# % M % 2 fH15 »
W E .E.’%\ﬂ‘ ‘}'E-F\ °
() ﬁ‘wﬂ?* putToRedis #-4 % s — i uldy » 2P LiEen (vix7] > % FA4 Bie
9 o
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putToRedis ( ARGV[]) { putToRedis.rb

( priority, taskUID ) = (ARGV[0], ARGVI[1] ) ;
redis = Redis.new( :host => REDIS_ADDR, :port => REDIS_PORT );
ANALYZERS.each do |analyzerType|

redis.rpush ( (analyzerType+":"+priority) , taskUID );

end L

Connect to Redis

Input value

Redis queue name

B % 14 puTTOREDIS.RB 7 R EFHE
pt 4238 putToRedis. rb & % »t#- taskUID 245 7 I chig L8 & (priority) s » Redis Queue
Boo b A kBT e 17 B A 2 - i Redis Queue(#¥F 3 F chpriority) - EX: §
APFEAfAE B a AL R TR SABLAE > Fl - £ 5 6 B Redis Queue °
PRLE'S 1 EA kR ey
(- )%#i &
priority: # &L FROBELE > FpFy E_Redis Queue & % - R4 o
taskUID: o &7k #rA A n D> @ A4 3 Z R 8% ) F i MDb 2 2 SHAL » &
LRk S SEE N T
(=) @ 5 7| Redis server> # # % #kREDIS_ADDR f= REDIS_PORT 4 %] 4 IP 12 % port >
EX:1.2.3.4 4= 10001 -
#-pt taskUID i%5:8 redis. rpush 2 » #75 » 47 BAp R B L B 7 Queue ¥ > 1 F e AB 4 47
Eb o B RAR G 3P R € taskUID 2 » A3 12 2 B3 e Queue ® -

=24
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putToCassandra ( ARGV [ 1){

conf = parseToHashTable( ARGV[] ): putToCassandra.rb

client = Cassandra.new( $KEYSPACE,
CassandraHosts.pickAtRandom( )+’ : '+ CASSANDRAPORT) ;

fileContent = new file( conf[‘filename’] ).read: value

id = generateSecmapUID( conf|[‘filename’] ); /P

client.insert(:SUMMARY, id , {“content” => fileContent);

client.insert(:SUMMARY, id , {“filename” => conf[‘filename’]);
client.insert(:SUMMARY, id , {“source” => conf[‘source’]);
client.insert(:SUMMARY, id , {“fetchTime” => conf|[‘fetchTime’]);

Column name

) — { N\

super column (column family) key

B 15 PuTToCAssANDRA.RB 7 [ (&t HE

s 423¢ putToCassandra.rb «hiE* E BB afhk LA~ BE R ~ fhE kR 2 %

3 §;3>wﬁﬁi§_ﬁ o

T ety BRI 0 ol 19 4

(=) B L > %538 parseTollashTable € ARGV[ ] P B~ F A A FH 5 /% 24 &
R @R o

(=) L koo@miFHRE - H ¢ Cassandralosts. pickAtRandom()E_* kg 3| 7 fo e 42
Bowi@aEd @- FRESN P #a - pnd i inR R fgiey A0E - 544t
TR o

(=) PR

(z) A4t % N % 536 generateSecmapUID() & # Ap¥t e ID» @ & 2 3 2 Pl E_45 % p
% 1 MD5 2 2 SHAL » % - Jﬁ’fﬁ@ﬁx?é-ﬁ B fEEL A E

(3) B {51518 client. insert k¥ 7 #L & 4 $ & 4F = (super column: SUMMARY f= column
name:content---etc)# » 4p ¥ ehiE (value) °
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Analyzerlnvoker ( analyzerName ){
commandsTable = loadCommandsTable();
while (1) {
taskID="$commandsTable| ‘getTaskID’ ] analyzerName: $analyzerName"
1f( taskID ) error handle();
result = "~ $commandsTablel ‘getFileContent” ] \
taskID:${taskID} outfile:a.exe’

1f( result ) error_handle();

analyzerConf = readAnalyzerConfig( analyzerName );

result = “${analyzerConf[ ‘COMMAND’ ]} a.exe’

1f( result ) error_handle().,

result = "~ $commandsTable[ ‘saveReportToCassandra’] \

log:${analyzerConf[ ‘LOG" ]1}"
1f( result ) error handle();,
}
Bl 16 ANALYZERINVOKER 7 B R 1

AnalyzerInvoker f F #-A {7 BE FA2k > p B AR ER/ELHNET L4 R L RSG5
Tk e AT B RATE N TP (4! ~/ana1y51s) » &2 B4 config 4% 3K fad A
1B MU Z LG o (T USRI F o T M 20 Bt

(=) %8 &
analyzerName * “T& {704 47 % & 4L
AnalyzerInvoker ¢ %34 {7 loadCommandsTable B~{% & i API eiz ¥ o

(=) # 7 readAnalyzerConfig » #* Sn#cs #7447 B config 3%k T edrA 1T BH 73 4 2
4 =% o 7 getTaskID API - o API € @25 % redis 1 f‘t‘fff'l R CE I {5
ArE & o rengh % UID -

(=) BB UID e 2% getFileContent /¢_cassandra B~# 4% ) 5 » I ik
[ERA - I

(z) 95~ +7 config B~ 18 en#4 17 = ;% » AnalyzerInvoker ¥ *4 4] * invokeAnalysis API
e 3t BREFACK > TRFL TR RS 1T BAS S80
() # {5 #¥ v saveReportToCassandra #-4 73F £ &% 5 + Cassandra ¥4 £ o
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command = getCommand()

filename = getFilename()

analyzerPid = fork{

}

Signal.trap("SIGXCPU") do
timeout()
end
Process.setrlimit( Process::RLIMIT CPU , CLEAN UP TIME, FORCE QUIT TIME )

“#{command}

Process.wait(analyzerPid)

Bl3% 17 INVOKEANALYSIS.RB 7 [ (R

invokeAnalysis.rb € f&fckcd A 47 BT F i £ R FAdraugd T L S8k ¥ fork
SIS & SR Tl i d =4 S AR L= VAR L S
TR R E S 21 RAGEE

(=) %8 5

command * 4 7 4 37 F AT & {7 edp £

filename : *7& & 47 k% & H-

invokeAnalysis. rb 1 7 getCommand() ~ getFilename ()& 5% 7|~ 18 & 47 B4 {7 4p
£0E FRIN R P

BF® forkOdp 4 flig &1 - L ZFeniF 4L 7 4 97 o

SOWLAPBRETR A JALFTRA BN ARLE D As s BEE LY E14
7B 7 o Flt A4 * setrlimit()F T CPU time &4 -

B AAR AR TE KA E p &g D SIGXCPU 5L T B g% 742 » SIGXCPU A%
- BERATREY EACE L AREF 0 R S FARDEL o AP
Singnal. trap()2 $&2~ SIGXCPU 31 55 > ¥ 3 {7 timeout() e &4 17 B3 (7 ek i o
F 7 command #-4 7 BiF (T4 Kk o
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getTaskID (2rcvi] ){ getTaskID.rb
conf = parseToHashTable( ARGV[] );

redis = new Redis (:host => REDIS_SERVER, :port => RIS PORT),;
for i € 0 to LOWEST PRIORITY {
if( taskID = redis.lpop(conf[‘analyzerName’ ]+i.to_s) != NULL )
break;

}
if( taskID == NULL ) printf_exit(“all task done!”);
return taskID;

B ¥ 18 GetTaskID.re 7 [ EEAE

pA25¢ getTaskID. rb #j¥ Redis ¢ B~di- ‘& TaskID- # @ »Redis % - Queue sHF 54
et %?EU 7T A R (priority) et i ;@ TaskID RIE - 2% Kk 339 FHE 0 key » key

é_ i% %%t putToCassandra. rb fep 3P o

TR R G

- )F £ » 1518 parseTollashTable £ & _ARGV[ ] p B~ 447 B & fi(analyzerName) -

) i 7| Redis servers & ¢ % #icREDIS_ADDR 4= REDIS_PORT 4 %] % IP 2% port »
EX‘l 2.3.4 4= 10001 -
(=2) & For = B]p ¥R A {;ﬁd redis. lpop() kK p B~ Redis ® eh— L FH - KIEAL A B

Sk Be > BoiF (s B e F] o

Ris% > » @ taskID & ¥ 7 Redisp © & taskID ¥ g1 v & -

(
(
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ENV['ANALYZER_HOME'] ="/home/dsns/analyzers"

ENV['SECMAP_HOME'] ="/home/dsns/secmap-run"
REDIS_ADDR ="192.168.100.109"
KEYSPACE = "SECMAP"

CASSANDRA =["192.168.100.111","192.168.100.112","192.168.100.113"]
CLEAN_UP_TIME =420 #7 mins for clean up time
FORCE_QUIT_TIME =600 # 10 mins force kill analyzer

def loadCommandTable()
rbList = 'Is #{LIB_HOME} | grep .rb’
rbList.each do | command |
Scommands[command[0..-5]] = "#{LIB_HOME}/#{command[0..-2]}"
end
end

def generateSecmapUID{ filename )
content = File.new( filename ).read
id = MD5.hexdigest{content)
id << Digest::SHAL.hexdigest{content)
id << File.size?(filename).to_s
return id

end

B 19 common.rB Z AR

common. rh &gt ik ek *® HRK R E S0V R o 1 Ap B Ehfz st 3R JF A4 2 common. rh o A & &
Dz BmA
F oA {ﬂ* BRE LR AAORE R GERLEF RSB - e o F R
7ok AR BB IT S 2 4T BELT o
”‘—‘ %M\ EE I G SR G Sl S I m?’ifi TPER T AT SR R R
bl4e : cassandra @ ELER ¥ - redis @ ERAERL R o

L P S A ot ok i S ,‘msxl;\&c‘ S FRE R o RPN L

’:

loadCommandsTable 2 & # % %t %45 7 generateSecmapUID % -
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getFileContent ( ARGV[] ){
client = Cassandra.new( KEYSPACE, getFileContent.rb
CassandraHosts.pickAtRandom()+": "'+ CASSANDRAPORT) ;
vaule = client.get(:SUMMARY, $conf[‘taskID’]);
analyzerPath = ANALYZER_HOME4"/"+$conf[ ‘analyzerName’ ]
file = File.new(${analyzerPath}+”/"+8conf[ ‘outfile’ ], ' w’);
file.write(valuel[ ‘content’]);

B 20 GeTFILECONTENT.RB 7 [ B HE
st 25¢ getFileContent. rb #: R 3| FALRE =Y > ¥ 58 tasklD kBT % > RSB E 5 &
Ip TEAL »
IPRLES BRI Sua
(=) Bho@MmI PR > 2 ¢ Cassandrallosts. pickAtRandom() &% i 3|7 Fe 3L
Boow @i L im- FARS PR B AR L T nE NS A TE - 58
TR L o
# i client. get() & 312 2 taskID FAE? BB E -
K ETA AT Bepe s o 4 ANALYZER HOME fr analyzerName (= > 2 {5 &5 fh & g 4
%%Eﬁ%ﬁ1°
(z) K TAHF R FEIS 0 d analyzerPath froutfile s = o
() B R B~ (2 )R e o
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getReportFromCassandra( ARGV[]) { getReportFromCassandra.rb

( taskUID, ANALYZER_TYPE) = ( ARGV[0], ARGV[1] );
lient = Cassandra.new(

+:'+ );
report = client.get(:"#{ANALYZER _TYPE}", taskUID, "OVERALL");

return report; \,

Connectto DB key

B % 21 GeTREPORTFROMCASSANDRA.RB 7 [ BRI

¢ 42 3% getRepor tFromCassandra. rb 25 taskUID f= ANALYZER TYPE & &5 A& # B~{¥ 4p
ket -
YATE REER 25 Rt

(=) %8 5.

(=)
(=)
(z)

taskUID: d ~ 474 A 2 0Dy 22 2 2 Pl E 845N 5 v MDb 2 2 SHAL » & -5
FARR B L R R A
ANALYZER_TYPE: A 4% B e #45  k4hut S8k B w2 2 -

@I FARE > B¢ Cassandralosts. pickAtRandom() Z_* &g 3| 2 fr e FHLE > w
B d E- THEDIPEH > phd 30 RENHEI AIE - S AEGVPT R
B+ oo

%8 client. get()& 4 + taskUID %2 ANALYZER TYPE % B~@4p %t/ R 2 o

o ErEA L
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saveToCassandra ( ARGV[]){ saveToCassandra.rb
( LOG, taskUID , ANALYZER_TYPE ) = ( ARGV[0], ARGV[1], ARGV[2] );

report = ‘cat #{LOG}" ; Read log from file
client = Cassandra.new(

+e );
client.insert (:"#{ANALYZER_TYPE}", taskUID, {"OVERALL"=>report}) ;

Connectto DB Super column key column

B3 22 savETOCASSANDRA.RB 7 [ BRHE
st 425¢ saveToCassandra. rb & #-Log( 4 178 16 efdf £ ) TR E ¢ -
YT EHEIE 26 R
(- )%#i &
LOG: & 35 » e log egs S o
taskUID: d ~ 474 A 20Dy 22 2 2 Pl E 845 5 (v MDb 2 2 SHAL » & -5
RCE S SR S N R S
ANALYZER_TYPE: A 47 B enfhisf &4 > Rypt S8R F W42 g5 o
A HPREEFAEEE 0 B3F linux p 245 4 cat kFEdRE o
@I FARE > H ¢ Cassandralosts. pickAtRandomO) &_* ki 3|7  enFALE > ®
BohEd E- THEDPra > P i i mgaiizg Ls - 2ot
B+ oo
#egg L2 3 o~ FAHAEY o 5 client.insert() k ¥ F # E v 4p # & = (super
column: ANALYZER_TYPE 4+ column name : OVERALL )3 » #p ¥¢ <& (value)report @ taskUID B £_
key °

N N
Iy
—

I
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i A

ORI AARAPTN A T A AR - BR S o BRI ARG PRl
TEMEAAR G PR E B BRI AR R R o R a4 B Y
ClamAV  ClamAV % - % B Rbeib il 4 i > * R Rl E R 08 > i » »an
PPRE o B kTRt a3 By @ % Intel(R) Core(TM) i7 CPU #jie 16G sze it o &
PR A s B E - 2 ClamAV 2 = 2 ClamAV: & & 8 3t 7 ClamAV
AV F AT L AP AR NE L R A K 22000 £ 0 1 & 2 Windows
¥ iy 4 AR (exe)fods i B R S Al

ho@l 4 285 =R Bk H b 7 ClamAV A 45 A0 £ F 992 A 4852 % 22,000
BAnR o & H 7 ClamAV 4pt > & G st e B 4 8 - 2 ClamAV > & 3 £ 1,110
A EBRIL % 22,000 B A% RS G L B 37 ClamAV 67089 1 - 1 FA fie 2 &
R OBMER10% H AR ES L o a R kAR fie e ClamAV pF > R F T
282 &4k 0 I ¥ EIE R 230 22,000 B AL % 0 BRI L H B F ClamAV 135 2
M A E - 2 ClamAV 939 B - AP ERIT R A Y B 4 B 0 T UEP kA
Rk A fe s BEE GRS ERMRFH0L B .

R% 27 5009 %5 50 A 48407 B #ichs S Bl 199500 BI7 5@ bk sudoei ¥

FE TGRS R oA R MR TNA D RGPk e 7
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AN

W‘ﬁIﬂEF?ﬁU BRlB TR

1Larilal

E#% 26 BN IHESERASHERTE
Nutch?ﬂE&l,..

AT\Y

SEETFER
secmapEIEHE

i HTBE

,..HE@*T B ffﬂﬂ%

B 27 éﬁﬁl@m?%éﬁz“ﬂﬁﬁl
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cee

Mozilla Firefox

<

@) file:/yhome/mb... hemifindex.htmi g

&> (8] fleyhome/mbaypublic_htmiindex.htmi

v [4g+]

Report for logs/ntdelect.com.log

BOTH:+ > HKEY_LOCAL_MACHINE/SOFTWARE,
/SHOWALL/CheckedValue 01000000[4]

OUT :+ >07c508

OUT :+ > HKEY CURRENT USER/SOFTWARE/Microsoft/Windows/CurrentVi /¥

urrentVi er/ lder/Hidden

C:AWINDOW: 32

\kavo.exe

ek Dif Scannng —
//$Bitmap
" s

and dat

and

/Dy ocal y/History.IE5/index.dat

/D and ocal Settings/Temporary Internet Files/Content.IE5/index.dat
/Dy and ocal Settings/Temp gnb7.dll

/Documents and Settings/dsns/NTUSER.DAT

/Documents and Settings/dsns/NTUSER.DAT.LOG

J//$LogFile

/ISMFT

/ISMFT:N/A

* [FORPHAN FILE-/lang-1048.dll

* JORPHAN_FILE-flang-1110.dll

/WINDO' eDistr

/WINDOW!

/WINDOW: ‘Distri
/WINDOWS/system32/config/AppEvent. Evt
/WINDOWS/system32/config/software
/WINDOWS/system32/config/software.LOG
JWINDOWS/system32/config/SysEvent.Evt
/WINDOWS/system32/config/system
/WINDOWS/system32/config/system.LOG
/WINDOWS/system32/kavo0.dll
/WINDOWS/system32/kavo.exe
J/WINDOWS/WindowsUpdate.log

e.edb
ogs/edb.log
ogs/tmp.edb

wincab.sys 3000 \??\C:\WINDO' 32\wincab.sys

sleep 30
Init

dump_mem
=r0_in exec winReg.exe -R HKEY LOCAL MACHINE\SYSTEM\ControlSet001\Services
=r0_in exec winReg.exe -R HKEY_LOCAL_MACHINE\SOFTWAREMicrosoftWindows\CurrentVersion\Run
=r0 gl exec winReg.exe -R HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\RunOnce
=r0_in exec winReg.exe -R HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion
\RunOnceEx
=r0_in exec winReg.exe -R HKEY LOCAL MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion
\RunServices
=r0_in exec winReg.exe -R HKEY _LOCAL MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion
\RunServicesEx
=r0_l'ln exec winReg.exe -R HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion
\Explorer
=r0_in exec winReg.exe -R HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Internet Explorer
=l:r0]in exec winReg.exe -R HKEY_USERS\.DEFAULT\Software\MicrosoftWindows\CurrentVersion
\Explorer
=r0_in exec winReg.exe -R HKEY USERS\.DEFAULT\Software\Microsoft\Internet Explorer
=r0_in exec winReg.exe -R HKEY CURRENT USE! rentVersion\Run

=r0_in exec winReg.exe -R HKEY CURRENT _USE! ws\CurrentVersi Once
=r0_in exec winReg.exe -R HKEY CURRENT USE! urrentVersion
\RunServicesEx

=r0_in exec winReg.exe -R HKEY CURRENT USE rentVersion
\RunServicesOnce

=r0_in exec winReg.exe -R HKEY CURRENT USE! TentV

=r0_in exec winReg.exe -R HKEY_ CURRENT_USER\Software\Microsoft\Internet Explorer

=r0_in exec winReg.exe -R HKEY USERS\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

=r0_in exec winReg.exe -R HKEY_USERS\SOFTW: icr rentVersi Once
=r0_in exec winReg.exe -R HKEY USERS\SOFTWA d TentVi vices
=r0_in exec winReg.exe -R HKEY USERS\SOFTWA T urrentVer

=r0_in exec winReg.exe -R HKEY USERS\SOFTWARE\ urrentVersi OnceEx
=r0_in exec winReg.exe -R HKEY_USERS\SOFTWA entVer vicesExX

=r0_in exec winReg.exe -R HKEY USERS\SOFTWARE\Microsoft\Windows\CurrentVersion
Onca

Done

) Mozilla Firefox
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