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Abstract

Internet is a heterogeneous network consisting of various network environments and computer
devices. The heterogenous network may includes wired networks, 3.5G mobile networks, Wi-Fi
and WIiMAX wireless networks. On ther other hands, computer devices may include personal
computers, laptop computers, smartphones, netbooks, tablet PCs. Although mobile computer devices
provide convenience and efficiency to both work and social life, it also introduces new information
security problems. Many government agencies (for example, National Security Bureau, Chung-Shan
Institute of Science & Technology, Ministry of Education, etc), research institutes (for example,
Institute for Information Industry, Industrial Technology Research Institute, etc), private sectors (for
example, D-Link, Alpha Networks, Chunghwa Telecom, Acer, Microsoft, etc) and general public may
have experienced system compromise or privacy breach despite of lack of system, network and
software security awareness. Since the current commercial tools failed to provide sufficient security
test and analysis, this project is aimed to study and develop a heterogeneous networks penetration
testing platform to provide such functionalities. The security test services provided by the developed
platform cover four main categories; they are network penetration tests, system penetration tests,
software security tests, and user security awareness tests. In the year 2009 to 2010, we have
successfully developed 16 security test tools that fall into the four main categories. We have also
published numerous publications including 7 international journal papers, 5 international conference
papers, and 4 national conference papers. We have also submitted applications for 3 international and
2 national patents that are currently under review. As for industrial cooperation and services, we have
successfully provided three information security inspection services and established 7 corporation
joint research works. The cooperation and services have generated 7 millions of dollars to the account.
In the year 2010, we started an online security test service on TWISC@NCTU website. Up to current
date, the service website has over 150 thousands website visit counts. Using the developed platforms
and tools, we thrive to provide various information security inspection services to government
agencies, corporations, and technology based private corporations.

Keywords: heterogeneous networks penetration testing platform, network penetration tests, system
penetration tests, software security tests, user security awareness tests
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Module
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Results Analysis

Testing Request

Module
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Report Response
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Bl 4-3 5 WSBW thg F %6 > ¢ @ drJavaApplet £ 4 & sieni & 4258 >
v Ui is B JavaApplet RiE TR KT AW T BT BLE
Start: B 4515 R

Statistics : &R FmiF 2 (BRI L {57 i)

More Details : # & % o8k (LB % ﬂ%ﬁ%?*)o

Report Problem : w 3% i¥ 3845 5 SLg 1L R o
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Erwisc Test and ion - Windows
G- (@ iminaas -)[Bi% x| 8 |-
WRE REE WAV FOREQ IAD HEH

o BAURE | @ TWISC Wi sbscber Bandwiin Test nd Weak..

=

1 - FEE- R2EO- TRQ- @-

Hits on this page : 1518

TWISC WiMAX Subscriber Bandwidth test and Weakness Detection Web100 based Network Diagnostic Tool (NDT)

Located at NCTU Wireless Network Lab
‘This java applet was developed to test the reliablity and operational status of your desktop computer and network connection.

Tt does this by sending data b ur computer and this remote NDT server. These tests will determine:

© The slowest link in the end-to-end path (Dial-up modem to 10 Gbps Ethemet/OC-192)
© The Ethemet duplex setting (full or half)
o If congestion s limiting end-to-end throughput.

It can also identify 2 seious estor conditions
« Duplex Mismatch

o Excessive packetloss due to faulty cables.

A test takes about 20 seconds. Click on "start" to begin.

TCPWeb100 Network Diagnostic Tool v3.6.3
Click START to start the test

START Statistics More Detail Report problem options...
Ll

Bl @ waE - Riow -

® 4-3 ~ WSBW 3 7

BE S AR L N o AP R AR B R B R L RH
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(& TWISC WiMAX Subscriber Bandwidth Test and ion - Windows =&
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BRO #HO #AY SHEEW TAD HHEW
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TWISC WiMAX Subscriber Bandwidth test and Weakness Detection Web100 based Network Diagnostic Tool (NDT) ~ *

Located at NCTU Wireless Network Lah
This java applet was developed to test the reliablity and operational status of your desktop computer and netiwork connection.
It does this by sending data between your computer and this remote NDT server. These tests will detemine:

[/ Detailed Statistics |E=EER )
o The slowest linkin the end-to-end path (Dial-up modem to 10 Gbps E e e e T=]
& TraBiherfet iiplex st (Rl o7 it (Checking for Middleboxes Done.
o If congestion s limiting end-to-end throughput. (Checking for firewalis Done.

running 105 outbound test (clientto-server [C2S]) ... . 24.92Mbls

lrunning 10s inbound test (server-to-client [S2C]) 86.04Mbis

Tt can also identify 2 serious error conditions
----- Client System Details----—

o Duples Mismatch 05 data: Name = Windows XP, Architecture = xB6, Version = 5.1
o Excessive packetloss due to faulty cables ava data: Vendor = Sun Microsystems Inc, Version=1.6.0_22

- Wil 100 Detailed Analysis -

A test takes about 20 seconds. Click on "start” to begin. [100 Mbps FastEtheret link found
- - ILink set to Full Duplex mode =
TCPAeh100 Network Diagnostic Tool v3.6.3 INo network congestion discovered.

Click START fo start the test 5004 network cable(s) found

INormal duplex operation found

** Starting test 1 of 1 ™

Connecting to *140.113.87.235'140.113.87.235] to rurliian1 00 reports the Round trip ime = 3.77 ms; the Packet size = 1460 Bytes; and

Connected to: 140.113.87.235- Using IPv4 address |y packet loss - but packets arrived out-of-order 0.13% of the time

Checking for Middleboxes Done. rhis connection is receiver limited 27.62% of the time

Checking for firewalls Done [This connection is sender limited 70.05% ofthe time.

running 10s outbound test (client-to-server [C25)) ... irhis connection is network limited 2.33% of the time.

running 10s inbound test (server-to-client [S2C])

The slowest link in the end-to-end path is a 100 Mbps ien100 reports TCP negatiated the optional Performance Settings to
ere’s no other traffic blo DYF NBtwOrK IRFC 2018 Selective Acknowledgment: ON

[RFC 896 Nagle Algorithm: ON

Ghick START 0 re-isL [RFC 3168 Explicit Congestion Notification: OFF
[RFC 1323 Time Stamping: OFF
o[ J|RFC 1323 Window Scaling: ON; Scaling Factors - Server=-1, Client=-1
START Statistics Mol L
—

< I »
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800 Web Server Vulnerability Scanning System

- @ - [+ ‘ehttp f Nocalhost/~kentwelcome/ G] (Q' Google )

EE  ISLabv Coursev #E#M > blogy Google ¥# Google BHi#E .z Trend Mic...ss System . iTrend CommUnity

Web Server Vulnerability Scanning I

System
Home Page Scanning Option !
|
Scanning Host Target Host: [enthuedomw }
— I
View Result (Submic) U
User Account m&
Logout
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Android Malicious Web Page Analyzer

Please Input URL

Input URL Here

URL: http://140.113.210.231/~whitescars/android/malicious.php

Risk Assessment:
Medium (This site is listed as suspicious!)

Details for advanced Android user:
Sensitive data access - Cookie
Wirite after sensitive data read
JavaScript function is disallowed

Bl 4-6 -~ Android & %2 ER 2T HRP1LE2Z 2T ETH o

Android/Java J& * #ict8 % >k )1 £ (G-exploit)
A a 2009 & BEF 7 Geexploite v p it b Java 2N F 2B TR
Iz L~ B8 DR ENRE FEFHFEZ L - GexploitfX F fE

FEF s ¢ 35 java B 4B ~ jar % ~ class #% ~ android £ dex ;}é,;r» G -exploit &
gzxﬁﬁwﬂﬁ’?%%%xfﬁiﬁimkhnai%f&zﬂuﬁf FIR AR
FrAm R RE o 0 ST E R b amt B TRt L & 2010 # o L Apea

& G-exploit 4@ _F ¥ PIPRFE > & '“ﬁ Vi 3 TWISC@NCTU xR
G-exploit 1 £ > 5% Web = ;N F @Rz sG> WG 5 i e ER %7}@
WRILE > FTREH P TUEEIRPRIEEE o F 1 R EORPIEFEE
TR R L ok nfRii BATAER o ORI I I R ;E!s
Pl E mF'aﬁ_ v B re M AERIIRIR BT E e EE M E K RT

R Ak "-;sﬁ P*E # T E e * G-exploit “ri!tl PR 5% o Android/Java & *
THL2RFHRPIL L 2T HTE e 40B 4-7 77 o
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Introduction Online Testing Reference Link Comment Board

0B A G-Exploit (Android/Java Application Vulnerability Testing Tool)

EEERRERAINE (TS java source , java bytecode, jar file, android dex file)

java bytecode ass)
jar file : (*jar)
android dex file : (*.dex)

BRI R : 608
g [mEE= | ppmpn
Ersigil
% v 2R E A R RS RN ENRESE
i v STEBEST BREERHEREESER  ESFAUBLHEER
= v SR A BHEEFECESERRETANEHSEFUIENEXRR
- 7 PR E = EXAEEITNEREHEE - TSRNTENLEER

Bl 4-7 ~ Android/Java & * i< 2 REFHRPI I EZ P EITE o

RELA) A F >R R R

PR A% 2R3 5 (Phishing Awareness Testing, ™ f§ f- PAT) &
- R BACZARZ ,&Fé%é EJl ° PAT % ﬁﬂ%sr%%’e—,a“?m?& B R R ke
g i*ﬂf%‘fkﬁx £ 4 ek ;:—e BE 2 AR R g DA e
oE g VERG BT RRAL B T A A AT R

PAT ch LV A S8 2 & 22 D % F f (Web Interface) ~ 47 4. 7 i#
A4 R (Phlshlng Mail Generator) ~ #iFl3r % 2 42 £ (Report Sender) {ri s re‘ *
FAEE TR AGRTRL LR AR 4- 8 0 R T FERT 6
PAT i %3 #5 ~ ¥ SRR he 5L Q RenFEHAGE VEBEFARZ 2LERR
B o T wm ke PAT ¢O& it 2 gy

»

=
(1°)
(o

R S e Databse
. D
PV\'\S“‘“Q mue‘"" iy

00 ¢ =] i

/ ) @D

Send phigh; Phishing
ng majj—__| .
— Mail |«
\ Generator
Se,

Report
Sender

Bl 4-8~ fped) b % 2 LRI 5 (PAT) 2k SuZF K3t
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(1) #F % (Web Interface)

PAT i 746 (4cfFl 4-9 97 ) dk i * ¥ pRlid iR s IRk o 45

FF 45 B i H "F*f'» A PAT ko sizip p e o E-mail 480 PAT k4t ¢
wiE - HRFER I ’?_]" P20 E-mail 34 0 '}FEE;:.\.; FHE >R ERPIR
jZ»mre’ * —‘F*f = 3%

i

3 TH»#@Z}i A ol @ILFEZ R H 'ﬂF'f R ¥y BR e
(= IR B ERNE~

7 1=
?ﬂ’liﬁm@w%%%ﬁinﬁﬁﬁﬂ°

Gy

phishing awareness testing

Welcome To Web Service

U6 SR WA T B

B 4-9 EEL4d % 2L BBR I EGR] 46

~—~

Phishing Mail Generator)

éf’#‘;l% PEFEPRZH AL BRI ERARIFS R

g 13 i ré?*ﬂg arﬂ410”’%—‘r°f*f]%é%fip\g*

%%lﬁﬁﬁi%i%@’$%¥ BLIF T 44 Aw’ngHjﬁj4
LEE & HH4E &érsfi E LAY € X4 2 e php

Repl SH] o ¥ KRB R I HE MR T "Tpagm’kﬁt PAT

4 ‘_‘@ig BERASNEE RIS T 2 FLE? 5 I iE L F LR .ﬁm

PR L 2 54 T -

24
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@ F S Rehiaah a4 36 kAL (Wargame)

) Gmail - D2 EHEREF M - bortingehend gmail com - Mozilla Firelox
WRE WHE VRO B2Q FWE IRQO REE

@'C’ & (M My SRR E

Google v R L@ - E - M- EAE b8 - T BB - &
Mo—ﬂ DIAGEREGREERE~
sl

e D2RREEGETERRE o |
Ui By AP ARSARE P 10 me

@ BrEABARBRBDD

etalls Aug 17 | 4 Fopy | v

B
5+ BSRE REBESF - AMMERE AP MATROOTHEF ASF ST  AERBE S s
FodEx FFRXECH 4R
BERREWED LW - d;‘?ﬂjﬂiﬁx#mtﬁ GE@ B b L :ﬁﬁ?ﬁ!’li‘ﬂ&&ﬁt s
) A g&?}l’lﬂﬁ HERH AR ITIE
S i ke
FRiiA FABESA (D
 ETEEEAEY R AREASE L B E -
S T A AR O e
HEeeiE Q)
WAL W)
FRIE B
s S o unvemy AR
IR

5 P4 1k

Bl 410 £ dnit 34 Bag2 52 (77 @83 PAT ki 4a%)

) w224 E (R eport Sender)

WwRldRE A2 B g ad NAAIRE > RBRURTHEPN g3 ¥
+§u&%?ma%’;%%**ﬁ%ﬁfwyméﬂ' g R o
WPBIFEL A2 B g RiTir2 E X o * —‘ﬁF’“)eﬁ# P A2 {ry%‘{zgﬂ—‘ﬁ

(#/™ %) rfnes g %(*@w ) RREER SRR (£ )
%Wfﬂkﬁlﬁﬁﬂ 2 338EAT o

(4) = F 4R (Database)

BARTAEG F e b8 A% 2L ERRIR T F Dl TR 2 0
LNRFEECHE T G HATEEAEE o FRRES § B PAT
KPR e 34 B8 m;{i% & FEERET  ERARRUBF RS
oL RS AL BFERAERLR T FPnEY T

Wargame # i & /83 [ 531 & § % LR AR R T H A S b B

2T L EEF E AU LRSS 2P a2 e
“ Wargame & 5 (2% * F A% - BiTE k) & Wargame T 5 Y G B
WELL  EF R F NG - PRI E o FFd S8~ Wargame T

pr

S?EE:'MJ‘_LT e EE - RN R U)o A TR K P

ok “Pré e —‘ﬁe\ﬁﬁ’»f BB IR k Suehroot 5 > &g & k3L Crash v »

B EREH LR ‘F!]zmkf’f”; £ Wargame T [ e (7 o % i B 548 E o0
snapshot 7 it > PR Jg R iR R X 4P A AR TR niTE KA T B
H - BECE P TRE > 2 SR S EE B FAF R - - Rk adF
Wargame & & g 2 4 > b {4 o & Wargame T &4k i - B 2AT0%E 4R 0 3R
F Fasge- BLE D %wﬂlﬁ TRl R L RN E a4 0 T Y T

L3 ~aigp > Ss LSHFL 25§ BABDA R RN 2PE R @Y

=

p

#—‘ﬁ—x I(Ff ﬂb 4 I‘]p 5

%,

<iiwf.%§m%EM41%ﬁo
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Root :: Attack

Basic Buffer Over Flow -- normal

B 4-11 -~ & * —*ﬁ.&wﬁ;:ﬂf Be IR k2 P IEITE G

® 356G EE AL

35G FH AR BBkl LA - 22 2 B3Pl ELHIOEL LT X R
F AT AR o R B R R E 2 ek Rl r4F G 60 35G (T AR 2 B e a0 1
S e H R R A 2o P 5 a ko g AR C 44@ % Windows XP
e Windows 7 5 it % & 32 35G Fd %% > B 1 - 2 A3 VNC @z ez
ZEfRll Koo VNC B s A# - 1 EHEpd % BB FRE s
i 0 MY ’l‘ﬁ/F ¥ 35GC " KB e i’~/7§2ﬁ/?l@é‘

VncViewer

1) PT reque

Admin.is aware of the iy
testing o
Administrator 3) PT report %
—n Server
~ ’,\,/ %
\unﬁ“a‘:e b@q %
- & %
" o 5
ya (o
» |
VncSever Q
*Victims are unaware of the testing
= VncServer is downloaded & installed VncSever
via a fishing link VneSever
Bl 4-12 ~ 2 VNC sz s 2 A #1356 {7 PAERAILE

B 4- 12 Bom 2 VNC i@ R o A #R S e Rl 1 & chgf 4o 0t 2 4 ]&ﬂ I
$F AR LR R ERRIH A VNC B Az (VNC backdoor) P LR EEA R
JRE=HVNC #ARE (VNC viewer) °

(1) VNC backdoor

VNC backdoor 17 i =4 s s =7 i¢ * 5 VNC server % s # > 4]* Bat To Exe
Convertor = # 1 £ » #-& 7 % % VNCserver 45 £ 2 # =4 (batchfile) » & %=
~ VAR Ao 4-13 R o e 51 % 3 VNC server PE I % 2
Windows & » 4% ~ ™2 %2 A& Windows [# Vs b B Ecig s T VNC viewer PE#r g 2.
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WL (port) #4p 4 g1 F 30 # VNC backdoor # # 4 F 44 {7 e 5% A2 )

fﬁ}"‘%jﬁj FEREREA FARZRIFE TR F VNC server #LiE » 3| % ip|
Fﬁr’v # % 15 VNC server ¢ #5:E p # F » i@ 4 (auto reconnect) s 3 VNC
viewer > = 2 B E KR RIZ F i o A F 2 BT * g0 VNC server ik A& G
UItraVNC 1.0.8.2 5% > %=~ 2. VNCserver % i &2 Windows XP = Windows

TORITE kM2 FROEE VEFRT AR 1 B S S * Windows
TE iz TR BERERE -

EVEP
F
EV
i

VNC

Bat To Exe

VNC Server J

J

Bl 4-13 ~ VNC Backdoor 2_ % 1 B

(2) VNC viewer

VNC viewer 3 ot 1 &g * KRl B F i ds KR P £ 45 o
VNC server # i p # & =i # (auto reconnect) i 2 VNC viewer pF - ¢ * —,’g{
AR EE I ﬁ%éﬁ%T%m(%@4M"*ﬂ’@”? EE
{E\,j‘%@fﬂ*ﬁjﬁk,ﬁFfﬂﬁ?%ﬁff’!%iiﬁi?)\ﬁ’]ll AT 2 TE TR -

3 Applications _ Places Synunm & ¢ [ ToeNov30,1021PM ¢ ethan
G etha

CONNECTED 4322 /var/run/dbus/system_~

CULLUWWAWNVWWRWWR WWS
7 5 & &

i

gagkk

@) B ethan@ubuntu:~ || & Network Connections || 4 Editing Auto eth0. 77 VNC: ethan-0be5983b... [ 18]

B 4-14 ~ VNC server i p & F w3 R 2 VNC viewer
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2009 #A= B3 » 2010 = % 2.1 &

< RHGRE L RE 2Bk

L RBSR S E AE 2RSSR (B 4-15) F_A -+ Metasploit #4838
# Bl e =k > Metasploit & — 2B 3ceh® >Rk PFEIL E > st a1 23/ 7 Shellcode
BB ~ZEPEZRFET - BEENORBRE  BL 2P AR L FE M
l;pﬁiafﬁwmlgog@wgﬁjﬁ%<amEM$$@’xWﬁﬁﬁ
Bd e ¥ AF‘{ THREFTER I PP ZREE 4o 4160 7 5Lk S iﬁ“
TR 2 il iR R 0 R BT BAOURGE L N 0 B F
Gyt B L B R IFBPIRE O M T ek ‘ﬁ‘“*J 0 A o B AT R
* :‘g* Parla i L F ARE c FAa S FE N pis o Y i#&? HIEPLESE T R
§ TR € E I e 0 I T iR b kA TS
E I o pLth s K ALT PR —‘ﬁi%i%ﬁ%“ﬁ?**—%fﬁﬂ i —‘ﬁ?’ -9
fRITHF enF otk Bt AT 3 e0 2 2 OH R eoa T AR50 o

& Sign-Up & Login

Introduction Security Test Knowledge Links

Remote System Penetration Test Network

Guard Your PC's Health

Hackers Target YouTube With XXX XSS Attacks
July 06, 2010

Hackers apparently used cross-site scripting attacks to prank
YouTube users over the weekend. injecting pop-ups and redirecting
viewers to pornographic websites. Google says it's identified and
fixed the vulnerability. "Preventing XSS attacks requires a ot of code
review and, generally, outside consultants to help,” explained
ESET's Randy Abrams. __ Full News

Go SECURITY TEST right now »»

Sign-up For Access to Get the Latest News!

Copyright © 2009-2010 TWISC Development. Al rights reserved. :1s nctu edu tw
000201384

Lab
Last Update: 2010.04.14

] 4-15 - RSPTN #::5 F

Scan Request N
. Port Scan | RSPTN Server
- N NMap
Port Scan Result
Port
Client Information

. Exploit Attack Metasploit
_ »| | Metasploit

Exploit Attack Result Database
b ScanReport

] 4-16 ~ RSPTN 7 #[§]
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TR £ R i 2 “’*%‘\f%ﬁv’”*‘“ A > NP TR GRS W
YA R o % WI-Fi & s e §_3G/3. SG Tl e FH KR {0
A e enoprivatelP : % fRCF R 0 £ AP 2 & 3G/G A# S RIFE Network
Address Translation (NAT) e 35 -2k $R:d & < port 22 p 3% private IP - ¥ & >
#Hwdr ¥ IF* S4o@ 4-17 AP #-p £ anport 3 ¥ & ¥ private IP 192.168.1.3>
¥ ‘H¥Renhttp v & % port 3 BF ffbd@& w & forward & p $8¢1192.168.1.3 °

140.113.87.233 1401138765 192168.1.1 192.168.1.3
htip:/140.113.87.233 http://140.113.87.233
Metasploit| 1 ory- 14011387653 | AF | reply: 19216813 | T4t

B 4- 17 ~ NAT 7+ & B

R feig * NAT £ 3 RBFRE o r 38 5080 o § - P 30gpepechie ¥ ¥
[private IP:port] & * i U pF > & & NAT % $¢ 4o » - 50 /& : [external
IP:port’]«——|[private IP:port] » 4* P& #F 8 it 48 57 fc s i J& 388 * F 3% port >
MmomE@id Hs oport R ENPE LFR R i Mg portm e @2 F iy
20hport ;s 4od 4-20 PR * £ (192.168.1.3) 11 ’* H 80 port & “hig i > gL pE
AP #-p ¢ chport 3 A > ATk IRendt e T U4 iF 140.113.87.65:3 i
192.168.1.3:800 iz §_¢k #Rcnd 22 % #13 NAT & e ¥ i i % 192.168.1.3
180 port 2 8080 port » @ 2@l B 8 chport o iH¥A B P BRI F
AR S B R T port s B EiE 2o b THRP

% 4-2 ~ NAT % #

/b2 I

140.113.87.65: 3 192.168.1.3 : 80

140.113.87.65 : 10 1192.168.1.3 : 8080
140.113.87.65 : 201 192.168.1.5 : 21

dofe SUPRFA A NP ehfe it iy & 7 iRk AL BRI ATENP IR AT o A e
Y RS ORI 2 el 4180 R Y F W A A RRDR Y 1o D
BFMGEE FRBE PR APRY T RSP A RE(VPN)BEITREAST B
B e L~ 20 P % 2L(IDS)#% B s e A & R0 G B (A
éoﬂ@?ﬂ*OmM@N*ﬁ%@Wﬁ&J%ﬁi’ﬁﬁf4ﬂH??W$ B e 38 i
R YLFEZRFRP A RRESORT RS ERFEEF 15 BRIFERBRE
Faipl o g PR B RRRE PR - B A BT o
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140.113.87.233 140.113.87.65 192.168.1.1 192.168.1.3
Metasploit AP Target
@ 192.168.2.1:X @
192.168.2.2:Y
192.168.2.1 192.168.2.2
B 4-18 ~ VPN T % B
prrb s H 3R i’“?“i&?é K T VPN s~ g 2 @B iTRp A

(RESRFELS R

TA; ;El—%:‘%-;\: %; ’ /:‘. ,.vu;‘ﬁ‘ﬂb B fp% {ﬁp‘b" féﬁ\/:‘ “»fbﬁi .—‘!'—.I/E]I/ 5?1
AR i BEE ik AR > i

ER

4o

|

[m’,\ NA- ;‘R‘ o

PR

R

Rl Ak ERr ﬁ?g% ST AFE E AN ﬁ’t Y s

PRI R o
R S AR 33 %fh’ﬁﬁi@ﬂ%v R I A
H_:.,{ﬁﬂ FIH;? mﬂ fF’r
TWISC@NCTU e o pt T 52w
RS RRRATRE M YA 5
LR e 8 F T et L g ds Wired ~ WisFi ~ WIMAX BB g 52 5 5
FTEEFHMIERRE BT S RREIBIRT S ITE 0 iR 419

FHE RS 5

B

©d kAT
q’%&‘g—f"aﬁl?ﬁ?ﬂ*m-& DRIFE o

’gl% #* —ﬁﬂb .—:ii“" 2*&'_,1‘ o

L TEL L REPE -

5% e

BlFfE- H AT T Q.; s B
w = -

| nd

pﬂﬁﬁﬁ%PT*%ﬁ

ELRT

Bl4-19~ B 7§ %3 HORT 4R T4 o

*?7 -"lgg ’Fﬁ /Ell /:“< “"AL‘

:%‘E‘ ,&ﬁ{f *%%‘%ﬁ/?] £’ "L‘{’B’ j\*ﬁ/PJ:u E»

SRy -
ERCOAELRY 1@
B

P KRR RIZE 2 o H ﬁﬁ‘ﬁ
/EJ“‘Z ‘4‘3 ;% ,i\;; ,E_, ﬁi}\ ° :u JL’I
M SR %t h

:".;’;zfif A% A

e BE AR
4o i\/\m;‘i’fﬁ’i? fe g
AR R R SN KR p B S
5]?* AR Ao gV o B
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P
RE &
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=
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BlEAR S S AlE R 2 ICR »?e'rﬁ%ﬁéﬁ cHTWARAN  BARFHTET IR
e BB R G AFT A R end|Ere FIpt > BB AE Ve N T A gt A
AFHEL AL o F =%’¥‘} TP F O RE RGN THRELEF RS
S LU EERE L 2 g o R i

B A 5 0 3% % ,u%—g,i,,— i Lh_méu\ﬂffr”’% :}f{ﬁi:é?i THhE AR
P uﬁbe'e}é»t\,,e,qi 78k o % 2010 & - R ll’“ﬁz"’ “PFET*””‘&W\ b iR PR
) i,%gﬁ T F"!‘ AR ~AER @ - %’Urig < R g JL%‘*JL FrhE R LR
2P EiTE e 4@ 4-20 -

\

E TR
=

| @aewsamwnnar i e LR TR s SigLEy
c 4011 o A

Mgt ) et ] O SO O s DRTR 7 LI VRAR T B 3 ook WY nese
[T e EEn

LU RRUTE B el
Q) somes 5. owmmEe
Content View Hs:

473

mazaxy

FEEDAHATARE P

BERATRERN A&
(Malicious Executables Analyzer)
File 1: [Ze% | 2 ueax
File 2: [ER%] smme

File 3: [ B2 ] xwmins

System Description:

alysis. This tool detect iciden in a fle, and support complete

B 4-20 ERRFHRBR G2 T ETHS

¥ f

nS

EREHHMEL ke &2 (MBA@TWISC)
MBA@TWISC 3% i fc & & & 17 & 8 & & 425" (malware) 3t {7 4 ei7 5 k35 )
& L A2 s F RS - MBA@TWISC et 3 R £ 11 QEMU fiki i §
(emulator) gt CPU #4745 4 ehifz > & G WIS B+ & 7FenZ L2 - fﬁ‘* @
FALE (67 R E LMY FAE (B AL RIS B R AT AR
PRESG] A LEAAS EREFD LFreni7 s £ 6 (Fo A PRFR T vip
NFEF2Z A TRFLOEE WL B ARPL E PR X AR - ﬁ}mﬁj
A Bl 421 LA AP RREE R 0 k- B R R - B

= "Chose a file” k42 {5 » % BEm P EALZART o 40 B 4-22 977 > & ,ﬁ‘\f% "
A X EBEILIRANEFF LA

Sy
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'm Malware Behavior Anail_y: =

Chose a file

Bl 4-21 ~ MBA 4~ 4534

Open File(s) ... a
‘ 4 Hﬂglacier HHDesktop “ mba ”samplel
Places Name v size | Modified |’
Q search <O Fuexe 168.1KB Monday
@ RecentlyUsed || ntdelect.com 75.9KB  Monday
i glacier < picexe 1.2MB  Monday
@ Desktop < rewritembr.exe 321.5KB Monday
Crilesystem || vexe 180.5KB Monday
1 Virtual_Mahcine & wow.exe b 77.6KB  Monday
1 Software

Bl 4-22 ~ P E fh AL §

F S RAE TS IR L

Bk SRR BRI Y F RS SR EFERR Y F P e —25? # %ﬁ» 1% 7
ERECHAREFZH I AR @R F R E S f RhRE - Y A
RN I ES B IR SR LR o e e s g"*%“fé # ;gf 75 et e g m

¥ F;:
FreTE R > - BE G P AEYHFIa o & 2010 £ 5 At 1
A EA S P TR “Pfﬁr*mﬁwm;o i E AT R
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[T TR R (6 LIS ER) /-2 S [y

w125 %
RN | BV MIE ()i hie i ] 0 O T RRTA o BB OAR T L0 L
{iams %7 ommmA (B TRE 2.

RREBRITAREIR
Pynanic Keystroke-based User Authentication System,

THiC MY

& e O x

B14-23 - & % XA SRS AE TR 6

35G o R p iR Bl £ (jtracert)

jtracert i - RRIFHEIFEZ I E % 11IF Z 35G o e % o454 3.5G
oo R ¢ Beten® 2338L (TR PREL wHHFE R 1 L o jtracert 14 jpcap
winpcap % &V E 5 A#H > f1* ICMP #te chw R E B8 A8 p a3 82 /F
RIS BT R F T S B BT AR S E R
AT H R B E R R BRI T A @GP R SR

-
&| JTraceRT v0.1

Pams [ Console | Properties
sof

Bl 4-24 ~ jtracert 14 it /i &

Bl 4-24 5 jtracert sk (% /4 & o 5 jtracert frds 2 18> R ¥ HF A 4R
FOiE B ATH & B R A0HE R 2 B chd 8 (destination) T 4 3E 47L& P gk
KA P en& ghe KR & 8L (source » 7r T A 8:8) 2 B enpld BT (traces) o
SRR R 2 BN ERR TR A0 T R R jtracert B AndE R KR & B R &
2L fF enfed BT T jodkELd PEATIGE 2 ¢ & Bhendp B F 30 o jtracert X 2 %
FEEL T £ 35 ICMPTCP %5 8 % X7 1 i gf § B enie ok T8 R RE
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i %ﬁ“-ﬁhﬁf‘ B ko Bd T e bi4e o jtracert ¥ % ICMP 7 echo/reply 4
¢ o HF A RiRe g (source)bt’ Peng B2 B enfid BLUT 0 0 E Bd TR ¢ R
%ﬁ,?;,,hmlP o £V Y SEw Bz TTL GHR&EE T 2 T L RART
oo

LEAEE o TR PR B

gk jtracert BEFE 22 2% 33K d B
% & Ir £ B (graph) o jtracert &

Yl A A | IR LT R e - fﬁk e B
2R R B IR ﬂﬁrﬁ 425 ETIT o

e
J Arace\10_07_demo.smi X
File View | Path View

.__!_!_14_}-_)—_!_144_1 s R | A S

Loy Qe - S - X - I - D) jhaon’ SO~ IO~ 2T
S S anten]
T g + sy
23T
R |

Pan [ Console | Propertes |

Hop #5:140.1130.105

Bl 4-25~ 1% 5 BEed BRISHEFP £ PR FHIFEE

jtracert f & B 5 EELd BITPE 0 € A4 P R EIPIFER Y L & Ep
& B (in-degree)#s ¢t & 3L & (out-degree) o 14 A7 & & gLZ 57 o jtracert T
1B S B :}11 J a2k (s-node)~ P eng- gk (d-node)~® R &2k (i- node)
% 4-2L (X-node) ~ % T &% (v-node) % o &r?}”“r'r ¢ a8 % s-node- &
- d-node v 2 d G v-node o - BFaBLY MRPRFE G A ok B %‘vﬂh" 7t
F PFE_p & gk (d-node)#? £ % & 8L (x-node) &r%] 4-26 #77 o

i :l*-_
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ISPA’

- i-node “-.

ISPB.~"

B 4-26 ~ f1* jtracert #TA T EF P2 RBIFER Z H S BEE LTS

BEALEMFEROTA LAGEART R EETALAGARET LN
Pl RRirERY v lkB LT S8 AR TESBISIEFE 2N
A 5E 0 BT B R DR D B ﬁﬂ§W%Pm$£&°%?ﬁﬁ”é—ﬁ
FWIWF %FE L 471 L (nmap ~ nessus ~ metasploit % ) ¥z e 2 T & 8RR 7R
BT o FEd BEST LR 0 T BRI BB RROE 2 R0 B
e R T R AP ISP R F 2 R B ST N RELS e L 2
o2 ik e

B 2000 #RgFs21L (2010_; 3R EL AN 2 RE)
o g‘f‘ﬂ&%ﬁﬁzﬁﬁf’ﬁfiﬁ/? i
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% % Winodws XP
: WIMAX
T {7 4Mbps/}+ 7 1Mbps

AR (TR
B

@ TWISC WiMAX Subscriber Bandwidth Test and Weakness Detection - Windows Internet Explorer =8

———
Q- @
WEE R/EO WRY BOAEE TAD 580

T BEWRE | @ TWISC WIMAX Subscriber Bandwidth Test and Weakn. ..
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TWISC WiMAX Subscriber Bandwidth test and Weakness Detection Web100 based Network Diagnostic Tool (NDT)
Located at NCTU Wireless Network Lab
This java applet was developed to test the reliablity and operational status of your desktop computer and network connection.
It does this by sending data between your computer and this remote NDT server. These tests will determine:
® The slowest link in the end-to-end path (Dial-up modem to 10 Gbps Ethemet/0C-192)

© The Ethemet duplex setting (full or half);
o If congestion is limiting end-to-end throughput.

It can also identify 2 serious error conditions
+ Duples Mismatch

* Excessive packet loss due to faulty cables

A test takes about 20 seconds. Click on "start” to begin.

TCPMeh100 Network Diagnostic Tool v3.6.3
Click START to start the test

| start Statistics More Detail

| Report problem Options...

@ FEER éa - ®100% ~

i
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1% £ » WSBW(4e 5- 1):hi & & - %
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TCPMeh100 Netwark Diagnostic Tool v3.6.3
Click START to start the test

** Starting test 1 of 1™
Connecting to '140.113.87.235'[1140.113.87.235] to run test
Connected to: 140.113.87.235-- Using IPv4 address

Checking for Middleboxes .................. Done.

o I/WA 11 Clapme

running 10s outhound test (client-to-server [C28]) .. . .. 706.0kbis
running 10s inbound test (server-to-client [S2C)) ... ... 311 Mbis

Click START to re-test

l START H Statistics H More Details... H Report problem H Options... ’

B 5-2 - il % (1)

fip B RIEY o AR * hf T 7 4Mbps ~ T 7 IMbps s WIMAX #& = »
d P RAREORET AR F AL FDRT L FET A R
BT Rk e B rLE o Tt WSBW 2 {95 0 Bicdh 2] 7P xR
FH BRI Y —‘ﬁ'm BLAR R ok T KA AP e i # 7 % 217 DoS
crc B o ¥ TR TP 0 RIS R 4cB] 5-3 ¢

TCPMVeh100 Network Diagnostic Tool v3.6.3 =t

Click START to start the test

** Starting test 1 of 1

Connecting to '140.113.87.235' [(140.113.87.235] to run test

Connected to: 140.113.87.235-- Using IPv4 address

Checking for Middleboxes .................. Done.

r‘hggk'ng forfrewalle Lone 3

running 10s outbound test (client-to-server [C28]) . .. .. 210.0kbis

running 10s inbound test (server-to-client [S2CT) . ... .. 193.50kbis

TR ST 5 TEEROE 0 8 T

Other network trafiic is congesting the link, it maybe some trafiic attack.

Information[S2C): Packet queueing detected

Click START to re-test =

\ START H Statistics H More Details... H Report problem H Options...
B2k ok
E%] 5-3 -~ /E'J (zé‘,sa% (2)

d % E'J DoS sz # » j{RlP v g I FET Tk R RETEN 0 2R
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SRR e & T P AP ek LT G iR R e R RIRF hE 2 A Linux
2.6.45-22 kvﬁéf{ﬁ%ié»fﬂi%a% }_1%2%& Pl i oy Foeb v ez - Son kopliEane
PR E T linux 2.6.32-26 0 I pFXE % Blog £ ¢ WordPress 1.2 5% o

ERL I s gk PR$ F ’ﬁ - «%/W("r’ﬁ’ TEF g Fd F ¥
3 ~ & R JavaScript F2) - % 5 1 T G ELA A il plAR 2 O e ey
WEJ‘F:JLO:L\.,FB T TR e HE JF XSS 538k ~ ﬁ’}ng_]%_'\.g#?%?
~~‘”ﬁ%ﬁPWT%WE%CF§ T Agd PHP B4 & & ¥ Sdiwipl php i< &
ho ] 5-4) o %SS@T-W%*ﬁ@ ﬂﬁ%&m%éxmg’wmﬁﬁﬁﬁ
P T dwE 31 javascript 0 iz B ]',%,E'T + i % % < cookie 7T AL T
,ig:,&mjavascrlpt BELELADL E Igﬂwﬁg» 1okl o

F05-1 - BliEgek PIRE A fr 4R 2 bk

/index.php/"><script><script>alert(document.cookie)</script><

GET

/index.php/"><script><script>alert(document.cookie)</script><: eZ publish v3 and
prior allow Cross Site Scripting (XSS). CA-2000-02.

/admin/index.php

GET

/admin/index.php: This might be interesting... has been seen in web logs from an
unknown scanner.
/index.php?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000

GET

/index.php?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000: PHP reveals
potentially sensitive information via certain HTTP requests which contain specific

QUERY strings.
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06 phpinfo(

[~ ] (=] + [@ http://moon.cs.nthu.edu. tw/?=PHPBBESF2A0-3C92-11d3-/ GKQ- Coogle
PHP Credits

.=-/_

Thies C. Arntzen, Stig Bakken, Shane Caraveo, Andi Gutmans, Rasmus Lerdorf, Sam Ruby, Sascha
‘Suraski, Jim Winstead, Andrei Zmievski

Rasmus Lerdorf, Zeev Suraski, Marcus Boerger

|

Zend Scripting Language Andi Gutmans, , Stanislav Dmitry
Engine Stagov
API Andi Gutmans, Zeev Suraski, Andrei Zmievski
UNIX Stig Bakken, Sascha Jani Taskinen
Windows Port Shane Caraveo, . Wez Furlong, Joye

Server API (SAPI) Abstraction |Andi Gutmans, Shane Caraveo, Zeev Suraski
Layer

Layer  [Wez Furlong, Sara Golemon
PHP Data Objects Layer Wez Furlong, Marcus Boerger, Sterling Hughes, George Schiossnagle, llia

AOLserver Sascha
Apache 1.3 Rasmus Lerdorf, Zeev Suraski, Stig Bakken, David Sklar, George Schlossnagle, ~
(apache_hooks) Lukas Schroeder 4
Apache 1.3 Rasmus Lerdor, Zeev Suraski, Stig Bakken, David SKiar ;
S —
®] 5-4 ~ PHP Easter Egg # % 4 ¢ ¥
noe my weblog (=

http://moon.cs.nthu.edu.tw/index.php/"> <script>alert(document.cookie)</scri & 13 v | (2§~

alex

12/8/2010
Hello warlal
Filed un{

mike
wordpress

o] B http://moon.cs.nthu.edu.tw &#:

' . fwchk_.cs.nthu.edu.tw_%2F_wif=UCFnZUxhbmdf?w+7aT9TUaulCCGdm/8A

(% /WbOfusZwA&; —
__utma=219536966.1092566586.1281719775.1289635470.1289732791.59;
_ utmz=219536966.1281719775.1.1.utmecsr=(direct)|utmececn=
(direct)|utmecmd={none)

Cm= )

meemsebeser s

<

Bl 5-5~ X Pl F XSS &K

® Android 7 # %

Android {7 # 1 B E T WP R H FrHForT LT &
» 0 3% E;’ﬁ“d ZFRRP 2 29 LH B JavaScript o N enifik ko
YhERFZAL LT TP AR KRG R Y 75‘—’?5 PELBFREIEL AT T
& Google SafeBrowsing #% i3 44 enF L@ * & 44 o gt 1 B9 ¥ Android
TE(WebKit) 2 e T A ST HR* - A7 > % 2 X 8@ 40™ (0h 5-

e g

5

vl
6

N—r

1. Low: % 2@ g 375 ¢ A2 reanf e
2. Fair: #3375 3 B4 cookie ~ reference E'EF F > B AFRAF R * 5 v
IS R
3. Medium: % 375 77 P~4c cookie ~ reference ' & F > ¥ 73 * § @& * h¥
vl GRS R AT R
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4, H@rmﬁ%mﬁiﬁé’%’ﬂﬁo
5. Extremely High: Pz~ 2 EL3F2 0 3%k I BEL T 3/

HF -

FBEBYGHE ‘mmé*ﬁr#al——fe‘q’jﬁi“ PUTRRE R BT A DT & e B F B
AL AP R A RS R E AR FRTL G M A R o
LA R T R R T LF 5 BRI S

Android HyEE A FHL AR R

B3 v

IR E R S ERR TR o FERAEEE  BEOG RN  JEIRTavaScipEEY RGE - SILINE LAREREREA AT DYRIRHONES | — 2R
= TR Wi GGoogle SafeBrowsingiR LM BV EHMBIEE S-S « HTHEMF AndroidBBERI(VebKin R R HHERE TG RIBSE (55 ©

Tryit vourself
— ~ EEH TG (Risk Assessment)
Low:
HERE ERSHRE RS-
Fair
A cookie  reference FIRTLER  (HFHEHTEER > DELTHEH -

Medim:
HHHTFANcookie © reference SRRLER - HEHTEERRTREN - HEIESEESRENEER

BI5-6- ftf] /2% »imi

v

LIE RSB RDELFTES ZUT 64
Sensitive data access - Cookie

Potential XSS attack

Write after sensitive data read

Alert is disallowed

URL is forbidden

And so on

.CDS“"PS’“’!\’!—‘“~~

— ~ fTEHEIR (Detail)
1 Sensitive data access - Cookie
2 Potential XSS attack
3 Write after sensitive data read
4 Alertis disallowed
5 URL is forbidden

6.And so on

W57 - BLF st

Ao - BAP R FERDERLERT ARG R A S H R
http://140.113.210.231/~whitescars/android/malicious.php - # B].& % 4-®] 5- 8 #77F - &
PlESFTZEL 2T E%:E medium P A GV RADERLRE > A VTS
7z P& & 17 5 7 sensitive data access (cookie) ~ write after sentive data read ~ javascript

function is disallowed % > ¥ & :&F¢ < android # * ﬁ %3 o
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Android Malicious Web Page Analyzer

Please Input URL

Input URL Here

URL: http://140.113.210.231/~whitescars/android/malicious.php

Risk Assessment:
Medium (This site is listed as suspicious!)

Details for advanced Android user:
Sensitive data access - Cookie
Write after sensitive data read
JavaScript function is disallowed

B 5-8-EREritds

Foobafpr Lo j w /Z’%EmYahoo 0
OB RT hE BGE R {E—r“ Low: ¥ 2 4 ¥ s ¢
R4 =E IF’FW@,& T 5 o

(»‘?? »M

WRIE %o KB 5-9 (ke BlE %
%‘, RE oF ARAEGZRERE P ST

Android Malicious Web Page Analyzer

Please Input URL

Input URL Here

URL: htip:/fiw.yahoo.com/

Risk Assessment:
Low (Safe! This site is not currently listed as suspicicus)

Details for advanced Android user:

B] 5- 9 ~ Yahoo % =4 B2 %

® Android/Java J& * #ci8 % > & F fe iRl 1 2 (G-exploit)
G-exploit 5 ftk iRl Android + i * #2352 33 Bk > §Tot 4250 B 3 4 R AT 2 B
PAELE L e Es LA ‘%ﬁim& BRI -0 Java AR BIIE 2
AL R RN EEE T 0 FF imﬁpﬁ_&mk (Y S LR (LR R R
CHERT AL A BT % 2PRF o R AN F Android 2 § shfop Ak <
i > Android 2 % grH % 21 {4 EEAR o P Gexploit 1Lk iRl T java B
e g
1) & FEfE PR 3T(correctness) : H B4 a8 2 3 A B 2t R P2 B (L iR @
U EER TR SRR Al A (bug) -

2) B iEHY I (bad practice) © HRIARN KA R B ERE Y R 0 DlofRfES
I 0 R A S B FUE IR o

3) 2 ¥ i g (dodgy) : il # F& #_efe N 7 5 0 do Rk AR IR A .
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A s Snake iz i Android & * A2:¢ 2 bk 4 % G-exploit 2 4 (TR E SR
G-exploit 2. ¥ {74+ o 5 £ » £ 4 Snake.dex 4%+ @ 3 G-exploit #F L = » ¥ 4 Ek
BT R kB FER W R (LB 5-10) -

FIBERIR

ZiE

Snake.dex

I

BATRI R - 612

=
£ BBIETE | Snake dex R

e & SYSTEM (C)
a@mf‘“‘m . FiEE (D)
7 xRS BAEAESTTEIREENEESS 2 DATA (E)

STEBESN BAZEAMBREEEER - 2571
SERYAEEN BAESTAECELEANERNELS WEEFH(N): Snake.dex -
- EREE R BAREZIHNBERER - US4

+ |4 i

<

<

<

Bl 5- 10 ~ G-exploit % ' ##|T -

G-exploit g iRI3R 2 4oB] 511 #rom o d fRRIFRE T g o ST AR L) S
14kb> 75 59 & f o M HRPIARE ™ g % 2IRIF DB G F 5 > 2P Bugs pl 2
o &ﬁ,ﬁ »Bugsp2 H =t > ikt gEde o @ 4R 4 ¢ s Ratio Pl & 7 % ir*/%/}?mx%é_
WG o gl B B (8P| B hE M B L MS(ELHS 11) » i&4 7 & Snake #2;:% ¢ 3 &
—%??}t,@,@ﬁi;‘f Bgd A LhA o a ik B e R S MS & 2IBF T 0

¥ 2 Snake AN E L AN frirdla RFEH 2 TR 75 0 B 342 5% Snake
A2 A= 2 K4t (package) o

\\L 34

Bug Summary Analysis Information List bugs by bug category List bugs by package

FindBugs Analysis generated at: Wed, 8 Dec 2010 16:41:14 +0800
Package Gode Size | Bugs | Bugs priorty 1| Bugs priorty 2| Bugs priority | Bugs Experimena] Ratio|
[ |

Qverall (1 packages), (12 classes) 413 59

com.example.android.snake 413 59 -
B 5-11 - G-exploit z ¥ ip|3F 2
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Bug Summary Analysis Information List bugs by bug category List bugs by package

Priority 1 [ll Priority 2 [ Priority 3 Experimental

Bad practice (7: 0/7/0/0)

HE: Equal objects must have equal hashcodes (1: 0/1/0/0)
Class defines equals() and uses ObjecthashCode() (1: 0/1/0/0)

HE: In class com.example.android.snake.SnakeView$Coordinate
Nm: Confusing method name (6: 0/6/0/0)

Correctness (1: 0/1/0/0)
Eq: Problems with implementation of equals() (1: 0/1/0/0)

Malicious code vulnerability (4: 0/4/0/0)
MS: Mutable static field (4: 0/4/0/0)
Field should be package protected (4: 0/4/0/0)

Performance (45: 0/45/0/0) |MS/MS_PKGPROTECT i )
SIC: Inner class could be mutable static field could be changed by malicious code or by accident. The field could ber
- made package protected to avoid this vulnerability. -

UuF: Unused field (44: 0/4 7

Dodgy (2: 0/2/0/0)
ST: Misuse of static fields (2: 0/2/0/0)

B 5-11 ~ P2 & 2 Fwmip

® R A F >R KR
PEAHAEDLBBRIE (PAT) 5 A ESTRFNB A~ 4R % 2L 3K
AEoWWﬁﬂwﬁaﬁm% LE) RERE S KRR Y FR T LA LY PR
2R % s B g > i o PAT enfg Rl 4240 @) 5-12 #7o7
(1) #% ¥ & PAT 7 1 ¥ gap o
(2) 4 E-mail 3Rz fcdte g » 7 BoiF R PAT B2 4 4. 202 g o
(3) PAT 4 &7 ﬁnhm@%ﬂ’*%* i S I g RS Mﬁﬁ*ﬁﬂ
A s I TR G A ggeandEid o T RA ‘;7'173 PAT 7% e plER it 2. %Tﬂ
5- 13 & & F’”}‘Iﬁ]l‘;@fﬂﬁf ) '_iw B AR | 2Rt A 4\:»;:1?15 E}éf\m
*r‘;%% WL SRR FEFER YRR ERRE BIS S ARFREEHR
%ﬁ@@m§4?mﬁxm&?ﬁﬁﬁﬁﬂﬁﬂﬁ’%ﬁ%i%ﬁﬁﬁﬁ&%%
»mﬂﬁéé’Hwﬁuikﬁﬁi%ﬁﬁﬁﬁﬁwﬁﬁ4

a

J..

1) £ - Adm. Emaill——»
<«—2) send email : active account———

-<+—3) send phishing email

User Server

«+—4) send report

B 5-12 i k) g% >R aapl1 & (PAT) ehigpliniz
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Dell X & &0~~~ E T RERE!

del [dell@ n 1
Yo BE S A
Dell &5 -4k i G~~~ 18 EIoior b FRE7e Mty - Saa g -

8,499 JTH) 22 Wi R - HER 3,499 7T ¢

EHAMEINE - SR £ Dell &
FRAEEFIHZ ST - B EREFHE -

B 5-13~F L4 genizp gy

D2 AEHEMREERED
d2 [d2@nctu.edu.tw]

S=EE 2010/12/3 GFR) TF 0711

ﬁﬁiﬁk%ﬁ%ﬂﬁﬁﬁﬁﬁﬁt@t\

National Chiao Tung University Information Technology Service Center

FEE

3EH - BTSSR AR E M IR b R A E R D2 I - R RA AT © B T D2 TR AR

R
FREETERCEETE - BRI SR - SRE) -

ETAREE R D2 RS - HE D2NCTU edu tw AUSZRRERET: -

HE T EEELENE - SRR EEE - R AR -

National Ghiao Tung University EEtEHTME RS L

Bl 5- 15 ~ PAT #7i¢ * 2_49 ﬁ,‘égfgﬂ%@j\

R L PAT g BR ™ ¥ - PEg ot 2L RRRS - v R r P
TfER P X 2BAZBE FRE R A AF LT Ao EZRRIELE T !fa,vfﬁ. B
e AT 0 B A EnF R R T oR 514 40 o § X RIEBEH AR
P2 ER ‘é%é » PAT server = ¢ o & il B Seppe | > 10 2 =Rl e 1P
BT o S TR B AFE LR ORRIAFS Y (40F 5-15 4TF)
fle* 7 % E'l g p ez 338 "EiAp "“ﬁ 234 4 7 2w o

Phishing Service Testing Result!

rtes.913@gmail.com
S=HE 2010/12/3 (8F) F5 0836

Dear john
Congratulation, You pass the phishing mail test!
Mail Send Time : 2010-11-30 19:11:30

Mail Category : d2
You IP Address : null

B 5-14~ % > L 3% PIEE (D)
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Phishing Service Testing Result!

rtes.913@gmail.com
2010712732 (EF) T = 08:30

Dear john
Sorry! You don't pass the phishing mail test!

Mail Send Time : 2010-11-30 20:38:30
Mail Click Time : 2010-12-03 20:38:19
Mail Category : yahoo

You IP Address : 140.113.151.67

Bl 5-15 -~ % > LR RIEF £ (2)

A R A PR & % (Wargame)

d IR 4B TR R Rt \ﬂﬂi%ﬁﬁﬁ;ﬁ’* (75 FRALF & iF e oy
[P Tt iigu TRRDR S m%&*‘m? Flgt AP aE > 4= 7 - B Wargame
BT &g e A P ARHIITAL 2N %\ml;l_ PR A 4 g & e A
et o b EE 2 AT 3 S andgph Bl o BB B et o R E%Fﬁ?f’ﬂ
WEAEY - H - BT RIS Y o BMF Y 3 ik S {A%£aﬂ%
RN K 2R R F T APz 2T o b HGgp K2 EY AT LI
FRRRITE AT AL 20 G L {0 R X0 R Ky%g
AP ORI iEn Faode P B F N 2afr iR R L R

Wargame = & p #vds 34 BRE+ > 5 7 500 F - * ﬁ o T N} gy 4
3R A ¥ e = & 3F 0 Attack(st#) ~ Crack(®f%) ~ Forensms(g_ ) o Attack(rz
)R B G P 2 AR ER Y FE R B NN A g g2 R
oo T AN ygELLmFF e I/O(Input/Output)mp:?ﬁ FURIE =2 ] R
R O RIERARSA LT AR R AR AL A IR B
5 7?5’_;\4?%5%*:@ é’u Z“’T e % mﬁ%éﬁ—"CraCk(fiﬁ' )E R o il g FARAR S
éﬁiéy‘ﬁéﬁiﬁﬁ@ ARE B EIERER B ee R B fER FARN o KA e TS
%’Eéﬁw4ﬂ’ﬁﬁﬁvuﬁﬂﬁgalﬁﬂamn%’%uﬂﬂﬁ$?%
P EEAR o Forensics(FSR) R A S WO ERE ~ TG EE T HRARE
LR MU SRRk R Y KB R R KA T R PP G BN
v '\:’"J'j?if%?%—i"l,{‘rzg AN PR Rt B AR EE o p %;ﬁ;—;;uﬁt_:_«’
Bend - BHAE TR M B L ET - 2 iag(key) TR D]0& o~ T
fPorarT B

@t Wargame - 5chd B 3R PR RAEH T 0 B I HR
HA PRI o 0 A B o Ao Wargame T o s K R SR
HHEOERH —gi :".%E—g? LI ARt Ee T RE 0 » AT 3R e b > o Wargame
T oo e g sy WIFAFHZEEAL - P REFY fosa L
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Ba%?ﬁﬁﬂglmwgﬂuo&%ﬁﬁ%%&é%%ﬁ@*ﬁ*%pc%%~

mtk) - & @ 4 35 34 B > il i o B 5-16 & 2t ch Wargame T S oE e

NCTU Onhne Judge ::??;5;’

EoRie 34 511 1 1616 844
Username

‘ Problems Users Contests Trials Solves

Password

i | BHAE

‘ 2010-11-08 11:05 HEiEpEEm T RERSE  HETREFRES  ZMESRSRFNEETIR
> Register 2010-08-14 21:48 wargame2= RIS - SIS BEER:)

> Forget Password . 5 o
2010-08-14 17:04 EE 0 wargame2 =S EEIE - ESHEESFEE -

RSEEC » S RFAACMET S
IEEMEEDEERZES  EEEHS

Main Menu
2010-07-09 11:20

== SFEE L
2010-06-14 15:50 i EEH - BARBEEEVFEEN

2009-&#:!“?’% » 2010 =2 1 &

ORBCE R R E 2B SRR

SRPRE AN DB ERPIREE- RT AR A PRIR JRIFHE % R 4 T
EHEEAEEY @Y FVSEHTER L BERER HR Y KT B
BHHep o K% THRELFFORBIES R EIH P 0 s gHRELE
3 ié?ﬂuﬁﬁﬂﬂ?%ﬁiiﬁo

@ XA EHTEL Y RSPTN § 7 (K 5-179) > B3E + = F ¥ ¥ Security
Test”7% P %gimmzﬁwm@?wﬁ’a&wﬁ P RSPTN Jk 50t 2 %35
Rl UG o @ K E R LB THR o BRER T ENT 2 4 “TAccept’ A= T T
2 5 RS iRl (4o 5-20) 5 F R > BhE I Decline™fedz® 35 T -

= Sign-Up # Login

Introduction Security Test Knowledge Links

Remote System Penetration Test Network

Guard Your PC's Health

Hackers Target YouTube With XXX XSS Attacks

July 06, 2010

Hackers apparently used cross-site scripting attacks to prank
YouTube users over the weekend, injecting pop-ups and redirecting
viewers to pornographic websites. Google says it's identified and
fixed the vulnerability. "Preventing XSS attacks requires a lot of code
review and, outside to help.”

ESET's Randy Abrams. __. Full News

Go SECURITY TEST right now >>

Sign-up For Access to Get the Latest News!

#+ Site Information
Copyright © 2009-2010 TWISC Development. Al rights reserved.

00020194

Last Update: 2

@ 5- 17RSPTN + 7
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IHAVE READ THE TERMS AND CONDITIONS SETFORTH ABOVE, |
UNDERSTAND THEIR CONTENT, AND | AGREE TO BE EXCLUSIVELY BOUND BY
THEIR TERMS. |l UNDERSTAND THAT IF | DO NOT AGREE WITH THE FOREGOING
TERMS THATIMAY CLICK THE “I DECLINE” BUTTON BELOW AND THATIWILL

NOTBE PROVIDED ACCESS TO THE REMOTE SYSTEM PENETRATION TESTING
NETWORK.

I DECLINE! 1 ACCEPT
| € { |» 3

# Site Information

® 2009-2010 TWISC Development. All rights reserved.

00021103 Last Update: 2

B5-18 - EFHEAFTEXKRPDEG
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LR R Rl RS AR R A RS G E o B E R B ST
FoFLRF AT 2FERPIFTETT 2l BRI ER B-§ FHERY
e

LA ot FB R % S e R (4c@ 5-21) -
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o

Home Introduction Security Test Knowledge Links

Remote System Penetration Test Network

Guard Your PC's Health

Latest News SECURITY TEST

We are making our efforts 1o

build a brandnew site of RSPTI
If you face any problem during
visiting this site, please contact
us via rsptn@ecis.cs netu. edu. tw

STEP 1: Test Agreement
STEP 2: Security Test

STEP 3: Test Result

# Site Information

Copyright © 2009-2010 TWISC Development. Al rights reserved. Emai

00020197

Last Update:

B 5-191 ~ ¥R B 7 R B

IR RS G2 6w’%£{3xﬁﬁ@ﬁ#3£$zéff g}
= (R fms ) da kbl e FRERPIEE > 87 IRPIESE
(r®] 5-22 #1777 ) I ERH ﬁ GF M R EL B AR S 1 E BB KRR
B oo ¥ .?]’(.Q‘_—-_ﬁc TERE- R T 0 T OB RIF F 0 “Click!”d g o Btk
% gﬁ.hg\ PR T AP aER (G B 5-23) -

LB 5-22 ¢ > Ay M,gimelndows XPSP3  se i Bl % (pt kit %
REPHAKM- M2 &P VEBR ) r1 %m“ﬂ&ﬁ@ﬁﬁ6%$&@ﬁ
4 (& % H_ 135139 ~ 445 ~ 3389 ~ 16992 ~ 16993) FERPIRETT 3124 0 4
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S
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indows/smb/ms08_067_netapi iz B & svifik o ¥4t > 41 * RSPTN >
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= sign-Up # Login

Security Test Knowledge Links

Remote System Penetration Test Network

Guar ur PC's Health

Laesthews. TEST RESULT

\We are making our efforts to build
a prandnew site of RSPTN. If you
face any problem during visiting
this site, please contact Us via

rPN@ESis 65Nt e o 11t SYSTEM INFORMATION

P 140.113.207.136 as Windows XP Time 312 seconds
STEP 1: Test Agreement
Port 6 detected ports @ £ @ 130
STEP 2: Security Test

STEP 3: Test Result

:i: PORT STATUS

Port State

135/cp filtered msrpe
139¢tcp open netbios-ssn
445/cp open microsoft-ds
3388tcp open me-term-seny
169924tcp open unknown
16993/itcp open unknown

;i EXPLOIT TEST

Exploit Test Know
windows/smb/ms08_0&7_netapi 28504 o Click!
windows/smb/ms0&_087_netapi 34726 Q Clickl
linw¢sambaflsa_transnames_heap 139 0 Click!
multi/samba/nttrans 139 0 Clickl
windows/smb/netidentity_dierrpcpipe 139 0 Click!
windows/smb/ms06_086_nwapi 139 0 Clickl
netware/smb/lsass_cifs 139 0 Click!
windows/smb/msdns_zonename 139 0 Clickl
windows/smb/ms04_011_lsass 139 0 Click!
windows/smb/ms0&_087_netapi 139 0 Clickl
windows/smb/psexec 139 0 Click!
windows/smb/ms04_031_netdde 139 0 Clickl
windows/smb/ms05_039_pnp 139 0 Click!
linux/'sambartrans2open 139 0 Clickl
windows/brightstor/ca_arcserve_342 139 0 Click!
solarisfsamba/transZopen 139 0 Clickl
freebsd/sambadtrans2open 139 0 Click!
windows/smb/ms06_040_netapi 139 0 Clickl
windows/smb/ms03_049_netapi 139 0 Click!
windows/brightstor/etrust_itm_alert 139 0 Clickl
windows/smb/timbuktu_plughntcommand_bof 139 0 Click!
osy/sambarlsa_transnames_heap 139 0 Clickl
multi/sambasusermap_script 139 0 Click!
windows/smb/ms06_086_nvanks 139 0 Clickl
windows/smb/ms06_0T0_wkssve 139 0 Click!
windows/http/sybase_saserver 443 0 Clickl
windows/isapi/rsa_webagent_redirect 443 0 Click!
etk b e i ieie Aae A ane a2 -~ il

Bl 5-20 ~ &P % *
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Home Introduction Security Test Knowledge

Remote System Penetration Test Network

Guard Your PC's Health

LatestNews KNOWLEDGE

We are making our efforts to
build a brandnew site of RSPTIN
If you face any problem during
visiting this site, please contact
us via rsptn@ccis.cs.nctu.edu.tw

windows/smb/ms08_067_netapi

@ Exploit Name C'Port ) Description

:: Results: Total 1 for "windows/smb/ms08_067_netapi™

[ one [
”

This module exploits a parsing flaw in the path canonicalization code of
MetAPI32.dll through the Server Senvice. This medule is capable of bypassing NX
on some operating systems and service packs. The correct target must be used
to prevent the Server Senvice (along with a dozen others in the same process) from
crashing. Windows XP targets seem to handle multiple successful exploitation
events, but 2003 targets will often crash or hang on subsequent attempts. This is
just the first version of this module, full support for NX bypass on 2003, along with
other platforms, is still in development.

http://cve. mitre_org/cgibin/cvename. cgi?name=2008-4250
CESENEIN  hitp-/fwww.osvdb.org/49243
hitp:/fwww. microsoft. 08-067.mspx

B 5-213 ~ Ak T & B

Description

R ERT 0
PRBENRT VR NEFRE T IR 2PRECSL T S AER T RE

2 FF I TR BRI AT AR }_#ﬁ#' fra & e f FRAPRT 220 frd R # ¥ ¥
Tt L b i3 Wired ~ Wi-Fi » WIMAX £ B ok » 2 3 232 7T
BB oM T RN G S FHRRETREFT I RBREIBIRT 07 TR %
- 5’;#@@{&:{?’? B 0 % = A4 g prix (Distributed Denial of Service » fi
##- DDOS)sc # § 5% -
1. ﬁ‘fﬁfﬁs{‘i\ﬁ‘? :

PR F ARR  BRPR L F L B4 o bl s %
RorH{ mamppy ¥ Lant# 2 - - APSEFRFEF T WIMAX g # 5%
A2l o éz,%m‘ﬁﬁ— % >+ 4 |IEEE802.16 & » F]pt AR H P » A K,ﬁ% T EIR
pe SRR R RN R 20w ¥ %k WIMAX ﬁ#%i,ﬁpﬁéﬁii“iiléi
14 g2 t“f“ o E¥pF oA ey sid o ghovh o A e g B PR 8 ee 0 Wireshark i B 4t
& WAL o % H L3 WIMAX £ & enfl 58 2% > 3 4t T 5 m)@w M o € B 5-24
§ T U F AL 7R ARG R WIMAX #4
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wmxDr Captoring - Wireshark

File Edit Wiew Go Capture Analyze Statistics Help

8  ela & e -

Eilter: I

-]

Nao. . Tirme Source Destination | Protocal | Info
1 0.00RER0 WiMax Unknown
2 1.000230 W1Max Unknown
3 2.000236 WiMax Unknown

D

P Frame 1 (90 bytes on wire,

¥ PDU (90 bytes) - Generic MAC Header,
I Generic MAC Header (6 bytes)

69 (84 bytes)

CRC 1s not included in this frame!

90 bytes captured)
Mo CRC

P Unknown message type:

0000
0010
0020
0030
0040

00 54 00 00 40 00 40 Ol
01 02 08 00 de of 36 4b
oh 00 B8 09 0a 0b 0c od
16 17 18 19 1a 1b 1c 1d
26 27 28 29 2a 2b 2c 2d

b7 55 co a8 01 01 cO a8
00 01 ed 13 c5 47 44 45
oe 0f 10 11 12 13 14 15
le 1f 20 21 22 23 24 25

(4] I [v]

WiMax Protocol (wrmx), 6 bytes Packets: 3 Displayed: 3 Marked...

B 5-22 ~ 12 WIMAX 5 ]2 ;’i’,fﬁ%{@r’z?? S

2. DDoS szt # 9 % :

DDoS s<# ¢ Eﬁl‘f TR R R T L e
FONPEP T S 2 R T o B 5-23 LA
B o S ¥ (Attacker) i

LI R R AR LT
PURCERT DR AR R R TR 0 B
H % (Zombiel - Zombie2)$t < § % (Victim)

i {77 DDOS 5<# ; { DDOS se# 2 T » £ F ¥ T2 CPU # * **" Bed o dd
¢ B B3 o 2 R T 5 e DDOS i R K2 B & DDOS so# Fads 4 1 R T2 - 5T
R T T T T
= d ﬁ'—r -&r%xz?—‘kl% L =a- EN L BULE 26 =0 S rTJDDOS 1] ,?'Jﬁ‘:“pig—g F P F7en
JORLTEIL o BT R%"%m £ CPU # * w31 4 ik i (2 B 5- 25)

CPU: High Sys. Usage

NET: Incoming Flood

zombiel

h/ IP:10.1.1.3
i
Attacker victim
IP:10.1.1.7 ‘I/ ‘ > 1P:10.1.1.1
'W zombie2
IP:10.1.1.5
-

Bl 5- 23 ~ R ERRE
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Start DDoS Attack

Victim - STA1

Zombiel = STA2
Zombie2 = STA3
Attacker 2> STA4

[T STAT :CPU USAGE RATE T

usage rate

/1.00
second

W 5-24~ B F 5 %87 HT & pl 5| DDOS s ¥

Stop DDoS Attack

AN Victim = STA1
Zombiel 2 STA2
Zombie2 = STA3
Attacker 2 STA4

[T 'STAT :CPU USAGE RATE ™

usage rate

/\0'00 second

] 5- 257 ~ DDOS 7 # ik

SR

ot B A B2 AR R R D i L R

N
=TT

i
SR 2 DETER 2 P eni B o 12 % S s (war driving) 3 ] > 3% %
HFNAD LT RARET WEH 2 5 SE L (mobile agent)

DETER % : J SURRRFE 2 %T 5 @ik LIER Bt Ui ol

Fooon SHORT S TR SR RME AR | 2 KR D L IORAE MU %

g
oA EHRT 2RI R R R R 0 T EERT S f o 2
BEBAIFR R

“
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% 5-2~ 7 F B enie it oo F R %R ik

e s i DETER BF S eBENR
#®T o
s % (War driving) No Yes
MAC #:5m (MAC spoofing) No Yes
P %5 (IP spoofing) Yes Yes
7 fs‘i%g@ (Wired eavesdropping) Yes Yes
A SR (Wireless eavesdropping) No Yes
¢ A sz % (Man-in-the-Middle) Yes Yes
REF4  (Evil Twin) No Yes
A TN g pR7% (DDoS) Yes Yes

ERRFHEHR R
ALESHELRMAOS AR TN F e 0 LT R SRR
BT AT RSN B TR I Bl LT SRR e
” EALTGFVRATER T APKLHS PP RFET K R AE N
- Kﬁri\@ml§/?1 F] i’]ﬁ,?]mq‘— B & g ¥ fp,}@éc%% ;\; L_’f‘”c%,;}%.%. ’;}_%‘
%“{— B kB2 e el B 5 e AR S o

BN T mﬁsenffiﬂ

| ;éwkém »— & 2% 0C9C4681802F.exe ﬁvsfﬁ,% AR f@ﬁ’»v’ F & ﬁ gl
LS o B 5 hiepldEL ¢ ¥ w53 & PE File Format AnayIS| vy
encrypted executable % packed or encrypted executable & 78 » % £ iz & fg ;¢ ¢ i
e BHp e RTE SORAA K R D & iRl 0 FRd A1 LT
B itkenfT 5 T8 LR —;{ °

URI

Windows UNC Path :

Unix Path :

IFrame :

Embed :

Executable Filename :

========== Fjle Format Ana|ysis =———=—=——===

Flle Format : MS-DOS executable PE for MS Windows (GUI) Intel 80386
32-bit

Flle Exename : exe

========== PE File Format Ana|ysis ——=—=——==—=

Suspicious imported APIs:

Entropy Analysis:

ju2 0.0 Text MEM_WRITE,CNT_UNINTIALIZED DATA,
MEM_EXECUTE, MEM_READ

p5 7.982 Encrypted ExecutableMEM_WRITE,CNT_CODE,

55



MEM_EXECUTE, CNT_UNINTIALIZED_DATA, MEM_READ

7i 7.241 Packed or Encrypted ExecutableMEM_WRITE, CNT_UNINTIALIZ
========== Code Obfuscation Analysis ==========

Unknown packer found.

B 5- 28 ~ & Fr4c 2 N s %}i:ﬁp‘i W PI3R 4

= o~ B arho E S o ende g 5N
Hi#Hh % 5 7Sendsrvexe? S 44 746 U815 29 i #4957 11 213
Fheted 5 25 5k suekernel APL> ¢t b B #7 Threadlnjection o 23R 2 ik 14
B 'l*p‘f'l IIHi} # * 1 T Safeguard 1.03 -> Simonzh | i& {7 4c & ﬁ@j\l e
_lf‘g% Z A fg SN eded o AP|’%ﬁ g BB AN R T
ER A o

URI

Windows UNC Path :

Unix Path :

IFrame :

Embed :

Executable Filename :

========== Fjle Format Analysis ———==—=—====
Flle Format : MS-DOS executable PE  for MS Windows (GUI) Intel
8038632-bit

Flle Exename : exe

========== PE File Format Analysis ————==—=====
Suspicious imported APIs:

Process Manipulation

ReadProcessMemory KERNEL32.DLL
OpenProcess KERNEL32.DLL
Process32Next KERNEL32.DLL
Process32First KERNEL32.DLL
WriteProcessMemory KERNEL32.DLL
Thread Injection
CreateRemoteThread KERNEL32.DLL
Window Manipulation
FindWindow USER32.DLL
Entropy Analysis:
text 7.992 Encrypted Executable MEM_WRITE, CNT_CODE,
MEM_EXECUTE, MEM_READ
.idata 4.220 Text MEM_WRITE, CNT_UNINTIALIZEC

========== Code Obfuscation Analysis ==========
Target may be obfuscated(or written) by :
Safeguard 1.03 -> Simonzh
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rﬁ;] 5_29 ~ o j;\—[—.4‘3§3"—’ 4' métaﬁi}\‘%ﬁ/? ‘é}—;"

L P A BPIFEL T - BE &ﬁ}ﬂ?ﬁ)r’—n LB Ao H A j\‘l‘ﬁ‘:@’]’f
3R] 4 T A R B R AR R SR R gt
FOUM R - A SRR B ACE R P AT R 2 o

3
fe=
It )

SR R T (MBA@TWISC)
1 Ehi Qﬂ%ﬁ‘%mﬁﬁﬂi,&@ EREFHPFrg 7500 70 3R
<~ ATHE O IR K SLE B E 0 E RSP S ATRANIZ R T E o T NP A
Pepr b A A FEY L BARPE R EIAAN LTSS
S Fp 4 KAVO
KAVO £ - @224 § re@ i aopd o § ATy ¥ 52 7 g 4977 ATt
kgLt ¥ AN AT B ATOE A E ﬂfui T e
A ) MBA@TWISC kiipl KAVO - B 5- 30 .41 E s 73R4 » 2

WA ER T AV 42 5 B3P > 29 TRegistry Diff Scanning ; £ Windows
GRE R E T % i 78 p > T Disk Diff Scanning | B 4% % & suif 3| % { 08
Booe z 0 RTH ~ PR i g eeAf % & 7 5 o T Driver Diff Scanning | B 8_% se5gds
NP RL AR o d SRR T U g I KAVO Jrd § e i i M
B A cfa > 18k Bt - Fﬁﬁﬁﬂgﬁfuﬁéﬁtﬁ%ﬁﬁi AAes o L EFEEE S

e o~ g L enp oo b KAVO «‘)?3%# € aphE i P ATHA BT RARE
IR kARG e P RTANSER AR o A TR ;,‘, FE O Rp &?m—ﬁ a o

g S8 s
W
b

HKCU/Software/Microsoft/\Windows/Current\Versio
n/Run/kava C:\WINDOWS\system32\kavo.exe

/WINDOWS/system32/kavo.exe
/WINDOWS/system32/kavo0.dll
/Documents and Settings/dsns/Local
Settings/Temp/wdagnb7.dll

0x00f8928000 0x006000 wincab.sys

f 5- 30 ~ KAVO :){%i et BI3E 4

2. Stoned bootkit
Stoned bootkit £ - & ¢ 2 i 2 & JB B R F ofE st ’%ﬁd BB
ts it 49 = Windows 2. eui}u)\f—m‘nv TR e o 4otV OUBRE B R L

A4 AP RFF Y MBA@QTWISC % #ip| Stoned bootkite % # |3 2 (4- @ 5- 31
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771 )eh T MBR Modification Scanning ; # & 25 ¥ 5 ¥lig $ 425¢ § 2 3 MBR &
’b&@a °

/Stoned/Drivers/Sinowal Extractor.sys
/Stoned/Master Boot Record.bak
/Stoned/Applications/Sinowal Loader.sys
/Stoned/Applications/Hibernation File Attack.sys
/Stoned/Applications/Forensic Lockdown
Software.sys

/Stoned/Applications/Windows.sys
/1$Secure:$SDH

//$Secure:$SDS

/Stoned/Drivers/Sinowal.sys
/Stoned/Drivers/Black Hat Europe 2007 Vipin
Kumar POC.sys

MBR Modification Scanning

MBR Modified
@ 5- 31 ~ Stoned bootkit ¥ ip|3F 2

3.  FUTO rootkit
FUTO rootkit 2 7 72 ¥ - £ T2 425 > @ & - B* R'E5H # Process

1 E o [B]5-32 ek ipldR 2 F e # FUTO rookit % *2 & notepad.exe f¥ & 2
\+ TR o R L HRPE > EF- B Process TR EF Y AT A BEBER
S M@ﬂég@t%ﬁéa’%&ﬁ*%ﬁﬁwﬁﬁﬁﬁmfﬁﬁ
- B ”#f RN TG RS TR 2 y@ 4 wg;w ¥ i 28 3]
TR o F|ptE BT - B AR ¢ P& Pcocess 53 0 F 1B m%,ﬁ_, GEPE (A4
? &R AR o B 5- 32 higpl4E 4 ¢ > 7 1 & T Process Diff Scanning , % p ¢ 4
T3 B AN 227k senProcess Table » 2 BI'E sk — B A7

B 5- 32 ~ FUTO rootkit ¥z ip| 3% 2
£k ﬁﬂr 'é*’wm%ﬂwﬁﬁWE,iliﬂ
_-Y.

2R FAENBE HA B TR ERELR
00 & EATH - &V 5 bk R > MBA@TWISC 487 14 i jp) 3 2

F S RAE TS IR LR
ﬁe“**"z BAE T 5 FERR kAL |§’**”zm iﬁf’f?is\f’rlﬁ’*ﬂ”&\ﬁﬁ%\‘“ﬂ'lf’
FON IS T—lp S BLpTR o A P LaEfE- Bd JavaScript T & g T ok R 7R
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ABOPE R Aol B R 2 G 53 AR L BH S X ¥ 1020
BHEA KRAFEFLZHPI B2 > By 1 103 =% L —J'Ff?‘;ﬁ—g’“—iﬂi%]% fs 08 e
PREL AR 0 * RGRIE K AR R Y F endE g 5 0 # BIREL Gl §] 50~200 =
e M L 3126 = o gt th > A r4]r AR Model 4 %P~ order 1 3 5 i 7t
2 ¢ AR Model 5% #¥_4 Burg’s Algorithm & - & {5 > 7] 21 & 3 EER (equal
error rate) & {7+ #i - EER et i B % 4r & 5- - @ Digraph 2 % Trigraph B4 %]
A FaB T X daguE> 2 s A PE E 4 ARmodel =1 shpFiE o Lk e EER
VT 219% -

# 5-3 - COMPARATIVE RESULTS OF EER IN EXPERIMENT

Analysis with Digraph Analysis with Trigraph
AR(1) 2.19% 2.93%
AR(2) 2.37% 2.81%
AR(3) 2.37% 2.68%
AR(4) 2.49% 3.08%
AR(5) 2.64% 3.08%

AL SR ST AR R B T A E R EY
B L v K EEF A (L4 5-) e @ TRk E dok & 5o

# 5-4 ~ THE RATIOS OF USERS HAVING IMPROVED EER

Analysis with Digraph Analysis with Trigraph
AR(1) 41.18% 50.00%
AR(2) 50.00% 55.88%
AR(3) 44.12% 44.12%
AR(4) 55.88% 52.94%
AR(5) 52.94% 55.88%
Average 48.82% 51.76%

# 5-5~THE AVERAGE PROMOTION OF EER WITH DIFFERENT ORDER OF AR
MODEL IN THE EXPERIMENT

Analysis with Digraph Analysis with Trigraph
AR(1) 6.21% 5.79%
AR(2) 5.17% 5.69%
AR(3) 5.84% 5.49%
AR(4) 5.73% 6.76%
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AR(5) 4.27% 6.64%
Average 5.44% 6.07%

BIS-17 APl B 2577 dub i ‘ ¢
22 EER & 219%~3.08% » 68 % 5 o v B R kA 2
By B d e EER §.254% > gty < A ¢

BEAR G AR Y R N 500 % enibpE g ek A Bk A
R PR 0 AP Lt R PR RS § PR R SRR RS
M k=P s 444 digraph 2 trigraph kot 0 S % BT < 5 pFig digraph
enZ JLit trigraph 4% > Tt &k kigk B~ digraph o

ERR/AFR

Our Scheme 2.19
Jiang et al
Aratjo et al

Yu and Cho

Anagun and Cin
Ru and Eloff
Magalhaes et al

Bleha et al

Joyce and Gupta

0.00 2.00 4.00 6.00 @ 8.00 10.00  12.00  14.00
0

B] 5- 33 ~ EPR/AFR t $i2

l‘;"ﬂé\vi o T J'l’;fmffljy ? 2 Ei%ﬁ’:iﬁ =4 1}’3__;(\ j\xif‘we«ﬂ,a = g’\”ﬁ LR

L R E YRS =R 0 =R LRV T =P I Fb R
T K LR A AR Y R - BT 0 L R -

35G P R AFHRPIL &
jtracert % — ?J%Eﬁa%ﬁﬁ#ﬁ??l FOBLILVRREY HE LA BT g
Be & Bl B8 L AR TS R S TR BT A1 B2 3 &4
1. Eg]ﬂﬁfb X AG ?ﬁ‘gmﬁ& LV 334G A R A LB P R g

A

2. T**HM-*%E* P B BT T OO - AR T B
T B & BE2 B epELd I o

3. SRRRAM AL A IBREIET 45 ICMP TCP % - *

?'*M‘ié PR e Bk R E R Y DR R SRR TR

4 BRI ER AL EVHREE - BRIBREZRCET AR 0 T



BE LRI BRE S NIRETI T2 5 B RR/IP DG EDE SRR
FER -

5, LT B ERI BEDEBFEEN L LRSI AT ET A2
HFRIEEZ P BT AP ESORT e

-
N

AL L PR HO SRR R E SR RE IR S 1T TR
B in™ 2 & i o dp il 3R AL Seen tracert (trace route 2 * fg38)7 ”“rré B

pas

7 o
L TSR ﬁ*é"%éiﬁiﬂt?"\ISP FH 135G e ik 0 B
ﬁﬁ%*%ﬁwﬂmpiiaﬁ a,m@ @ﬁ%ﬁnw%iﬁEW$zmﬂo
**%ﬂ’*Wé?—‘*%ﬁmmtm WiTs RpE > & 0% 356
bpdp EA SR ED e s REFHREF RN R TR G 7 ]
e ISP ¥ g (TR > NP P h 356 R IP y o B KR
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ASIACCS 2010: Beljing, China
Program Sketch

12 April | 13:30-18:00 | Registration Lobby of Building 2
8:00-8:50 Registration Meeting Room1, Building 8
8:50-9:00 Welcoming Remarks Meeting Room1, Building 8
9:00-10:00 | Invited Talk Meeting Room1, Building 8
10:00-10:30 | Coffee-break Meeting Room1, Building 8
10:30-12:00 | Session 1:Privacy Meeting Room1, Building 8
12:00-13:30 | Lunch Cafeteria in Friendship Palace

13 April | 13:30-15:00 | Session 2:Applied Cryptography | Meeting Room1, Building 8
15:00-15:30 | Coffee Break Meeting Room1, Building 8
15:30-17:00 | Session 3: Network Security Meeting Room1, Building 8
17:30-19:00 | Dinner Cafeteria in Friendship Palace
19:00-21:00 | Steering Committee Meeting Second Floor meeting Room,

(Steering committee members only ) Building 2

8:00-8:50 Registration Meeting Room1, Building 8
9:00-10:00 | Invited Talk Meeting Room1, Building 8
10:00-10:30 | Coffee Break Meeting Room1, Building 8
10:30-12:00 | Session 4: Systems Security — | | Meeting Room1, Building 8

14 April 12:00-13:30 | Lunch Cafeteria in Friendship Palace
13:30-15:00 | Session 5: Access Control — | Meeting Room1, Building 8
15:00-15:30 | Coffee Break Meeting Room1, Building 8
15:30-17:30 | Session 6: Security Protocols Meeting Room1, Building 8
18:30-20:30 | Banquet Ju Xiu Yuan Friendship Palace
8:00-8:45 Registration Meeting Room1, Building 8
8:45-10:15 | Session 7: Access Control — |1 Meeting Room1, Building 8




15 April

10:10-10:35 | Coffee Break Meeting Room1 Building 8
10:35-12:05 | Session 8: Systems Security - I | Meeting Room1, Building 8
12:05-13:30 | Lunch Cafeteria in Friendship Palace
13:30-15:10 | Session 9: Short Papers — | Meeting Room1, Building 8
13:10-15:30 | Coffee Break Meeting Room1, Building 8
15:30-17:10 | Session 10: Short Papers — II Meeting Room1, Building 8
17:30-19:00 | Dinner Cafeteria in Friendship Palace




Advanced Program

The 5th ACM Symposium on Information, Computer and Communications Security

(ASIACCS 2010)

(Beijing Friendship Hotel)

April 13, 2010

8:00 - 8:50 Registration
8:50 - 9:00 Welcoming Remarks
9:00 - 10:00 INVITED TALK:
Pierangela Samarati, Universita™ degli Studi di Milano
Session Chair: Peng Liu
10:00 - 10:30 Coffee Break
Session 1: Privacy
Session Chair: Adam Lee
10:30 - 11:00 Towards Publishing Recommendation Data With Predictive
Anonymization
Chih-Cheng Chang, Rutgers University
Brian Thompson, Rutgers University
Hui Wang, Stevens Institute of Technology
Danfeng Yao, Rutgers University
11:00 - 11:30 Restoring Compromised Privacy in Micro-data Disclosure
Lei Zhang, George Mason University
Alexander Brodsky, George Mason University
Sushil Jajodia, George Mason University
11:30 - 12:00 Securely Outsourcing Linear Algebra Computations
Mikhail Atallah, Purdue University
Keith Frikken, Miami University
12:00 - 13:30 Lunch
Session 2: Applied Cryptography
Session Chair: Dongdai Lin
13:30 - 14:00 Attribute-based Signature and its Application

Jin Li, llinais Institute of Technology
Man Ho Au, University of Wollongong
Willy Susilo, University of Wollongong
Donggqing Xie, Guangzhou University




Kui Ren, Illinois Institute of Technology

14:00 - 14:30 Dynamic Fully Forward-Secure Group Signatures
Benoit Libert, Universite Catholique de Louvain

Moti Yung, Google & Columbia University

14:30 - 15:00 Identity-Based Encryption based on EIGamal
Yu Chen, Peking University

Manuel Charlemagne, Dublin City University, Ireland
Zhi Guan, Peking University

Jianbin Hu, Peking University

Zhong Chen, Peking University

15:00 - 15:30 Coffee Break

Session 3: Network Security
Session Chair: Kui Ren
15:30 - 16:00 Region-based BGP Announcement Filtering for Improved BGP

Security
Fernando Sanchez, Zhenhai Duan

Florida State University

16:00 - 16:30 Fast-flux Service Network Detection Based on Spatial
Snapshot Mechanism for Delay-free Detection

Si-Yu Huang, Taiwan Tech

Ching-Hao Mao, Taiwan Tech

Hahn-Ming Lee, Taiwan Tech

16:30 - 17:00 Securing Wireless Sensor Networks against Large-scale
Node Capture Attacks

Tuan Vu, University of Calgary

Reihaneh Safavi-Naini, University of Calgary

Carey Williamson, University of Calgary

April 14, 2010

8:00 - 9:00 Registration
9:00 — 10:00 INVITED TALK:
Andrei Sabelfeld, Chalmers University of Technology

Session Chair: David Basin

10:00 - 10:30

Coffee Break

10



Session 4: Systems Security - I
Session Chair: Andrei Sabelfeld

10:30 - 11:00

Preventing Drive-by Download via Inter-Module
Communication Monitoring

Chengyu Song, Peking University

Jianwei Zhuge, Peking University

Xinhui Han, Peking University

Zhiyuan Ye, Peking University

11:00 - 11:30

A Solution for the Automated Detection of Clickjacking
Attacks

Marco Balduzzi, Eurecom

Manuel Egele, University of California, Santa Barbara

Engin Kirda, Eurecom

Davide Balzarotti, Eurecom

Christopher Kruegel, University of California, Santa Barbara

11:30 - 12:00

PAriCheck: An Efficient Pointer Arithmetic Checker for
C Programs

Yves Younan, Katholieke Universiteit Leuven

Pieter Philippaerts, Katholieke Universiteit Leuven

Lorenzo Cavallaro, University of California, Santa Barbara

R. Sekar, Stony Brook University

Frank Piessens, Katholieke Universiteit Leuven

Wouter Joosen, Katholieke Universiteit Leuven

12:00 - 13:30

Lunch

Session 5: Access Control -1

Session Chair: Robert Deng

13:30 - 14:00

An Opportunistic Authority Evaluation Scheme for Data
Security in Crisis Management Scenarios

Enrico Scalavino, Imperial College London

Giovanni Russello, Create-Net

Rudi Ball, Imperial College London

Vaibhav Gowadia, Imperial College London

Emil Lupu, Imperial College London

14:00 - 14:30

Effective Trust Management Through a Hybrid Logical
and Relational Approach
Adam J. Lee, University of Pittsburgh

11




Ting Yu, North Carolina State University
Yann Le Gall, University of Pittsburgh

14:30 - 15:00

Toward Practical Authorization-dependent User
Obligation Systems

Murillo Pontual, University of Texas at San Antonio

Omar Chowdhury, University of Texas at San Antonio
William H. Winsborough, University of Texas at San Antonio
Ting Yu, North Carolina State University

Keith Irwin, Winston-Salem State University

15:00 - 15:20

Coffee-break

Session 6: Security Protocols

Session Chair: Kanta MATSUURA

15:30 - 16:00

Cap Unification: Application to Protocol Security modulo
Homomorphic Encryption

Siva Anantharaman, LIFO, University of Orleans

Hai Lin, Clarkson University

Christopher Lynch, Clarkson University

Paliath Narendran, University at Albany--SUNY

Michael Rusinowitch, LORIA - INRIA Lorraine

16:00 - 16:30

SSLOCK: Sustaining the Trust on Entities Brought by
SSL

Adonis P.H. Fung, The Chinese University of Hong Kong

K.W. Cheung, The Chinese University of Hong Kong

16:30 - 17:00

Computationally Secure Two-Round Authenticated
Message Exchange

Klaas Ole Kiirtz, Christian-Albrechts-Universitét Kiel

Henning Schnoor, Christian-Albrechts-Universitét Kiel

Thomas Wilke, Christian-Albrechts-Universitat Kiel

17:00 - 17:30

Bureaucratic Protocols for Secure Two-Party Sorting,
Selection, and Permuting

Guan Wang, Syracuse University

Tongbo Luo, Syracuse University

Michael T. Goodrich, Univ. of California, Irvine

Wenliang Du, Syracuse University

Zutao Zhu, Syracuse University
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April 15, 2010

8:00 - 8:45 Registration

Session 7: Access Control - II

Session Chair: Ting Yu

8:45 - 9:15 A Logic for Authorization Provenance

Jinwei Hu, Huazhong University of Science and Technology
Yan Zhang, University of Western Sydney

Ruixuan Li, Huazhong University of Science and Technology

Zhengding Lu, Huazhong University of Science and Technology

9:15 - 9:45 Risk-based Access Control Systems Built on Fuzzy
Inferences

Qun Ni, Purdue University

Elisa Bertino, Purdue University

Jorge Lobo, IBM T. J. Watson Research Center

9:45 - 10:15 Attribute Based Data Sharing with Attribute Revocation
Shucheng Yu, Worcester Polytechnic Institute

Cong Wang, Illinois Institute of Technology
Kui Ren, Illinois Institute of Technology

Wenjing Lou, Worcester Polytechnic Institute

10:15-10:35 Coffee-break

Session 8: Systems Security - II

Session Chair: Engin Kirda

10:35-11:05 binOb+: A Framework for Potent and Stealthy Binary Obfuscation
Byoungyoung Lee, POSTECH

Yuna Kim, POSTECH

Jong KIM, POSTECH

11:05 - 11:35 Secure Provenance: The Essential of Bread and Buffer of Data
Forensics in Cloud Computing

Rongxing Lu, University of Waterloo

Xiaodong Lin, University of Ontario Institute of Technology

Xiaohui Liang, University of Waterloo

Xuemin (Sherman) Shen, University of Waterloo

13



11:35-12:05

RunTest: Assuring Integrity of Dataflow Processing in
Cloud Computing Infrastructures
Juan Du, Wei Wei, Xiaohui Gu, Ting Yu

North Carolina State University

12:05-13:30

Lunch

Session 9: Short Papers - I
Session Chair: Sencun Zhu

13:30 - 13:50

K-anonymous Association Rule Hiding
Zutao Zhu, Wenliang Du

Syracuse University

13:50 - 14:10

Controlling Data Disclosure in Computational PIR Protocols
Ning Shang, Gabriel Ghinita, Yongbin Zhou, Elisa Bertino

Purdue University

14:10 - 14:30

Cryptographic Role-based Security Mechanisms based on Role-Key
Hierarchy

Yan Zhu, Arizona State University

Gail-Joon Ahn, Arizona State University

Hongxin Hu, Arizona State University

Huaixi Wang, Peking University

14:30 — 14:50

PriMa: An Effective Privacy Protection Mechanism for Social
Networks

Anna Squicciarini, The Pennsylvania State University

Federica Paci, University of Trento

Smitha Sundareswaran, The Pennsylvania State University

14:50 — 15:10

Oblivious Enforcement of Hidden Information Release Policies
Brian Wongchaowart, Adam Lee

University of Pittsburgh

15:10-15:30

Coffee-break

Session 10: Short Papers — II
Session Chair: Cliff Zou

15:30 - 15:50

Apex: Extending Android Permission Model and Enforcement with
User-defined Runtime Constraints

Mohammad Nauman, Institute of Management Sciences, Pakistan

Sohail Khan, Institute of Management Sciences, Pakistan

Masoom Alam, Austria

Xinwen Zhang, Samsung Information Systems America
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15:50 — 16:10 A Hotspot-based Protocol for Attack Traceback in Mobile Ad Hoc
Networks
Hungyuan Hsu, Penn State University
Sencun Zhu, Penn State University
Ali Hurson, Missouri University of Science and Technology
16:10 - 16:30 Practical ID-based Encryption for Wireless Sensor Network
Cheng-Kang Chu, Singapore Management University
Joseph K. Liu, Institute for Infocomm Research, Singapore
Jianying Zhou, Institute for Infocomm Research, Singapore
Feng Bao, Institute for Infocomm Research, Singapore
Robert H. Deng, Singapore Management University
16:30 - 16:50 A Game Theoretic Model for Digital Identity and Trust in
Online Communities
Tansu Alpcan, Deutsche Telekom Laboratories
Cengiz Orencik, Sabanci University
Albert Levi, Sabanci University
Erkay Savas, Sabanci University
16:50 — 17:10 Scene Tagging: Image-Based CAPTCHA Using Image Composition
and Object Relationships
Peter Matthews, Cliff Zou
University of Central Florida
17:30 - 19:00 Dinner
End of the conference

15




41/ 2010 International Dependable Systems and Networks ¢ 3% £

%3+ £ & Purdue University 3R £

TR AR 4 LIRS M BT
TRIRE A A B/F 2 ke 5L 5042/0975225901

AUE R 99/6/23-99/7/7
MR R ER/ 0B~ EE IR E P E

2 p # 2 99/6/23-99/7/7

NEAR

AR HY T 22 H 8V S 1 2B TS A2 EaY 58S 40 & International Conference
on Dependable Systems and Networks (DSN) o 3% &k BEFE | A I5EE ~ MERERIA ~ %
MR EEEAIAHRE workshop ~ tutorial ~ DR S AVRTZE R B 25 - 3% s Bl A
H RTFTIE R T 2 S 7 BUE S R IR T 2B TR S A 9T DA R i 2 31y TWISC AH
FAWSCETEA IR E S eV - HEZ R A EREA - 2FEIMERIE - B3
feat HRTE TSP THEREFIIRL -

TEgRsE 1% WIFER T A0 Z e 34— B R E M EN B2 h A e T
2%5/7 Purdue University ° 7F Purdue $45 7 —{[ talk > i #1 ECE Department 9 Prof. Saurabh
Bagchi fe HER A AT AIESE - A6 =R AR T sERVAHRAtHSE & 7E 2 T REME -



- ~ /3 2010 DSN Conference £ i§
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iy "Analysis of Security Data from a Large Computing Organization" ~ {FF]z5 AKEE
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B RINE RS HEEE AR MIT Nancy Lynch Z#SFr451Y keynote speech
"Distributed Computing Theory Through the Ages" FfERd - 22 (EEE—FRtGEm & T 778
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Performance Enhancement of Contention-Based Bandwidth Request
Mechanism in IEEE 802.16 WiMAX Networks

Shih-Fan Chou?, Jen-Hsi Liu®, Hsi-Lu Chao', Tzu-Chi Guo', Chia-Lung Liu? and Feng-Jie Tsai?
!Department of Computer Science, National Chiao Tung University, Hsinchu, Taiwan
?Information & Communications Research Labs, Industrial Technology Research Institute, Hsinchu, Taiwan

Abstract—The IEEE 802.16 standard is a promising technology
for 4G mobile networks. Though supporting versatile service
classes, best effort (BE) service class is expected to dominate
WIMAX networks, due to operational simplicity. One of
bandwidth request mechanisms that subscriber stations (SS) can
utilize to issue bandwidth requests (BW-REQ) for BE
connections is contention-based random access. An SS starts a
timer T16 when transmitting a BW-REQ. If getting a grant
before timer expiration, the SS transmits data packets at the
allocated time slots; otherwise it performs truncated binary
exponential backoff process for BW-REQ retransmission. The
default value of T16 is one frame time. However, T16 impacts on
contention and request collision significantly. In the paper, we
develop an analytical model for T16 timer setting. Besides, we
derive analytical expressions for the average number of tries per
BW-REQ and the average packet delay. We compare the
theoretical results of fixed and adjustable timers. The results
show that adjusting timer reduces both the number of collision
and the average packet delay.

Keywords—WIiMAX, best effort, bandwidth request, contention

I.  INTRODUCTION

IEEE 802.16 protocol has been standardized for
metropolitan broadband wireless access (BWA) systems, and it
is a viable technology to be used for connecting local area
networks (e.g., IEEE 802.11-bassed WLAN) to the Internet,
due to the characteristics of high transmission rate and flexible
quality-of-service (QoS). [1]. The IEEE 802.16 MAC layer
supports a mandatory PMP architecture, which consists of a
base station (BS) serving a number of subscriber stations (SS).
There are two types of duplex scheme, i.e. FDD (Frequency
Division Duplexing) and TDD (Time Division Duplexing). In
this paper, we focus on TDD mode. TDD mode requires only
one channel for transmitting downlink (DL) and uplink (UL)
sub-frames at two distinct time slots. Moreover, the DL and UL
ratio can be adjusted dynamically.

In order to support multimedia services, the IEEE 802.16
standard [1][2] defines five service classes to accommodate
versatile QoS-demand applications (such as VolP, and MPEG
video). These service classes are unsolicited grant service
(UGS), extended real-time polling service (ertPS), real-time
polling service (rtPS), non-real-time polling service (nrtPS),
and best-effort (BE) service. Due to the fact that “how to
perform resource reservation to meet applications’ QoS
demands” is not within the scope of the standard, it is possible
that even VolP flows would be treated as BE service class.
Therefore, in this paper, we focus on the BE service class.

A BS has the full control of slot allocation. To avoid
collisions, SSs should get permission before their data
transmission. According to the IEEE 802.16 standard, such an

frame 1 } frame 2 |

H [ - . i |
(7Y i 7

i
DL subframe

frame 3 |

— . e
UL subframe @ >/ Back6IT time

@
T’BW-REQ. ('{mml Data transmission 7
116 L
|

|:| DL & UL MAP \:‘ Contention period

m contention slots

Figure 1 Illustration of contention-based bandwidth request
mechanism

exclusive channel access is achieved by requiring SSs to send
bandwidth requests first. For this purpose, the IEEE 802.16
standard specifies three bandwidth request mechanisms:
contention-based random access and contention free-based
polling are two suggested approaches, and piggyback
mechanism is optional. These three request mechanisms are
applicable to BE service class, and our focus is on the
contention-based approach.

The random access contention resolution adopted in
WIMAX is based on a truncated binary exponential backoff
scheme without carrier sensing. Before each attempt of BW-
REQ transmission, an SS randomly selects a backoff timer
from [0, W;-1], where W; is the contention window size of the
i™ retry. The backoff time indicates the number of slots that the
SS should wait before its BW-REQ transmission. For the first
attempt, the contention window size is the minimum value Wiy,;
the window size after the i" retry is 2'W,;,. The window size
keeps doubling till it reaches the maximum value Wpz=2"Wiin,
where r is the maximum backoff stage. For a BW-REQ, an SS
can try at most 16 times. Both Wy, and Wi, are defined by
BSs, while the WiIMAX standard does not provide
optimal/suggested values.

When using contention, no explicit acknowledgment (ACK)
frame is sent back to indicate whether a bandwidth request
(BW-REQ) message is successfully transmitted or not. Instead,
a timeout T16 is set to determine whether requiring
retransmission or not. The default setting of T16 is one frame
time. An illustrative example of contention-based bandwidth
request mechanism is shown in Fig. 1. BW-REQs are sent in
the contention period of a frame (Fig. 1-®), and T16 is set
simultaneously (Fig. 1-®@). If a grant is given within T16
timeout (Fig. 1-®), the SS stops contention resolution and use
the allocated bandwidth for uplink transmission (Fig. 1-@®).
Otherwise the SS believes that its BW-REQ was corrupted, and
then restarts a contention resolution process. The SS randomly
selects a backoff timer (Fig. 1-®), and counts down that timer.
When the timer is zero, the SS retransmits the BW-REQ (Fig.
1-(®), and same processes repeat.



Recent research of request mechanisms include
[31[41[5]1[6][7]. In [3], the authors conclude that the best size of
contention period is (2N-1), and N is the number of SSs.
However, upon heavy traffic load, the number of data slots of
an UL subframe decrease as N increases, and a BS may not
issue grants to all received BW-REQs. For those refused and
collided BW-REQs, the SSs will run the contention resolution
mechanism again, and thus delay time increases.

In [4], the authors introduce a new algorithm, called Multi-
FS-ALOHA, which divides the contention period into two
parts. The first is used by SSs to issue first-try BW-REQs,
while the second part is dedicated for retransmission of BW-
REQ messages. These two parts are dynamically fixed on a
frame by frame basis. The drawback of [4] is that it requires a
dedicated feedback channel for operation.

A modified contention resolution process is proposed in [5]
to improve the system performance. Its main idea is assigning
different initial window sizes to different scheduling classes.
However, based on the presented simulation results, this
algorithm performs similarly to the contention mechanism
defined in the standard.

An analytical model of the contention-based bandwidth
request mechanism, defined in [1], in a saturated WiMAX
network was developed in [6][7]. [8] took the number of
contending SSs into account to determine the optimal window
size.

Briefly summarizing the introduced literature, performance
of the contention-based request mechanism can be improved by
(1) reducing the collision probability, (2) dynamically adjusting
the contention period according to the number of SSs, (3)
assigning different minimum contention window sizes to
service classes, and (4) integrating/implementing both
piggyback and contention mechanisms. However, these
solutions may incur the problem of compatibility.

Two possible reasons that a BW-REQ cannot be granted
and need retransmission are: collision, and insufficient UL data
slots. The former is due to multiple BW-REQs are transmitted
at the same contention slot; the latter is due to the UL data slots
cannot accommodate the total demand of received BW-REQs.
However, SSs cannot identify the exact reason why they do not
get resource grants, and just perform contention resolution
procedure. Upon heavy traffic load, more contentions in a fixed
contention period results in more collisions and worse system
performance. Thus our idea is to dynamically adjust T16
timeout. BW-REQs may wait longer before perform contention
resolution process. The objective of this paper is to develop an
analytical mode for T16 derivation.

The rest of this paper is organized as follows. The
analytical model of timeout derivation is introduced in Section

Il. Numerical results are presented and discussed in Section I11.

This paper is concluded in Section IV.

Il.  ANALYTICAL MODEL

In this section, we explain the developed analytical model.
Since we focus on the retransmission caused by insufficient
UL bandwidth, T16;, is used to represent the desired timeout.
In addition, we analyze the average tries of a BW-REQ to get
a resource grant, and the average packet delay.

In this analytical model, there are N BE connections, and
their packet arrival is in Poisson distribution with A,qcxet -
trrame aNd d are the frame time duration and the number of

data slots of a UL subframe. r;,, is the percentage of UL data
slots which are allocated to BE service class.

A. T16y,

Let n be the number of frames that a successfully
transmitted BW-REQ can be preserved by a BS at most.
Therefore,

T16ib = (1 + n)tframe (1)

To derive a proper T16;,, is to determine an adequate n value.

In our analysis, we assume there are m slots in a contention
period, and each slot can accommodate one BW-REQ
message.

Considering a BW-REQ, the probabilities of request
collision and insufficient UL bandwidth of its it®
retransmission (i.e., the (i+1)" try) are denoted as p{"and p_’
respectively. Since unsuccessful BW-REQs are only due to
collisions in the modified mechanism, the probability of the
it" contention for an unsuccessful BW-REQ (denoted as

® ;
pmodified) IS )
pf‘rﬁ)diﬁed = pgl) (2)
According to [9], the probability that an SS attempts to
transmit a BW-REQ at a contention slot for the i*" retry t(® is
2
W1 0<i<R-1, 3)
where R is the maximum number of tries.
Given the number of transmitted BW-REQs in frame

wi—1 ([M])
[T] denoted as N*I"m V| suppose the observed BW-REQ
is retransmitted at the last contention slot in frame [%] pgi)
is
wWi-1
(e '
, 0<i<R-1 (4

7 =

PO =1-[1- 0]
Furthermore, for0 < i <R — 1,

wWi—1 .
N([ m ])(1 - pgl)) - Nrequest_served
Wi—1 .
NIED (1 - p@)
where Nyeguest servea 1S the number of served requests in a
superframe.

We then derive the number of transmitted BW-REQs in a
specific frame, say frame j. Connections either incurring BW-
REQ collision or having packet arrivals in frame (j-1) will
send their BW-REQs in frame j. We assume all BE
connections have queued packets initially, i.e., N =N,
Thus for frame 2,

N® =NO@1 - P)(1-LD)(1-P,?)
+NDPp,© ﬁ (6)
where P, is the probability that an SS has no packet arrivals in
trrame time, and P, =1-— e~(packet)(trrame) | Through
iterative derivation, for j > 1

NU+D = NO)(1 = Py) (1 - pc(logz %D) <1 - pib(logz %ti]))

+ N(j)pc("’gzmﬁl) m

pu® = 5)

, ™
1082 i




In (7), we use the backoff stage to get the number of
retransmitted requests occur at this frame and L{ is the
loga iy —

probability that a collided request would transmit again in
frame j.

On the other hand, the number of requests a BS can serve
in a UL subframe is

drbe }

r— ®)
packet‘frame

Thus considering the worst case, a successfully transmitted
BW-REQ at frame j can be served at most after n frames, and
nis

Nrequest_served = [/1

3 N(j)(l - pgj)) - Nrequest_served
_ - . (9
request_served

Substituting (4), (7), (8), and (9) into (1), we obtain a
theoretical T16;,.

n

B. Average Number of Tries

Again in the original contention-based bandwidth request
mechanism, a BW-REQ is retransmitted when either the BW-
REQ experiences a collision, or the BS has no sufficient UL
bandwidth to give it a grant. Let X be the number of tries for a
BW-REQ to get granted. Since a request can be sent at most R
times, the average number of tries is

R
EXYoriginat = Y [+ =pPWwF]  (10)

i=1
However, in the modified mechanism, the BW-REQ
retransmission is only caused by collisions, thus the average

number of tries is as listed in (11).
R

E[X]modified = Z ipr,('l)

=1

(11D

C. Packet Delay

We define the packet delay being the time duration from
the first try of a BW-REQ to the time of successful data packet
transmission. In the IEEE 802.16 standard, the frame structure
of TDD mode includes a downlink subframe (Fig. 2 @) and
an uplink subframe. An uplink subframe consists of a
contention period t.ontention (Fig. 2 @) and a data interval
tpa (Fig. 2 ®). The time gap between two consecutive frames
is called guard time tgy,qrq(Fig. 2 ®). Let tyeqyese aNd tgqeqbe
the time of a contention slot and an uplink data slot
respectively. Thus teontention = Mtrequest: aNd tpa = dtgqeq-
Let D@ indicate the packet delay that a BW-REQ is granted at
its i" retry. Note that i=0 means the BW-REQ gets grant at its
first try. An example to calculate D® is shown in Fig. 2. U
and V are the time durations from sending the first BW-REQ
to the end of the contention period (t,) and from the beginning
of the uplink data interval (t,) to the time that the first packet
has been transmitted, respectively. Using i=0 as an example,
the first possibility is that a first-try BW-REQ is successfully
transmitted and gets served immediately, its packet delay is

DO =U+Y©® 4y, (12)
where

tframe tguard tframe
taownlink . uplink subframe tgownlink | uplink subframe
tc ntention tDA tcontenticn tDA
0
U y|© v
LD (2) 4
tu tV

Bandwidth request Packet sent

Figure 2 An illustrative example of packet delay calculation

w.p.

1
U=it —,i=12,...m
request m

1
V =itsata w.p. F,i =1,2,..,dr,
be

Y(O) = tDA + tguard + tdownlink + tcontention

= tframe + tguard =c
and w.p. stands for “with probability”.

The second possibility is this first-try BW-REQ is
successfully transmitted but preserved for later grant. In such a
case, the packet delay is the same as (12) while with a
different Y(®, and

0 = 1 T8
Y 1+ 2 [ ])c.

tframe
1| T165
E [tframe
REQ to get a grant, and it is uniformly distributed within T16;,
time duration.

The last possibility is that this BW-REQ is collided with
other requests, and thus the SS doubles the contention window
size, randomly selects a backoff value, and retransmits this
BW-REQ. If this 2" try immediately gets a grant, the
corresponding packet delay D™ is

DV =U+Y® 4V, (13)
where Y s the waiting time (and its unit is frame) between
t, and t, and is given as

Yy = CZil:oK(i)Y(o)-
K@ is the waiting time in a frame for packet transmission at
the i*" contention. Since the SS uniformly selects its backoff
counter from [0,W;-1]. According to [10], the probability mass
function of random variable K@ is

] is the waiting time in a frame for a preserved BW-

1, i=0

j - (%0, j=12 [Wil 1
, w.p. —, i#0,j=12.,|—|—-

co_ | W j -
Wi

w; (7| —Dm
[—L] w.p. 1—7[7”] JA#0

m Wi

(14)
If this 2"-try BW-REQ is successfully transmitted while
been preserved, it packet delay is
DW= U + (K(O) +K® 42 [ﬂ]) c+V.
2

frame i
In general, for the i™ attempt, the average packet delay D®
is



{E[D(i)] =E[U] + E[Y(i)] + E[V] 0<i<R (15)

E[Y©] = ¢ o [2]

where ZU) is the waiting time in a frame for a j™-retry BW-
REQ and its mean is

1, j=0
(0)] == . . . ~(1[T16; ;
E[Z9] =1, 05k + (1 - pPypd (_[ mD, j=1

2 |trrame
(16)
Since
E[K(J')] =
( 1, j=0
B A - )i = hr=
(AR
5 (17)
an
E[U] = (m+ l)trequest
2
E[V] — (drbe +21)tdata (18)

we obtain E[D®] by substituting (16), (17) and (18) into (15).
Further, the mean total packet delay of the modified
mechanism E[D]nodified 1S

E[D(i)]}.

R-1 i
R k
E[D]modifiea = (1 — p,(ngdiﬁed) Z l_[ pr(ngdified
i=0 k=0
(19)

For comparison purpose, we also derive the mean total
packet delay of the original mechanism, i.e., E[D]originai- The
expression of E[D]riginai is same as (19), while the
probability for a BW-REQ to fail at its i"" contention is

(i) _ . .
Poriginat = 1- (1 - pC(L))(l - pib(l))-
I1l. NUMERICAL RESULTS

In this section, we develop a simulation program to validate
the analytical model, and compare and discuss the performance
of the original and modified contention request mechanisms.
Parameter settings are listed in Table 1.

Fig. 3 shows the T16;, settings upon various numbers of
BW-REQs. As the number of requests increases, T16;, also
linearly increases. Besides, upon a specific N value, as A,qcxet
increases, T16;,, increases, too. The reason is, in average, the
number of required time slots increases, and thus a BS can
only serves few requests in a UL subframe. Consequently
successfully transmitted BW-REQs will be preserved longer
before getting grants.

In the following experiment, we set 4,4k be 3, and T16;,
setting is based on the results in Fig. 3. We investigated the
performance of p. and p;;,, as shown in Fig. 4. It is intuitive
that both p.and p;, increase as the number of requests
increases. Moreover, we observed that when properly settin
Whin (€.9., Wnin=64), p. is significantly reduced to 1.2x107,
and p;;, maintains at the smallest value among all.

The performance of average number of tries is in Fig. 5 ()
and (b). If a BW-REQ is transmitted successfully to the BS, it
may be preserved for future grant. In such a case, the SS does

Table 1. Parameter settings

Parameter Value
Winin 8/16/32/64
Maximum backoff stage, r 10
Maximum number of tries, R 16
Number of request slots, m 10
Number of data slots per uplink 20
subframe, d
Ratio of data slots for BE, 1y, 0.5
Time of a request slot, t,eqyes: 0.024 ms
(6 slots)
Time for a uplink data slot, t;,:4 0.0376 ms (94 slots)
Guard time duration, tgyara 0.004 ms (1 slot)
Frame duration, trrame 1ms
Packet arrival rate, A, qcket 3/5/7
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Figure 3. T16;,, settings vs. the number of requests N upon
various packet arrival rates
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Figure 4 Probabilities of collision and insufficient bandwidth
upon various Wy, settings
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not need to retransmit this request and thus the number of tries
per request reduces, compared with the original contention
request mechanism. Note that the average number of tries for
both original and modified mechanisms of W,,,;, = 8 is more
than that of W,,,;,, = 16. The reason is that a small contention
window size results in a high collision probability.
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Figure 5 The performance of average number of tries of the two
contention-based bandwidth request mechanisms

Fig. 6 depicts the mean packet delay of both request
mechanisms as the number of requests increases from 10 to 50,
upon various Wy, settings. For both mechanisms, when given
a Wnin, a large N value results in long delay due to high
collision probability and more retries. On the other hand, for a
specific N value, the window size of each backoff stage
increases, and the average packet delay increases accordingly.
The reason is that when collision occurs, the range of the
backoff value becomes larger (0 to W; -1). An SS is delayed
much more frames when using a larger backoff value. The
mean packet delay of the modified mechanism is significantly
smaller than that of the original mechanism. The reason is that
the modified request mechanism preserves successfully
transmitted BW-REQs at most (n+1) frames without
performing binary exponential backoff process and thus the
contention window size is intact. Therefore, it has rather small
delay, compared to the original mechanism.

IV. CONCLUSION

In this paper, focused on BE service class and contention-
based request mechanism, we developed an analytical model
to derive a theoretical T16;, timeout. Dissimilar to the original
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Figure 6 The performance of mean packet delay of the two
contention-based bandwidth request mechanisms

contention-based request mechanism that all unsuccessfully
transmitted BW-REQs must perform the truncated binary
exponential backoff process, the modified mechanism
achieves reduction of collisions and tries by adjusts timeout
properly for those successfully transmitted BW-REQs while
cannot get grants in the next frame. The modeled timeout is a
function of (1) number of BE connections, (2) traffic load, (3)
retransmission, (4) collision probability, and (5) bandwidth
insufficient probability. Numerical results showed that a
suitable timeout does reduce the number of tries, and the
average packet delay. Since the failure probability of
transmitting BW-REQ decreases and the probability of a BW-
REQ being hold increases, the number of tries is reduced. In
addition, the range of the backoff value grows exponentially
when retry occurs. An SS does not need to wait for the backoff
counter counting down to zero for BW-REQ transmission
when the BW-REQ is hold by the BS. The average packet
delay is lower accordingly. From the numeral and simulation
results, when the size of initial contention window approaches
the number of contention slots, we could get better average
packet delay performance. In our case, we suggest that the
contention window size is 8.
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Performance Enhancement of Contention-Based Bandwidth Request
Mechanism in IEEE 802.16 WiMAX Networks

Shih-Fan Chou?, Jen-Hsi Liu®, Hsi-Lu Chao', Tzu-Chi Guo', Chia-Lung Liu? and Feng-Jie Tsai?
!Department of Computer Science, National Chiao Tung University, Hsinchu, Taiwan
?Information & Communications Research Labs, Industrial Technology Research Institute, Hsinchu, Taiwan

Abstract—The IEEE 802.16 standard is a promising technology
for 4G mobile networks. Though supporting versatile service
classes, best effort (BE) service class is expected to dominate
WIMAX networks, due to operational simplicity. One of
bandwidth request mechanisms that subscriber stations (SS) can
utilize to issue bandwidth requests (BW-REQ) for BE
connections is contention-based random access. An SS starts a
timer T16 when transmitting a BW-REQ. If getting a grant
before timer expiration, the SS transmits data packets at the
allocated time slots; otherwise it performs truncated binary
exponential backoff process for BW-REQ retransmission. The
default value of T16 is one frame time. However, T16 impacts on
contention and request collision significantly. In the paper, we
develop an analytical model for T16 timer setting. Besides, we
derive analytical expressions for the average number of tries per
BW-REQ and the average packet delay. We compare the
theoretical results of fixed and adjustable timers. The results
show that adjusting timer reduces both the number of collision
and the average packet delay.

Keywords—WIiMAX, best effort, bandwidth request, contention

I.  INTRODUCTION

IEEE 802.16 protocol has been standardized for
metropolitan broadband wireless access (BWA) systems, and it
is a viable technology to be used for connecting local area
networks (e.g., IEEE 802.11-bassed WLAN) to the Internet,
due to the characteristics of high transmission rate and flexible
quality-of-service (QoS). [1]. The IEEE 802.16 MAC layer
supports a mandatory PMP architecture, which consists of a
base station (BS) serving a number of subscriber stations (SS).
There are two types of duplex scheme, i.e. FDD (Frequency
Division Duplexing) and TDD (Time Division Duplexing). In
this paper, we focus on TDD mode. TDD mode requires only
one channel for transmitting downlink (DL) and uplink (UL)
sub-frames at two distinct time slots. Moreover, the DL and UL
ratio can be adjusted dynamically.

In order to support multimedia services, the IEEE 802.16
standard [1][2] defines five service classes to accommodate
versatile QoS-demand applications (such as VolP, and MPEG
video). These service classes are unsolicited grant service
(UGS), extended real-time polling service (ertPS), real-time
polling service (rtPS), non-real-time polling service (nrtPS),
and best-effort (BE) service. Due to the fact that “how to
perform resource reservation to meet applications’ QoS
demands” is not within the scope of the standard, it is possible
that even VolP flows would be treated as BE service class.
Therefore, in this paper, we focus on the BE service class.

A BS has the full control of slot allocation. To avoid
collisions, SSs should get permission before their data
transmission. According to the IEEE 802.16 standard, such an

frame 1 } frame 2 |

H [ - . i |
(7Y i 7

i
DL subframe

frame 3 |

— . e
UL subframe @ >/ Back6IT time

@
T’BW-REQ. ('{mml Data transmission 7
116 L
|

|:| DL & UL MAP \:‘ Contention period

m contention slots

Figure 1 Illustration of contention-based bandwidth request
mechanism

exclusive channel access is achieved by requiring SSs to send
bandwidth requests first. For this purpose, the IEEE 802.16
standard specifies three bandwidth request mechanisms:
contention-based random access and contention free-based
polling are two suggested approaches, and piggyback
mechanism is optional. These three request mechanisms are
applicable to BE service class, and our focus is on the
contention-based approach.

The random access contention resolution adopted in
WIMAX is based on a truncated binary exponential backoff
scheme without carrier sensing. Before each attempt of BW-
REQ transmission, an SS randomly selects a backoff timer
from [0, W;-1], where W; is the contention window size of the
i™ retry. The backoff time indicates the number of slots that the
SS should wait before its BW-REQ transmission. For the first
attempt, the contention window size is the minimum value Wiy,;
the window size after the i" retry is 2'W,;,. The window size
keeps doubling till it reaches the maximum value Wpz=2"Wiin,
where r is the maximum backoff stage. For a BW-REQ, an SS
can try at most 16 times. Both Wy, and Wi, are defined by
BSs, while the WiIMAX standard does not provide
optimal/suggested values.

When using contention, no explicit acknowledgment (ACK)
frame is sent back to indicate whether a bandwidth request
(BW-REQ) message is successfully transmitted or not. Instead,
a timeout T16 is set to determine whether requiring
retransmission or not. The default setting of T16 is one frame
time. An illustrative example of contention-based bandwidth
request mechanism is shown in Fig. 1. BW-REQs are sent in
the contention period of a frame (Fig. 1-®), and T16 is set
simultaneously (Fig. 1-®@). If a grant is given within T16
timeout (Fig. 1-®), the SS stops contention resolution and use
the allocated bandwidth for uplink transmission (Fig. 1-@®).
Otherwise the SS believes that its BW-REQ was corrupted, and
then restarts a contention resolution process. The SS randomly
selects a backoff timer (Fig. 1-®), and counts down that timer.
When the timer is zero, the SS retransmits the BW-REQ (Fig.
1-(®), and same processes repeat.



Recent research of request mechanisms include
[31[41[5]1[6][7]. In [3], the authors conclude that the best size of
contention period is (2N-1), and N is the number of SSs.
However, upon heavy traffic load, the number of data slots of
an UL subframe decrease as N increases, and a BS may not
issue grants to all received BW-REQs. For those refused and
collided BW-REQs, the SSs will run the contention resolution
mechanism again, and thus delay time increases.

In [4], the authors introduce a new algorithm, called Multi-
FS-ALOHA, which divides the contention period into two
parts. The first is used by SSs to issue first-try BW-REQs,
while the second part is dedicated for retransmission of BW-
REQ messages. These two parts are dynamically fixed on a
frame by frame basis. The drawback of [4] is that it requires a
dedicated feedback channel for operation.

A modified contention resolution process is proposed in [5]
to improve the system performance. Its main idea is assigning
different initial window sizes to different scheduling classes.
However, based on the presented simulation results, this
algorithm performs similarly to the contention mechanism
defined in the standard.

An analytical model of the contention-based bandwidth
request mechanism, defined in [1], in a saturated WiMAX
network was developed in [6][7]. [8] took the number of
contending SSs into account to determine the optimal window
size.

Briefly summarizing the introduced literature, performance
of the contention-based request mechanism can be improved by
(1) reducing the collision probability, (2) dynamically adjusting
the contention period according to the number of SSs, (3)
assigning different minimum contention window sizes to
service classes, and (4) integrating/implementing both
piggyback and contention mechanisms. However, these
solutions may incur the problem of compatibility.

Two possible reasons that a BW-REQ cannot be granted
and need retransmission are: collision, and insufficient UL data
slots. The former is due to multiple BW-REQs are transmitted
at the same contention slot; the latter is due to the UL data slots
cannot accommodate the total demand of received BW-REQs.
However, SSs cannot identify the exact reason why they do not
get resource grants, and just perform contention resolution
procedure. Upon heavy traffic load, more contentions in a fixed
contention period results in more collisions and worse system
performance. Thus our idea is to dynamically adjust T16
timeout. BW-REQs may wait longer before perform contention
resolution process. The objective of this paper is to develop an
analytical mode for T16 derivation.

The rest of this paper is organized as follows. The
analytical model of timeout derivation is introduced in Section

Il. Numerical results are presented and discussed in Section I11.

This paper is concluded in Section IV.

Il.  ANALYTICAL MODEL

In this section, we explain the developed analytical model.
Since we focus on the retransmission caused by insufficient
UL bandwidth, T16;, is used to represent the desired timeout.
In addition, we analyze the average tries of a BW-REQ to get
a resource grant, and the average packet delay.

In this analytical model, there are N BE connections, and
their packet arrival is in Poisson distribution with A,qcxet -
trrame aNd d are the frame time duration and the number of

data slots of a UL subframe. r;,, is the percentage of UL data
slots which are allocated to BE service class.

A. T16y,

Let n be the number of frames that a successfully
transmitted BW-REQ can be preserved by a BS at most.
Therefore,

T16ib = (1 + n)tframe (1)

To derive a proper T16;,, is to determine an adequate n value.

In our analysis, we assume there are m slots in a contention
period, and each slot can accommodate one BW-REQ
message.

Considering a BW-REQ, the probabilities of request
collision and insufficient UL bandwidth of its it®
retransmission (i.e., the (i+1)" try) are denoted as p{"and p_’
respectively. Since unsuccessful BW-REQs are only due to
collisions in the modified mechanism, the probability of the
it" contention for an unsuccessful BW-REQ (denoted as

® ;
pmodified) IS )
pf‘rﬁ)diﬁed = pgl) (2)
According to [9], the probability that an SS attempts to
transmit a BW-REQ at a contention slot for the i*" retry t(® is
2
W1 0<i<R-1, 3)
where R is the maximum number of tries.
Given the number of transmitted BW-REQs in frame

wi—1 ([M])
[T] denoted as N*I"m V| suppose the observed BW-REQ
is retransmitted at the last contention slot in frame [%] pgi)
is
wWi-1
(e '
, 0<i<R-1 (4

7 =

PO =1-[1- 0]
Furthermore, for0 < i <R — 1,

wWi—1 .
N([ m ])(1 - pgl)) - Nrequest_served
Wi—1 .
NIED (1 - p@)
where Nyeguest servea 1S the number of served requests in a
superframe.

We then derive the number of transmitted BW-REQs in a
specific frame, say frame j. Connections either incurring BW-
REQ collision or having packet arrivals in frame (j-1) will
send their BW-REQs in frame j. We assume all BE
connections have queued packets initially, i.e., N =N,
Thus for frame 2,

N® =NO@1 - P)(1-LD)(1-P,?)
+NDPp,© ﬁ (6)
where P, is the probability that an SS has no packet arrivals in
trrame time, and P, =1-— e~(packet)(trrame) | Through
iterative derivation, for j > 1

NU+D = NO)(1 = Py) (1 - pc(logz %D) <1 - pib(logz %ti]))

+ N(j)pc("’gzmﬁl) m

pu® = 5)

, ™
1082 i




In (7), we use the backoff stage to get the number of
retransmitted requests occur at this frame and L{ is the
loga iy —

probability that a collided request would transmit again in
frame j.

On the other hand, the number of requests a BS can serve
in a UL subframe is

drbe }

r— ®)
packet‘frame

Thus considering the worst case, a successfully transmitted
BW-REQ at frame j can be served at most after n frames, and
nis

Nrequest_served = [/1

3 N(j)(l - pgj)) - Nrequest_served
_ - . (9
request_served

Substituting (4), (7), (8), and (9) into (1), we obtain a
theoretical T16;,.

n

B. Average Number of Tries

Again in the original contention-based bandwidth request
mechanism, a BW-REQ is retransmitted when either the BW-
REQ experiences a collision, or the BS has no sufficient UL
bandwidth to give it a grant. Let X be the number of tries for a
BW-REQ to get granted. Since a request can be sent at most R
times, the average number of tries is

R
EXYoriginat = Y [+ =pPWwF]  (10)

i=1
However, in the modified mechanism, the BW-REQ
retransmission is only caused by collisions, thus the average

number of tries is as listed in (11).
R

E[X]modified = Z ipr,('l)

=1

(11D

C. Packet Delay

We define the packet delay being the time duration from
the first try of a BW-REQ to the time of successful data packet
transmission. In the IEEE 802.16 standard, the frame structure
of TDD mode includes a downlink subframe (Fig. 2 @) and
an uplink subframe. An uplink subframe consists of a
contention period t.ontention (Fig. 2 @) and a data interval
tpa (Fig. 2 ®). The time gap between two consecutive frames
is called guard time tgy,qrq(Fig. 2 ®). Let tyeqyese aNd tgqeqbe
the time of a contention slot and an uplink data slot
respectively. Thus teontention = Mtrequest: aNd tpa = dtgqeq-
Let D@ indicate the packet delay that a BW-REQ is granted at
its i" retry. Note that i=0 means the BW-REQ gets grant at its
first try. An example to calculate D® is shown in Fig. 2. U
and V are the time durations from sending the first BW-REQ
to the end of the contention period (t,) and from the beginning
of the uplink data interval (t,) to the time that the first packet
has been transmitted, respectively. Using i=0 as an example,
the first possibility is that a first-try BW-REQ is successfully
transmitted and gets served immediately, its packet delay is

DO =U+Y©® 4y, (12)
where

tframe tguard tframe
taownlink . uplink subframe tgownlink | uplink subframe
tc ntention tDA tcontenticn tDA
0
U y|© v
LD (2) 4
tu tV

Bandwidth request Packet sent

Figure 2 An illustrative example of packet delay calculation

w.p.

1
U=it —,i=12,...m
request m

1
V =itsata w.p. F,i =1,2,..,dr,
be

Y(O) = tDA + tguard + tdownlink + tcontention

= tframe + tguard =c
and w.p. stands for “with probability”.

The second possibility is this first-try BW-REQ is
successfully transmitted but preserved for later grant. In such a
case, the packet delay is the same as (12) while with a
different Y(®, and

0 = 1 T8
Y 1+ 2 [ ])c.

tframe
1| T165
E [tframe
REQ to get a grant, and it is uniformly distributed within T16;,
time duration.

The last possibility is that this BW-REQ is collided with
other requests, and thus the SS doubles the contention window
size, randomly selects a backoff value, and retransmits this
BW-REQ. If this 2" try immediately gets a grant, the
corresponding packet delay D™ is

DV =U+Y® 4V, (13)
where Y s the waiting time (and its unit is frame) between
t, and t, and is given as

Yy = CZil:oK(i)Y(o)-
K@ is the waiting time in a frame for packet transmission at
the i*" contention. Since the SS uniformly selects its backoff
counter from [0,W;-1]. According to [10], the probability mass
function of random variable K@ is

] is the waiting time in a frame for a preserved BW-

1, i=0

j - (%0, j=12 [Wil 1
, w.p. —, i#0,j=12.,|—|—-

co_ | W j -
Wi

w; (7| —Dm
[—L] w.p. 1—7[7”] JA#0

m Wi

(14)
If this 2"-try BW-REQ is successfully transmitted while
been preserved, it packet delay is
DW= U + (K(O) +K® 42 [ﬂ]) c+V.
2

frame i
In general, for the i™ attempt, the average packet delay D®
is



{E[D(i)] =E[U] + E[Y(i)] + E[V] 0<i<R (15)

E[Y©] = ¢ o [2]

where ZU) is the waiting time in a frame for a j™-retry BW-
REQ and its mean is

1, j=0
(0)] == . . . ~(1[T16; ;
E[Z9] =1, 05k + (1 - pPypd (_[ mD, j=1

2 |trrame
(16)
Since
E[K(J')] =
( 1, j=0
B A - )i = hr=
(AR
5 (17)
an
E[U] = (m+ l)trequest
2
E[V] — (drbe +21)tdata (18)

we obtain E[D®] by substituting (16), (17) and (18) into (15).
Further, the mean total packet delay of the modified
mechanism E[D]nodified 1S

E[D(i)]}.

R-1 i
R k
E[D]modifiea = (1 — p,(ngdiﬁed) Z l_[ pr(ngdified
i=0 k=0
(19)

For comparison purpose, we also derive the mean total
packet delay of the original mechanism, i.e., E[D]originai- The
expression of E[D]riginai is same as (19), while the
probability for a BW-REQ to fail at its i"" contention is

(i) _ . .
Poriginat = 1- (1 - pC(L))(l - pib(l))-
I1l. NUMERICAL RESULTS

In this section, we develop a simulation program to validate
the analytical model, and compare and discuss the performance
of the original and modified contention request mechanisms.
Parameter settings are listed in Table 1.

Fig. 3 shows the T16;, settings upon various numbers of
BW-REQs. As the number of requests increases, T16;, also
linearly increases. Besides, upon a specific N value, as A,qcxet
increases, T16;,, increases, too. The reason is, in average, the
number of required time slots increases, and thus a BS can
only serves few requests in a UL subframe. Consequently
successfully transmitted BW-REQs will be preserved longer
before getting grants.

In the following experiment, we set 4,4k be 3, and T16;,
setting is based on the results in Fig. 3. We investigated the
performance of p. and p;;,, as shown in Fig. 4. It is intuitive
that both p.and p;, increase as the number of requests
increases. Moreover, we observed that when properly settin
Whin (€.9., Wnin=64), p. is significantly reduced to 1.2x107,
and p;;, maintains at the smallest value among all.

The performance of average number of tries is in Fig. 5 ()
and (b). If a BW-REQ is transmitted successfully to the BS, it
may be preserved for future grant. In such a case, the SS does

Table 1. Parameter settings

Parameter Value
Winin 8/16/32/64
Maximum backoff stage, r 10
Maximum number of tries, R 16
Number of request slots, m 10
Number of data slots per uplink 20
subframe, d
Ratio of data slots for BE, 1y, 0.5
Time of a request slot, t,eqyes: 0.024 ms
(6 slots)
Time for a uplink data slot, t;,:4 0.0376 ms (94 slots)
Guard time duration, tgyara 0.004 ms (1 slot)
Frame duration, trrame 1ms
Packet arrival rate, A, qcket 3/5/7
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Figure 3. T16;,, settings vs. the number of requests N upon
various packet arrival rates
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Figure 4 Probabilities of collision and insufficient bandwidth
upon various Wy, settings
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not need to retransmit this request and thus the number of tries
per request reduces, compared with the original contention
request mechanism. Note that the average number of tries for
both original and modified mechanisms of W,,,;, = 8 is more
than that of W,,,;,, = 16. The reason is that a small contention
window size results in a high collision probability.
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Figure 5 The performance of average number of tries of the two
contention-based bandwidth request mechanisms

Fig. 6 depicts the mean packet delay of both request
mechanisms as the number of requests increases from 10 to 50,
upon various Wy, settings. For both mechanisms, when given
a Wnin, a large N value results in long delay due to high
collision probability and more retries. On the other hand, for a
specific N value, the window size of each backoff stage
increases, and the average packet delay increases accordingly.
The reason is that when collision occurs, the range of the
backoff value becomes larger (0 to W; -1). An SS is delayed
much more frames when using a larger backoff value. The
mean packet delay of the modified mechanism is significantly
smaller than that of the original mechanism. The reason is that
the modified request mechanism preserves successfully
transmitted BW-REQs at most (n+1) frames without
performing binary exponential backoff process and thus the
contention window size is intact. Therefore, it has rather small
delay, compared to the original mechanism.

IV. CONCLUSION

In this paper, focused on BE service class and contention-
based request mechanism, we developed an analytical model
to derive a theoretical T16;, timeout. Dissimilar to the original
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(b) Modified
Figure 6 The performance of mean packet delay of the two
contention-based bandwidth request mechanisms

contention-based request mechanism that all unsuccessfully
transmitted BW-REQs must perform the truncated binary
exponential backoff process, the modified mechanism
achieves reduction of collisions and tries by adjusts timeout
properly for those successfully transmitted BW-REQs while
cannot get grants in the next frame. The modeled timeout is a
function of (1) number of BE connections, (2) traffic load, (3)
retransmission, (4) collision probability, and (5) bandwidth
insufficient probability. Numerical results showed that a
suitable timeout does reduce the number of tries, and the
average packet delay. Since the failure probability of
transmitting BW-REQ decreases and the probability of a BW-
REQ being hold increases, the number of tries is reduced. In
addition, the range of the backoff value grows exponentially
when retry occurs. An SS does not need to wait for the backoff
counter counting down to zero for BW-REQ transmission
when the BW-REQ is hold by the BS. The average packet
delay is lower accordingly. From the numeral and simulation
results, when the size of initial contention window approaches
the number of contention slots, we could get better average
packet delay performance. In our case, we suggest that the
contention window size is 8.
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ASIACCS 2010: Beljing, China
Program Sketch

12 April | 13:30-18:00 | Registration Lobby of Building 2
8:00-8:50 Registration Meeting Room1, Building 8
8:50-9:00 Welcoming Remarks Meeting Room1, Building 8
9:00-10:00 | Invited Talk Meeting Room1, Building 8
10:00-10:30 | Coffee-break Meeting Room1, Building 8
10:30-12:00 | Session 1:Privacy Meeting Room1, Building 8
12:00-13:30 | Lunch Cafeteria in Friendship Palace

13 April | 13:30-15:00 | Session 2:Applied Cryptography | Meeting Room1, Building 8
15:00-15:30 | Coffee Break Meeting Room1, Building 8
15:30-17:00 | Session 3: Network Security Meeting Room1, Building 8
17:30-19:00 | Dinner Cafeteria in Friendship Palace
19:00-21:00 | Steering Committee Meeting Second Floor meeting Room,

(Steering committee members only ) Building 2

8:00-8:50 Registration Meeting Room1, Building 8
9:00-10:00 | Invited Talk Meeting Room1, Building 8
10:00-10:30 | Coffee Break Meeting Room1, Building 8
10:30-12:00 | Session 4: Systems Security — | | Meeting Room1, Building 8

14 April 12:00-13:30 | Lunch Cafeteria in Friendship Palace
13:30-15:00 | Session 5: Access Control — | Meeting Room1, Building 8
15:00-15:30 | Coffee Break Meeting Room1, Building 8
15:30-17:30 | Session 6: Security Protocols Meeting Room1, Building 8
18:30-20:30 | Banquet Ju Xiu Yuan Friendship Palace
8:00-8:45 Registration Meeting Room1, Building 8
8:45-10:15 | Session 7: Access Control — |1 Meeting Room1, Building 8




15 April

10:10-10:35 | Coffee Break Meeting Room1 Building 8
10:35-12:05 | Session 8: Systems Security - I | Meeting Room1, Building 8
12:05-13:30 | Lunch Cafeteria in Friendship Palace
13:30-15:10 | Session 9: Short Papers — | Meeting Room1, Building 8
13:10-15:30 | Coffee Break Meeting Room1, Building 8
15:30-17:10 | Session 10: Short Papers — II Meeting Room1, Building 8
17:30-19:00 | Dinner Cafeteria in Friendship Palace
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The 5th ACM Symposium on Information, Computer and Communications Security

(ASIACCS 2010)

(Beijing Friendship Hotel)

April 13, 2010

8:00 - 8:50 Registration
8:50 - 9:00 Welcoming Remarks
9:00 - 10:00 INVITED TALK:
Pierangela Samarati, Universita™ degli Studi di Milano
Session Chair: Peng Liu
10:00 - 10:30 Coffee Break
Session 1: Privacy
Session Chair: Adam Lee
10:30 - 11:00 Towards Publishing Recommendation Data With Predictive
Anonymization
Chih-Cheng Chang, Rutgers University
Brian Thompson, Rutgers University
Hui Wang, Stevens Institute of Technology
Danfeng Yao, Rutgers University
11:00 - 11:30 Restoring Compromised Privacy in Micro-data Disclosure
Lei Zhang, George Mason University
Alexander Brodsky, George Mason University
Sushil Jajodia, George Mason University
11:30 - 12:00 Securely Outsourcing Linear Algebra Computations
Mikhail Atallah, Purdue University
Keith Frikken, Miami University
12:00 - 13:30 Lunch
Session 2: Applied Cryptography
Session Chair: Dongdai Lin
13:30 - 14:00 Attribute-based Signature and its Application

Jin Li, llinais Institute of Technology
Man Ho Au, University of Wollongong
Willy Susilo, University of Wollongong
Donggqing Xie, Guangzhou University




Kui Ren, Illinois Institute of Technology

14:00 - 14:30 Dynamic Fully Forward-Secure Group Signatures
Benoit Libert, Universite Catholique de Louvain

Moti Yung, Google & Columbia University

14:30 - 15:00 Identity-Based Encryption based on EIGamal
Yu Chen, Peking University

Manuel Charlemagne, Dublin City University, Ireland
Zhi Guan, Peking University

Jianbin Hu, Peking University

Zhong Chen, Peking University

15:00 - 15:30 Coffee Break

Session 3: Network Security
Session Chair: Kui Ren
15:30 - 16:00 Region-based BGP Announcement Filtering for Improved BGP

Security
Fernando Sanchez, Zhenhai Duan

Florida State University

16:00 - 16:30 Fast-flux Service Network Detection Based on Spatial
Snapshot Mechanism for Delay-free Detection

Si-Yu Huang, Taiwan Tech

Ching-Hao Mao, Taiwan Tech

Hahn-Ming Lee, Taiwan Tech

16:30 - 17:00 Securing Wireless Sensor Networks against Large-scale
Node Capture Attacks

Tuan Vu, University of Calgary

Reihaneh Safavi-Naini, University of Calgary

Carey Williamson, University of Calgary

April 14, 2010

8:00 - 9:00 Registration
9:00 — 10:00 INVITED TALK:
Andrei Sabelfeld, Chalmers University of Technology

Session Chair: David Basin

10:00 - 10:30

Coffee Break
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Session 4: Systems Security - I
Session Chair: Andrei Sabelfeld

10:30 - 11:00

Preventing Drive-by Download via Inter-Module
Communication Monitoring

Chengyu Song, Peking University

Jianwei Zhuge, Peking University

Xinhui Han, Peking University

Zhiyuan Ye, Peking University

11:00 - 11:30

A Solution for the Automated Detection of Clickjacking
Attacks

Marco Balduzzi, Eurecom

Manuel Egele, University of California, Santa Barbara

Engin Kirda, Eurecom

Davide Balzarotti, Eurecom

Christopher Kruegel, University of California, Santa Barbara

11:30 - 12:00

PAriCheck: An Efficient Pointer Arithmetic Checker for
C Programs

Yves Younan, Katholieke Universiteit Leuven

Pieter Philippaerts, Katholieke Universiteit Leuven

Lorenzo Cavallaro, University of California, Santa Barbara

R. Sekar, Stony Brook University

Frank Piessens, Katholieke Universiteit Leuven

Wouter Joosen, Katholieke Universiteit Leuven

12:00 - 13:30

Lunch

Session 5: Access Control -1

Session Chair: Robert Deng

13:30 - 14:00

An Opportunistic Authority Evaluation Scheme for Data
Security in Crisis Management Scenarios

Enrico Scalavino, Imperial College London

Giovanni Russello, Create-Net

Rudi Ball, Imperial College London

Vaibhav Gowadia, Imperial College London

Emil Lupu, Imperial College London

14:00 - 14:30

Effective Trust Management Through a Hybrid Logical
and Relational Approach
Adam J. Lee, University of Pittsburgh
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Ting Yu, North Carolina State University
Yann Le Gall, University of Pittsburgh

14:30 - 15:00

Toward Practical Authorization-dependent User
Obligation Systems

Murillo Pontual, University of Texas at San Antonio

Omar Chowdhury, University of Texas at San Antonio
William H. Winsborough, University of Texas at San Antonio
Ting Yu, North Carolina State University

Keith Irwin, Winston-Salem State University

15:00 - 15:20

Coffee-break

Session 6: Security Protocols

Session Chair: Kanta MATSUURA

15:30 - 16:00

Cap Unification: Application to Protocol Security modulo
Homomorphic Encryption

Siva Anantharaman, LIFO, University of Orleans

Hai Lin, Clarkson University

Christopher Lynch, Clarkson University

Paliath Narendran, University at Albany--SUNY

Michael Rusinowitch, LORIA - INRIA Lorraine

16:00 - 16:30

SSLOCK: Sustaining the Trust on Entities Brought by
SSL

Adonis P.H. Fung, The Chinese University of Hong Kong

K.W. Cheung, The Chinese University of Hong Kong

16:30 - 17:00

Computationally Secure Two-Round Authenticated
Message Exchange

Klaas Ole Kiirtz, Christian-Albrechts-Universitét Kiel

Henning Schnoor, Christian-Albrechts-Universitét Kiel

Thomas Wilke, Christian-Albrechts-Universitat Kiel

17:00 - 17:30

Bureaucratic Protocols for Secure Two-Party Sorting,
Selection, and Permuting

Guan Wang, Syracuse University

Tongbo Luo, Syracuse University

Michael T. Goodrich, Univ. of California, Irvine

Wenliang Du, Syracuse University

Zutao Zhu, Syracuse University
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April 15, 2010

8:00 - 8:45 Registration

Session 7: Access Control - II

Session Chair: Ting Yu

8:45 - 9:15 A Logic for Authorization Provenance

Jinwei Hu, Huazhong University of Science and Technology
Yan Zhang, University of Western Sydney

Ruixuan Li, Huazhong University of Science and Technology

Zhengding Lu, Huazhong University of Science and Technology

9:15 - 9:45 Risk-based Access Control Systems Built on Fuzzy
Inferences

Qun Ni, Purdue University

Elisa Bertino, Purdue University

Jorge Lobo, IBM T. J. Watson Research Center

9:45 - 10:15 Attribute Based Data Sharing with Attribute Revocation
Shucheng Yu, Worcester Polytechnic Institute

Cong Wang, Illinois Institute of Technology
Kui Ren, Illinois Institute of Technology

Wenjing Lou, Worcester Polytechnic Institute

10:15-10:35 Coffee-break

Session 8: Systems Security - II

Session Chair: Engin Kirda

10:35-11:05 binOb+: A Framework for Potent and Stealthy Binary Obfuscation
Byoungyoung Lee, POSTECH

Yuna Kim, POSTECH

Jong KIM, POSTECH

11:05 - 11:35 Secure Provenance: The Essential of Bread and Buffer of Data
Forensics in Cloud Computing

Rongxing Lu, University of Waterloo

Xiaodong Lin, University of Ontario Institute of Technology

Xiaohui Liang, University of Waterloo

Xuemin (Sherman) Shen, University of Waterloo
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11:35-12:05

RunTest: Assuring Integrity of Dataflow Processing in
Cloud Computing Infrastructures
Juan Du, Wei Wei, Xiaohui Gu, Ting Yu

North Carolina State University

12:05-13:30

Lunch

Session 9: Short Papers - I
Session Chair: Sencun Zhu

13:30 - 13:50

K-anonymous Association Rule Hiding
Zutao Zhu, Wenliang Du

Syracuse University

13:50 - 14:10

Controlling Data Disclosure in Computational PIR Protocols
Ning Shang, Gabriel Ghinita, Yongbin Zhou, Elisa Bertino

Purdue University

14:10 - 14:30

Cryptographic Role-based Security Mechanisms based on Role-Key
Hierarchy

Yan Zhu, Arizona State University

Gail-Joon Ahn, Arizona State University

Hongxin Hu, Arizona State University

Huaixi Wang, Peking University

14:30 — 14:50

PriMa: An Effective Privacy Protection Mechanism for Social
Networks

Anna Squicciarini, The Pennsylvania State University

Federica Paci, University of Trento

Smitha Sundareswaran, The Pennsylvania State University

14:50 — 15:10

Oblivious Enforcement of Hidden Information Release Policies
Brian Wongchaowart, Adam Lee

University of Pittsburgh

15:10-15:30

Coffee-break

Session 10: Short Papers — II
Session Chair: Cliff Zou

15:30 - 15:50

Apex: Extending Android Permission Model and Enforcement with
User-defined Runtime Constraints

Mohammad Nauman, Institute of Management Sciences, Pakistan

Sohail Khan, Institute of Management Sciences, Pakistan

Masoom Alam, Austria

Xinwen Zhang, Samsung Information Systems America

14




15:50 — 16:10 A Hotspot-based Protocol for Attack Traceback in Mobile Ad Hoc
Networks
Hungyuan Hsu, Penn State University
Sencun Zhu, Penn State University
Ali Hurson, Missouri University of Science and Technology
16:10 - 16:30 Practical ID-based Encryption for Wireless Sensor Network
Cheng-Kang Chu, Singapore Management University
Joseph K. Liu, Institute for Infocomm Research, Singapore
Jianying Zhou, Institute for Infocomm Research, Singapore
Feng Bao, Institute for Infocomm Research, Singapore
Robert H. Deng, Singapore Management University
16:30 - 16:50 A Game Theoretic Model for Digital Identity and Trust in
Online Communities
Tansu Alpcan, Deutsche Telekom Laboratories
Cengiz Orencik, Sabanci University
Albert Levi, Sabanci University
Erkay Savas, Sabanci University
16:50 — 17:10 Scene Tagging: Image-Based CAPTCHA Using Image Composition
and Object Relationships
Peter Matthews, Cliff Zou
University of Central Florida
17:30 - 19:00 Dinner
End of the conference
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Analytical Modeling of Timeout for Contention-Based Bandwidth Request
Mechanism in IEEE 802.16 WiMAX Networks
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Performance Enhancement of Contention-Based Bandwidth Request
Mechanism in IEEE 802.16 WiMAX Networks

Shih-Fan Chou?, Jen-Hsi Liu®, Hsi-Lu Chao', Tzu-Chi Guo', Chia-Lung Liu? and Feng-Jie Tsai?
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Abstract—The IEEE 802.16 standard is a promising technology
for 4G mobile networks. Though supporting versatile service
classes, best effort (BE) service class is expected to dominate
WIMAX networks, due to operational simplicity. One of
bandwidth request mechanisms that subscriber stations (SS) can
utilize to issue bandwidth requests (BW-REQ) for BE
connections is contention-based random access. An SS starts a
timer T16 when transmitting a BW-REQ. If getting a grant
before timer expiration, the SS transmits data packets at the
allocated time slots; otherwise it performs truncated binary
exponential backoff process for BW-REQ retransmission. The
default value of T16 is one frame time. However, T16 impacts on
contention and request collision significantly. In the paper, we
develop an analytical model for T16 timer setting. Besides, we
derive analytical expressions for the average number of tries per
BW-REQ and the average packet delay. We compare the
theoretical results of fixed and adjustable timers. The results
show that adjusting timer reduces both the number of collision
and the average packet delay.

Keywords—WIiMAX, best effort, bandwidth request, contention

I.  INTRODUCTION

IEEE 802.16 protocol has been standardized for
metropolitan broadband wireless access (BWA) systems, and it
is a viable technology to be used for connecting local area
networks (e.g., IEEE 802.11-bassed WLAN) to the Internet,
due to the characteristics of high transmission rate and flexible
quality-of-service (QoS). [1]. The IEEE 802.16 MAC layer
supports a mandatory PMP architecture, which consists of a
base station (BS) serving a number of subscriber stations (SS).
There are two types of duplex scheme, i.e. FDD (Frequency
Division Duplexing) and TDD (Time Division Duplexing). In
this paper, we focus on TDD mode. TDD mode requires only
one channel for transmitting downlink (DL) and uplink (UL)
sub-frames at two distinct time slots. Moreover, the DL and UL
ratio can be adjusted dynamically.

In order to support multimedia services, the IEEE 802.16
standard [1][2] defines five service classes to accommodate
versatile QoS-demand applications (such as VolP, and MPEG
video). These service classes are unsolicited grant service
(UGS), extended real-time polling service (ertPS), real-time
polling service (rtPS), non-real-time polling service (nrtPS),
and best-effort (BE) service. Due to the fact that “how to
perform resource reservation to meet applications’ QoS
demands” is not within the scope of the standard, it is possible
that even VolP flows would be treated as BE service class.
Therefore, in this paper, we focus on the BE service class.

A BS has the full control of slot allocation. To avoid
collisions, SSs should get permission before their data
transmission. According to the IEEE 802.16 standard, such an

frame 1 } frame 2 |

H [ - . i |
(7Y i 7

i
DL subframe

frame 3 |

— . e
UL subframe @ >/ Back6IT time

@
T’BW-REQ. ('{mml Data transmission 7
116 L
|

|:| DL & UL MAP \:‘ Contention period

m contention slots

Figure 1 Illustration of contention-based bandwidth request
mechanism

exclusive channel access is achieved by requiring SSs to send
bandwidth requests first. For this purpose, the IEEE 802.16
standard specifies three bandwidth request mechanisms:
contention-based random access and contention free-based
polling are two suggested approaches, and piggyback
mechanism is optional. These three request mechanisms are
applicable to BE service class, and our focus is on the
contention-based approach.

The random access contention resolution adopted in
WIMAX is based on a truncated binary exponential backoff
scheme without carrier sensing. Before each attempt of BW-
REQ transmission, an SS randomly selects a backoff timer
from [0, W;-1], where W; is the contention window size of the
i™ retry. The backoff time indicates the number of slots that the
SS should wait before its BW-REQ transmission. For the first
attempt, the contention window size is the minimum value Wiy,;
the window size after the i" retry is 2'W,;,. The window size
keeps doubling till it reaches the maximum value Wpz=2"Wiin,
where r is the maximum backoff stage. For a BW-REQ, an SS
can try at most 16 times. Both Wy, and Wi, are defined by
BSs, while the WiIMAX standard does not provide
optimal/suggested values.

When using contention, no explicit acknowledgment (ACK)
frame is sent back to indicate whether a bandwidth request
(BW-REQ) message is successfully transmitted or not. Instead,
a timeout T16 is set to determine whether requiring
retransmission or not. The default setting of T16 is one frame
time. An illustrative example of contention-based bandwidth
request mechanism is shown in Fig. 1. BW-REQs are sent in
the contention period of a frame (Fig. 1-®), and T16 is set
simultaneously (Fig. 1-®@). If a grant is given within T16
timeout (Fig. 1-®), the SS stops contention resolution and use
the allocated bandwidth for uplink transmission (Fig. 1-@®).
Otherwise the SS believes that its BW-REQ was corrupted, and
then restarts a contention resolution process. The SS randomly
selects a backoff timer (Fig. 1-®), and counts down that timer.
When the timer is zero, the SS retransmits the BW-REQ (Fig.
1-(®), and same processes repeat.



Recent research of request mechanisms include
[31[41[5]1[6][7]. In [3], the authors conclude that the best size of
contention period is (2N-1), and N is the number of SSs.
However, upon heavy traffic load, the number of data slots of
an UL subframe decrease as N increases, and a BS may not
issue grants to all received BW-REQs. For those refused and
collided BW-REQs, the SSs will run the contention resolution
mechanism again, and thus delay time increases.

In [4], the authors introduce a new algorithm, called Multi-
FS-ALOHA, which divides the contention period into two
parts. The first is used by SSs to issue first-try BW-REQs,
while the second part is dedicated for retransmission of BW-
REQ messages. These two parts are dynamically fixed on a
frame by frame basis. The drawback of [4] is that it requires a
dedicated feedback channel for operation.

A modified contention resolution process is proposed in [5]
to improve the system performance. Its main idea is assigning
different initial window sizes to different scheduling classes.
However, based on the presented simulation results, this
algorithm performs similarly to the contention mechanism
defined in the standard.

An analytical model of the contention-based bandwidth
request mechanism, defined in [1], in a saturated WiMAX
network was developed in [6][7]. [8] took the number of
contending SSs into account to determine the optimal window
size.

Briefly summarizing the introduced literature, performance
of the contention-based request mechanism can be improved by
(1) reducing the collision probability, (2) dynamically adjusting
the contention period according to the number of SSs, (3)
assigning different minimum contention window sizes to
service classes, and (4) integrating/implementing both
piggyback and contention mechanisms. However, these
solutions may incur the problem of compatibility.

Two possible reasons that a BW-REQ cannot be granted
and need retransmission are: collision, and insufficient UL data
slots. The former is due to multiple BW-REQs are transmitted
at the same contention slot; the latter is due to the UL data slots
cannot accommodate the total demand of received BW-REQs.
However, SSs cannot identify the exact reason why they do not
get resource grants, and just perform contention resolution
procedure. Upon heavy traffic load, more contentions in a fixed
contention period results in more collisions and worse system
performance. Thus our idea is to dynamically adjust T16
timeout. BW-REQs may wait longer before perform contention
resolution process. The objective of this paper is to develop an
analytical mode for T16 derivation.

The rest of this paper is organized as follows. The
analytical model of timeout derivation is introduced in Section

Il. Numerical results are presented and discussed in Section I11.

This paper is concluded in Section IV.

Il.  ANALYTICAL MODEL

In this section, we explain the developed analytical model.
Since we focus on the retransmission caused by insufficient
UL bandwidth, T16;, is used to represent the desired timeout.
In addition, we analyze the average tries of a BW-REQ to get
a resource grant, and the average packet delay.

In this analytical model, there are N BE connections, and
their packet arrival is in Poisson distribution with A,qcxet -
trrame aNd d are the frame time duration and the number of

data slots of a UL subframe. r;,, is the percentage of UL data
slots which are allocated to BE service class.

A. T16y,

Let n be the number of frames that a successfully
transmitted BW-REQ can be preserved by a BS at most.
Therefore,

T16ib = (1 + n)tframe (1)

To derive a proper T16;,, is to determine an adequate n value.

In our analysis, we assume there are m slots in a contention
period, and each slot can accommodate one BW-REQ
message.

Considering a BW-REQ, the probabilities of request
collision and insufficient UL bandwidth of its it®
retransmission (i.e., the (i+1)" try) are denoted as p{"and p_’
respectively. Since unsuccessful BW-REQs are only due to
collisions in the modified mechanism, the probability of the
it" contention for an unsuccessful BW-REQ (denoted as

® ;
pmodified) IS )
pf‘rﬁ)diﬁed = pgl) (2)
According to [9], the probability that an SS attempts to
transmit a BW-REQ at a contention slot for the i*" retry t(® is
2
W1 0<i<R-1, 3)
where R is the maximum number of tries.
Given the number of transmitted BW-REQs in frame

wi—1 ([M])
[T] denoted as N*I"m V| suppose the observed BW-REQ
is retransmitted at the last contention slot in frame [%] pgi)
is
wWi-1
(e '
, 0<i<R-1 (4

7 =

PO =1-[1- 0]
Furthermore, for0 < i <R — 1,

wWi—1 .
N([ m ])(1 - pgl)) - Nrequest_served
Wi—1 .
NIED (1 - p@)
where Nyeguest servea 1S the number of served requests in a
superframe.

We then derive the number of transmitted BW-REQs in a
specific frame, say frame j. Connections either incurring BW-
REQ collision or having packet arrivals in frame (j-1) will
send their BW-REQs in frame j. We assume all BE
connections have queued packets initially, i.e., N =N,
Thus for frame 2,

N® =NO@1 - P)(1-LD)(1-P,?)
+NDPp,© ﬁ (6)
where P, is the probability that an SS has no packet arrivals in
trrame time, and P, =1-— e~(packet)(trrame) | Through
iterative derivation, for j > 1

NU+D = NO)(1 = Py) (1 - pc(logz %D) <1 - pib(logz %ti]))

+ N(j)pc("’gzmﬁl) m

pu® = 5)

, ™
1082 i




In (7), we use the backoff stage to get the number of
retransmitted requests occur at this frame and L{ is the
loga iy —

probability that a collided request would transmit again in
frame j.

On the other hand, the number of requests a BS can serve
in a UL subframe is

drbe }

r— ®)
packet‘frame

Thus considering the worst case, a successfully transmitted
BW-REQ at frame j can be served at most after n frames, and
nis

Nrequest_served = [/1

3 N(j)(l - pgj)) - Nrequest_served
_ - . (9
request_served

Substituting (4), (7), (8), and (9) into (1), we obtain a
theoretical T16;,.

n

B. Average Number of Tries

Again in the original contention-based bandwidth request
mechanism, a BW-REQ is retransmitted when either the BW-
REQ experiences a collision, or the BS has no sufficient UL
bandwidth to give it a grant. Let X be the number of tries for a
BW-REQ to get granted. Since a request can be sent at most R
times, the average number of tries is

R
EXYoriginat = Y [+ =pPWwF]  (10)

i=1
However, in the modified mechanism, the BW-REQ
retransmission is only caused by collisions, thus the average

number of tries is as listed in (11).
R

E[X]modified = Z ipr,('l)

=1

(11D

C. Packet Delay

We define the packet delay being the time duration from
the first try of a BW-REQ to the time of successful data packet
transmission. In the IEEE 802.16 standard, the frame structure
of TDD mode includes a downlink subframe (Fig. 2 @) and
an uplink subframe. An uplink subframe consists of a
contention period t.ontention (Fig. 2 @) and a data interval
tpa (Fig. 2 ®). The time gap between two consecutive frames
is called guard time tgy,qrq(Fig. 2 ®). Let tyeqyese aNd tgqeqbe
the time of a contention slot and an uplink data slot
respectively. Thus teontention = Mtrequest: aNd tpa = dtgqeq-
Let D@ indicate the packet delay that a BW-REQ is granted at
its i" retry. Note that i=0 means the BW-REQ gets grant at its
first try. An example to calculate D® is shown in Fig. 2. U
and V are the time durations from sending the first BW-REQ
to the end of the contention period (t,) and from the beginning
of the uplink data interval (t,) to the time that the first packet
has been transmitted, respectively. Using i=0 as an example,
the first possibility is that a first-try BW-REQ is successfully
transmitted and gets served immediately, its packet delay is

DO =U+Y©® 4y, (12)
where

tframe tguard tframe
taownlink . uplink subframe tgownlink | uplink subframe
tc ntention tDA tcontenticn tDA
0
U y|© v
LD (2) 4
tu tV

Bandwidth request Packet sent

Figure 2 An illustrative example of packet delay calculation

w.p.

1
U=it —,i=12,...m
request m

1
V =itsata w.p. F,i =1,2,..,dr,
be

Y(O) = tDA + tguard + tdownlink + tcontention

= tframe + tguard =c
and w.p. stands for “with probability”.

The second possibility is this first-try BW-REQ is
successfully transmitted but preserved for later grant. In such a
case, the packet delay is the same as (12) while with a
different Y(®, and

0 = 1 T8
Y 1+ 2 [ ])c.

tframe
1| T165
E [tframe
REQ to get a grant, and it is uniformly distributed within T16;,
time duration.

The last possibility is that this BW-REQ is collided with
other requests, and thus the SS doubles the contention window
size, randomly selects a backoff value, and retransmits this
BW-REQ. If this 2" try immediately gets a grant, the
corresponding packet delay D™ is

DV =U+Y® 4V, (13)
where Y s the waiting time (and its unit is frame) between
t, and t, and is given as

Yy = CZil:oK(i)Y(o)-
K@ is the waiting time in a frame for packet transmission at
the i*" contention. Since the SS uniformly selects its backoff
counter from [0,W;-1]. According to [10], the probability mass
function of random variable K@ is

] is the waiting time in a frame for a preserved BW-

1, i=0

j - (%0, j=12 [Wil 1
, w.p. —, i#0,j=12.,|—|—-

co_ | W j -
Wi

w; (7| —Dm
[—L] w.p. 1—7[7”] JA#0

m Wi

(14)
If this 2"-try BW-REQ is successfully transmitted while
been preserved, it packet delay is
DW= U + (K(O) +K® 42 [ﬂ]) c+V.
2

frame i
In general, for the i™ attempt, the average packet delay D®
is



{E[D(i)] =E[U] + E[Y(i)] + E[V] 0<i<R (15)

E[Y©] = ¢ o [2]

where ZU) is the waiting time in a frame for a j™-retry BW-
REQ and its mean is

1, j=0
(0)] == . . . ~(1[T16; ;
E[Z9] =1, 05k + (1 - pPypd (_[ mD, j=1

2 |trrame
(16)
Since
E[K(J')] =
( 1, j=0
B A - )i = hr=
(AR
5 (17)
an
E[U] = (m+ l)trequest
2
E[V] — (drbe +21)tdata (18)

we obtain E[D®] by substituting (16), (17) and (18) into (15).
Further, the mean total packet delay of the modified
mechanism E[D]nodified 1S

E[D(i)]}.

R-1 i
R k
E[D]modifiea = (1 — p,(ngdiﬁed) Z l_[ pr(ngdified
i=0 k=0
(19)

For comparison purpose, we also derive the mean total
packet delay of the original mechanism, i.e., E[D]originai- The
expression of E[D]riginai is same as (19), while the
probability for a BW-REQ to fail at its i"" contention is

(i) _ . .
Poriginat = 1- (1 - pC(L))(l - pib(l))-
I1l. NUMERICAL RESULTS

In this section, we develop a simulation program to validate
the analytical model, and compare and discuss the performance
of the original and modified contention request mechanisms.
Parameter settings are listed in Table 1.

Fig. 3 shows the T16;, settings upon various numbers of
BW-REQs. As the number of requests increases, T16;, also
linearly increases. Besides, upon a specific N value, as A,qcxet
increases, T16;,, increases, too. The reason is, in average, the
number of required time slots increases, and thus a BS can
only serves few requests in a UL subframe. Consequently
successfully transmitted BW-REQs will be preserved longer
before getting grants.

In the following experiment, we set 4,4k be 3, and T16;,
setting is based on the results in Fig. 3. We investigated the
performance of p. and p;;,, as shown in Fig. 4. It is intuitive
that both p.and p;, increase as the number of requests
increases. Moreover, we observed that when properly settin
Whin (€.9., Wnin=64), p. is significantly reduced to 1.2x107,
and p;;, maintains at the smallest value among all.

The performance of average number of tries is in Fig. 5 ()
and (b). If a BW-REQ is transmitted successfully to the BS, it
may be preserved for future grant. In such a case, the SS does

Table 1. Parameter settings

Parameter Value
Winin 8/16/32/64
Maximum backoff stage, r 10
Maximum number of tries, R 16
Number of request slots, m 10
Number of data slots per uplink 20
subframe, d
Ratio of data slots for BE, 1y, 0.5
Time of a request slot, t,eqyes: 0.024 ms
(6 slots)
Time for a uplink data slot, t;,:4 0.0376 ms (94 slots)
Guard time duration, tgyara 0.004 ms (1 slot)
Frame duration, trrame 1ms
Packet arrival rate, A, qcket 3/5/7
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Figure 3. T16;,, settings vs. the number of requests N upon
various packet arrival rates
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Figure 4 Probabilities of collision and insufficient bandwidth
upon various Wy, settings
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not need to retransmit this request and thus the number of tries
per request reduces, compared with the original contention
request mechanism. Note that the average number of tries for
both original and modified mechanisms of W,,,;, = 8 is more
than that of W,,,;,, = 16. The reason is that a small contention
window size results in a high collision probability.
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Figure 5 The performance of average number of tries of the two
contention-based bandwidth request mechanisms

Fig. 6 depicts the mean packet delay of both request
mechanisms as the number of requests increases from 10 to 50,
upon various Wy, settings. For both mechanisms, when given
a Wnin, a large N value results in long delay due to high
collision probability and more retries. On the other hand, for a
specific N value, the window size of each backoff stage
increases, and the average packet delay increases accordingly.
The reason is that when collision occurs, the range of the
backoff value becomes larger (0 to W; -1). An SS is delayed
much more frames when using a larger backoff value. The
mean packet delay of the modified mechanism is significantly
smaller than that of the original mechanism. The reason is that
the modified request mechanism preserves successfully
transmitted BW-REQs at most (n+1) frames without
performing binary exponential backoff process and thus the
contention window size is intact. Therefore, it has rather small
delay, compared to the original mechanism.

IV. CONCLUSION

In this paper, focused on BE service class and contention-
based request mechanism, we developed an analytical model
to derive a theoretical T16;, timeout. Dissimilar to the original
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Figure 6 The performance of mean packet delay of the two
contention-based bandwidth request mechanisms

contention-based request mechanism that all unsuccessfully
transmitted BW-REQs must perform the truncated binary
exponential backoff process, the modified mechanism
achieves reduction of collisions and tries by adjusts timeout
properly for those successfully transmitted BW-REQs while
cannot get grants in the next frame. The modeled timeout is a
function of (1) number of BE connections, (2) traffic load, (3)
retransmission, (4) collision probability, and (5) bandwidth
insufficient probability. Numerical results showed that a
suitable timeout does reduce the number of tries, and the
average packet delay. Since the failure probability of
transmitting BW-REQ decreases and the probability of a BW-
REQ being hold increases, the number of tries is reduced. In
addition, the range of the backoff value grows exponentially
when retry occurs. An SS does not need to wait for the backoff
counter counting down to zero for BW-REQ transmission
when the BW-REQ is hold by the BS. The average packet
delay is lower accordingly. From the numeral and simulation
results, when the size of initial contention window approaches
the number of contention slots, we could get better average
packet delay performance. In our case, we suggest that the
contention window size is 8.
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Performance Enhancement of Contention-Based Bandwidth Request
Mechanism in IEEE 802.16 WiMAX Networks

Shih-Fan Chou?, Jen-Hsi Liu®, Hsi-Lu Chao', Tzu-Chi Guo', Chia-Lung Liu? and Feng-Jie Tsai?
!Department of Computer Science, National Chiao Tung University, Hsinchu, Taiwan
?Information & Communications Research Labs, Industrial Technology Research Institute, Hsinchu, Taiwan

Abstract—The IEEE 802.16 standard is a promising technology
for 4G mobile networks. Though supporting versatile service
classes, best effort (BE) service class is expected to dominate
WIMAX networks, due to operational simplicity. One of
bandwidth request mechanisms that subscriber stations (SS) can
utilize to issue bandwidth requests (BW-REQ) for BE
connections is contention-based random access. An SS starts a
timer T16 when transmitting a BW-REQ. If getting a grant
before timer expiration, the SS transmits data packets at the
allocated time slots; otherwise it performs truncated binary
exponential backoff process for BW-REQ retransmission. The
default value of T16 is one frame time. However, T16 impacts on
contention and request collision significantly. In the paper, we
develop an analytical model for T16 timer setting. Besides, we
derive analytical expressions for the average number of tries per
BW-REQ and the average packet delay. We compare the
theoretical results of fixed and adjustable timers. The results
show that adjusting timer reduces both the number of collision
and the average packet delay.

Keywords—WIiMAX, best effort, bandwidth request, contention

I.  INTRODUCTION

IEEE 802.16 protocol has been standardized for
metropolitan broadband wireless access (BWA) systems, and it
is a viable technology to be used for connecting local area
networks (e.g., IEEE 802.11-bassed WLAN) to the Internet,
due to the characteristics of high transmission rate and flexible
quality-of-service (QoS). [1]. The IEEE 802.16 MAC layer
supports a mandatory PMP architecture, which consists of a
base station (BS) serving a number of subscriber stations (SS).
There are two types of duplex scheme, i.e. FDD (Frequency
Division Duplexing) and TDD (Time Division Duplexing). In
this paper, we focus on TDD mode. TDD mode requires only
one channel for transmitting downlink (DL) and uplink (UL)
sub-frames at two distinct time slots. Moreover, the DL and UL
ratio can be adjusted dynamically.

In order to support multimedia services, the IEEE 802.16
standard [1][2] defines five service classes to accommodate
versatile QoS-demand applications (such as VolP, and MPEG
video). These service classes are unsolicited grant service
(UGS), extended real-time polling service (ertPS), real-time
polling service (rtPS), non-real-time polling service (nrtPS),
and best-effort (BE) service. Due to the fact that “how to
perform resource reservation to meet applications’ QoS
demands” is not within the scope of the standard, it is possible
that even VolP flows would be treated as BE service class.
Therefore, in this paper, we focus on the BE service class.

A BS has the full control of slot allocation. To avoid
collisions, SSs should get permission before their data
transmission. According to the IEEE 802.16 standard, such an
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Figure 1 Illustration of contention-based bandwidth request
mechanism

exclusive channel access is achieved by requiring SSs to send
bandwidth requests first. For this purpose, the IEEE 802.16
standard specifies three bandwidth request mechanisms:
contention-based random access and contention free-based
polling are two suggested approaches, and piggyback
mechanism is optional. These three request mechanisms are
applicable to BE service class, and our focus is on the
contention-based approach.

The random access contention resolution adopted in
WIMAX is based on a truncated binary exponential backoff
scheme without carrier sensing. Before each attempt of BW-
REQ transmission, an SS randomly selects a backoff timer
from [0, W;-1], where W; is the contention window size of the
i™ retry. The backoff time indicates the number of slots that the
SS should wait before its BW-REQ transmission. For the first
attempt, the contention window size is the minimum value Wiy,;
the window size after the i" retry is 2'W,;,. The window size
keeps doubling till it reaches the maximum value Wpz=2"Wiin,
where r is the maximum backoff stage. For a BW-REQ, an SS
can try at most 16 times. Both Wy, and Wi, are defined by
BSs, while the WiIMAX standard does not provide
optimal/suggested values.

When using contention, no explicit acknowledgment (ACK)
frame is sent back to indicate whether a bandwidth request
(BW-REQ) message is successfully transmitted or not. Instead,
a timeout T16 is set to determine whether requiring
retransmission or not. The default setting of T16 is one frame
time. An illustrative example of contention-based bandwidth
request mechanism is shown in Fig. 1. BW-REQs are sent in
the contention period of a frame (Fig. 1-®), and T16 is set
simultaneously (Fig. 1-®@). If a grant is given within T16
timeout (Fig. 1-®), the SS stops contention resolution and use
the allocated bandwidth for uplink transmission (Fig. 1-@®).
Otherwise the SS believes that its BW-REQ was corrupted, and
then restarts a contention resolution process. The SS randomly
selects a backoff timer (Fig. 1-®), and counts down that timer.
When the timer is zero, the SS retransmits the BW-REQ (Fig.
1-(®), and same processes repeat.



Recent research of request mechanisms include
[31[41[5]1[6][7]. In [3], the authors conclude that the best size of
contention period is (2N-1), and N is the number of SSs.
However, upon heavy traffic load, the number of data slots of
an UL subframe decrease as N increases, and a BS may not
issue grants to all received BW-REQs. For those refused and
collided BW-REQs, the SSs will run the contention resolution
mechanism again, and thus delay time increases.

In [4], the authors introduce a new algorithm, called Multi-
FS-ALOHA, which divides the contention period into two
parts. The first is used by SSs to issue first-try BW-REQs,
while the second part is dedicated for retransmission of BW-
REQ messages. These two parts are dynamically fixed on a
frame by frame basis. The drawback of [4] is that it requires a
dedicated feedback channel for operation.

A modified contention resolution process is proposed in [5]
to improve the system performance. Its main idea is assigning
different initial window sizes to different scheduling classes.
However, based on the presented simulation results, this
algorithm performs similarly to the contention mechanism
defined in the standard.

An analytical model of the contention-based bandwidth
request mechanism, defined in [1], in a saturated WiMAX
network was developed in [6][7]. [8] took the number of
contending SSs into account to determine the optimal window
size.

Briefly summarizing the introduced literature, performance
of the contention-based request mechanism can be improved by
(1) reducing the collision probability, (2) dynamically adjusting
the contention period according to the number of SSs, (3)
assigning different minimum contention window sizes to
service classes, and (4) integrating/implementing both
piggyback and contention mechanisms. However, these
solutions may incur the problem of compatibility.

Two possible reasons that a BW-REQ cannot be granted
and need retransmission are: collision, and insufficient UL data
slots. The former is due to multiple BW-REQs are transmitted
at the same contention slot; the latter is due to the UL data slots
cannot accommodate the total demand of received BW-REQs.
However, SSs cannot identify the exact reason why they do not
get resource grants, and just perform contention resolution
procedure. Upon heavy traffic load, more contentions in a fixed
contention period results in more collisions and worse system
performance. Thus our idea is to dynamically adjust T16
timeout. BW-REQs may wait longer before perform contention
resolution process. The objective of this paper is to develop an
analytical mode for T16 derivation.

The rest of this paper is organized as follows. The
analytical model of timeout derivation is introduced in Section

Il. Numerical results are presented and discussed in Section I11.

This paper is concluded in Section IV.

Il.  ANALYTICAL MODEL

In this section, we explain the developed analytical model.
Since we focus on the retransmission caused by insufficient
UL bandwidth, T16;, is used to represent the desired timeout.
In addition, we analyze the average tries of a BW-REQ to get
a resource grant, and the average packet delay.

In this analytical model, there are N BE connections, and
their packet arrival is in Poisson distribution with A,qcxet -
trrame aNd d are the frame time duration and the number of

data slots of a UL subframe. r;,, is the percentage of UL data
slots which are allocated to BE service class.

A. T16y,

Let n be the number of frames that a successfully
transmitted BW-REQ can be preserved by a BS at most.
Therefore,

T16ib = (1 + n)tframe (1)

To derive a proper T16;,, is to determine an adequate n value.

In our analysis, we assume there are m slots in a contention
period, and each slot can accommodate one BW-REQ
message.

Considering a BW-REQ, the probabilities of request
collision and insufficient UL bandwidth of its it®
retransmission (i.e., the (i+1)" try) are denoted as p{"and p_’
respectively. Since unsuccessful BW-REQs are only due to
collisions in the modified mechanism, the probability of the
it" contention for an unsuccessful BW-REQ (denoted as

® ;
pmodified) IS )
pf‘rﬁ)diﬁed = pgl) (2)
According to [9], the probability that an SS attempts to
transmit a BW-REQ at a contention slot for the i*" retry t(® is
2
W1 0<i<R-1, 3)
where R is the maximum number of tries.
Given the number of transmitted BW-REQs in frame

wi—1 ([M])
[T] denoted as N*I"m V| suppose the observed BW-REQ
is retransmitted at the last contention slot in frame [%] pgi)
is
wWi-1
(e '
, 0<i<R-1 (4

7 =

PO =1-[1- 0]
Furthermore, for0 < i <R — 1,

wWi—1 .
N([ m ])(1 - pgl)) - Nrequest_served
Wi—1 .
NIED (1 - p@)
where Nyeguest servea 1S the number of served requests in a
superframe.

We then derive the number of transmitted BW-REQs in a
specific frame, say frame j. Connections either incurring BW-
REQ collision or having packet arrivals in frame (j-1) will
send their BW-REQs in frame j. We assume all BE
connections have queued packets initially, i.e., N =N,
Thus for frame 2,

N® =NO@1 - P)(1-LD)(1-P,?)
+NDPp,© ﬁ (6)
where P, is the probability that an SS has no packet arrivals in
trrame time, and P, =1-— e~(packet)(trrame) | Through
iterative derivation, for j > 1

NU+D = NO)(1 = Py) (1 - pc(logz %D) <1 - pib(logz %ti]))

+ N(j)pc("’gzmﬁl) m

pu® = 5)

, ™
1082 i




In (7), we use the backoff stage to get the number of
retransmitted requests occur at this frame and L{ is the
loga iy —

probability that a collided request would transmit again in
frame j.

On the other hand, the number of requests a BS can serve
in a UL subframe is

drbe }

r— ®)
packet‘frame

Thus considering the worst case, a successfully transmitted
BW-REQ at frame j can be served at most after n frames, and
nis

Nrequest_served = [/1

3 N(j)(l - pgj)) - Nrequest_served
_ - . (9
request_served

Substituting (4), (7), (8), and (9) into (1), we obtain a
theoretical T16;,.

n

B. Average Number of Tries

Again in the original contention-based bandwidth request
mechanism, a BW-REQ is retransmitted when either the BW-
REQ experiences a collision, or the BS has no sufficient UL
bandwidth to give it a grant. Let X be the number of tries for a
BW-REQ to get granted. Since a request can be sent at most R
times, the average number of tries is

R
EXYoriginat = Y [+ =pPWwF]  (10)

i=1
However, in the modified mechanism, the BW-REQ
retransmission is only caused by collisions, thus the average

number of tries is as listed in (11).
R

E[X]modified = Z ipr,('l)

=1

(11D

C. Packet Delay

We define the packet delay being the time duration from
the first try of a BW-REQ to the time of successful data packet
transmission. In the IEEE 802.16 standard, the frame structure
of TDD mode includes a downlink subframe (Fig. 2 @) and
an uplink subframe. An uplink subframe consists of a
contention period t.ontention (Fig. 2 @) and a data interval
tpa (Fig. 2 ®). The time gap between two consecutive frames
is called guard time tgy,qrq(Fig. 2 ®). Let tyeqyese aNd tgqeqbe
the time of a contention slot and an uplink data slot
respectively. Thus teontention = Mtrequest: aNd tpa = dtgqeq-
Let D@ indicate the packet delay that a BW-REQ is granted at
its i" retry. Note that i=0 means the BW-REQ gets grant at its
first try. An example to calculate D® is shown in Fig. 2. U
and V are the time durations from sending the first BW-REQ
to the end of the contention period (t,) and from the beginning
of the uplink data interval (t,) to the time that the first packet
has been transmitted, respectively. Using i=0 as an example,
the first possibility is that a first-try BW-REQ is successfully
transmitted and gets served immediately, its packet delay is

DO =U+Y©® 4y, (12)
where

tframe tguard tframe
taownlink . uplink subframe tgownlink | uplink subframe
tc ntention tDA tcontenticn tDA
0
U y|© v
LD (2) 4
tu tV

Bandwidth request Packet sent

Figure 2 An illustrative example of packet delay calculation

w.p.

1
U=it —,i=12,...m
request m

1
V =itsata w.p. F,i =1,2,..,dr,
be

Y(O) = tDA + tguard + tdownlink + tcontention

= tframe + tguard =c
and w.p. stands for “with probability”.

The second possibility is this first-try BW-REQ is
successfully transmitted but preserved for later grant. In such a
case, the packet delay is the same as (12) while with a
different Y(®, and

0 = 1 T8
Y 1+ 2 [ ])c.

tframe
1| T165
E [tframe
REQ to get a grant, and it is uniformly distributed within T16;,
time duration.

The last possibility is that this BW-REQ is collided with
other requests, and thus the SS doubles the contention window
size, randomly selects a backoff value, and retransmits this
BW-REQ. If this 2" try immediately gets a grant, the
corresponding packet delay D™ is

DV =U+Y® 4V, (13)
where Y s the waiting time (and its unit is frame) between
t, and t, and is given as

Yy = CZil:oK(i)Y(o)-
K@ is the waiting time in a frame for packet transmission at
the i*" contention. Since the SS uniformly selects its backoff
counter from [0,W;-1]. According to [10], the probability mass
function of random variable K@ is

] is the waiting time in a frame for a preserved BW-

1, i=0

j - (%0, j=12 [Wil 1
, w.p. —, i#0,j=12.,|—|—-

co_ | W j -
Wi

w; (7| —Dm
[—L] w.p. 1—7[7”] JA#0

m Wi

(14)
If this 2"-try BW-REQ is successfully transmitted while
been preserved, it packet delay is
DW= U + (K(O) +K® 42 [ﬂ]) c+V.
2

frame i
In general, for the i™ attempt, the average packet delay D®
is



{E[D(i)] =E[U] + E[Y(i)] + E[V] 0<i<R (15)

E[Y©] = ¢ o [2]

where ZU) is the waiting time in a frame for a j™-retry BW-
REQ and its mean is

1, j=0
(0)] == . . . ~(1[T16; ;
E[Z9] =1, 05k + (1 - pPypd (_[ mD, j=1

2 |trrame
(16)
Since
E[K(J')] =
( 1, j=0
B A - )i = hr=
(AR
5 (17)
an
E[U] = (m+ l)trequest
2
E[V] — (drbe +21)tdata (18)

we obtain E[D®] by substituting (16), (17) and (18) into (15).
Further, the mean total packet delay of the modified
mechanism E[D]nodified 1S

E[D(i)]}.

R-1 i
R k
E[D]modifiea = (1 — p,(ngdiﬁed) Z l_[ pr(ngdified
i=0 k=0
(19)

For comparison purpose, we also derive the mean total
packet delay of the original mechanism, i.e., E[D]originai- The
expression of E[D]riginai is same as (19), while the
probability for a BW-REQ to fail at its i"" contention is

(i) _ . .
Poriginat = 1- (1 - pC(L))(l - pib(l))-
I1l. NUMERICAL RESULTS

In this section, we develop a simulation program to validate
the analytical model, and compare and discuss the performance
of the original and modified contention request mechanisms.
Parameter settings are listed in Table 1.

Fig. 3 shows the T16;, settings upon various numbers of
BW-REQs. As the number of requests increases, T16;, also
linearly increases. Besides, upon a specific N value, as A,qcxet
increases, T16;,, increases, too. The reason is, in average, the
number of required time slots increases, and thus a BS can
only serves few requests in a UL subframe. Consequently
successfully transmitted BW-REQs will be preserved longer
before getting grants.

In the following experiment, we set 4,4k be 3, and T16;,
setting is based on the results in Fig. 3. We investigated the
performance of p. and p;;,, as shown in Fig. 4. It is intuitive
that both p.and p;, increase as the number of requests
increases. Moreover, we observed that when properly settin
Whin (€.9., Wnin=64), p. is significantly reduced to 1.2x107,
and p;;, maintains at the smallest value among all.

The performance of average number of tries is in Fig. 5 ()
and (b). If a BW-REQ is transmitted successfully to the BS, it
may be preserved for future grant. In such a case, the SS does

Table 1. Parameter settings

Parameter Value
Winin 8/16/32/64
Maximum backoff stage, r 10
Maximum number of tries, R 16
Number of request slots, m 10
Number of data slots per uplink 20
subframe, d
Ratio of data slots for BE, 1y, 0.5
Time of a request slot, t,eqyes: 0.024 ms
(6 slots)
Time for a uplink data slot, t;,:4 0.0376 ms (94 slots)
Guard time duration, tgyara 0.004 ms (1 slot)
Frame duration, trrame 1ms
Packet arrival rate, A, qcket 3/5/7

18 T

Analysis)
[Analysis)
[Analysis)
Simulation)
Sirmulation)
Sirnulation)

10 15 20 28 30 35 40 45 50
Mumber of request, N

Figure 3. T16;,, settings vs. the number of requests N upon
various packet arrival rates
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Figure 4 Probabilities of collision and insufficient bandwidth
upon various Wy, settings
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not need to retransmit this request and thus the number of tries
per request reduces, compared with the original contention
request mechanism. Note that the average number of tries for
both original and modified mechanisms of W,,,;, = 8 is more
than that of W,,,;,, = 16. The reason is that a small contention
window size results in a high collision probability.
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Figure 5 The performance of average number of tries of the two
contention-based bandwidth request mechanisms

Fig. 6 depicts the mean packet delay of both request
mechanisms as the number of requests increases from 10 to 50,
upon various Wy, settings. For both mechanisms, when given
a Wnin, a large N value results in long delay due to high
collision probability and more retries. On the other hand, for a
specific N value, the window size of each backoff stage
increases, and the average packet delay increases accordingly.
The reason is that when collision occurs, the range of the
backoff value becomes larger (0 to W; -1). An SS is delayed
much more frames when using a larger backoff value. The
mean packet delay of the modified mechanism is significantly
smaller than that of the original mechanism. The reason is that
the modified request mechanism preserves successfully
transmitted BW-REQs at most (n+1) frames without
performing binary exponential backoff process and thus the
contention window size is intact. Therefore, it has rather small
delay, compared to the original mechanism.

IV. CONCLUSION

In this paper, focused on BE service class and contention-
based request mechanism, we developed an analytical model
to derive a theoretical T16;, timeout. Dissimilar to the original

—* Wm\n:3 = Wm\n7 4

—— W =BlAnalysis)  —— W =16(Analysis)
e W =BEimulation) - W STE(Simulation)  --xees W =32(Simulation) ---& - W =BA(Simulation)
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MNumber of request, N
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30

Mean Packet Delay (ms)

0 1 | 1
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Murmber of Request, M

(b) Modified
Figure 6 The performance of mean packet delay of the two
contention-based bandwidth request mechanisms

contention-based request mechanism that all unsuccessfully
transmitted BW-REQs must perform the truncated binary
exponential backoff process, the modified mechanism
achieves reduction of collisions and tries by adjusts timeout
properly for those successfully transmitted BW-REQs while
cannot get grants in the next frame. The modeled timeout is a
function of (1) number of BE connections, (2) traffic load, (3)
retransmission, (4) collision probability, and (5) bandwidth
insufficient probability. Numerical results showed that a
suitable timeout does reduce the number of tries, and the
average packet delay. Since the failure probability of
transmitting BW-REQ decreases and the probability of a BW-
REQ being hold increases, the number of tries is reduced. In
addition, the range of the backoff value grows exponentially
when retry occurs. An SS does not need to wait for the backoff
counter counting down to zero for BW-REQ transmission
when the BW-REQ is hold by the BS. The average packet
delay is lower accordingly. From the numeral and simulation
results, when the size of initial contention window approaches
the number of contention slots, we could get better average
packet delay performance. In our case, we suggest that the
contention window size is 8.
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