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(security models)

The final security of cryptographic
protocols resides on secret keys. How to
protect secret keys is an important issue for
the key-based information security. We can
distribute the secret key into a set of users
such that each user holds a share of the key.
A set of users over athreshold t can perform
the designated function, while the number of
users under the threshold cannot get any
information about the shared secret key. This
congtitutes the model for the distributed
threshold cryptographic protocols. Under
this model, the attacker need get at least t
shares to break into the protocol.
Nevertheless, the attacker has long time to
obtain the shares. To deter this attack, users
can renew their shares for each period of
time, but the shared secret key remains
unchanged. In a new period of time, the old
shares of previous time periods are useless.
Therefore, the attacker need get at least t
shares during a period of time to break the
protocol. Otherwise, when time migrates to
the next period, the old shares that the
attacker obtained become useless. This
model is called “ proactive” security.

In this project we research on the
security models of distributed threshold

cryptographic systems. We design efficient
and provably secure distributed threshold
cryptographic protocols. We also extend this
research to the model of proactive security.

Keywords: threshold cryptography,
proactive security complexity, security
model.
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