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Due to the high complexity, high variation, and incomplete
characterization of advanced process technologies, the first couple



silicons of today’s ICs usually fail or suffer an unacceptable low
yield. Based on the collected responses of failed chips, the failure
analysisis applied to identify the root causes of the failure, which
are then used to correct the design, improve the process, or enhance
the yield for the next silicon. However, the nonstop increase of
today’ s design complexity and process complexity has made the
failure analysis more and more difficult and time-consuming.
Therefore, the time, cost, and effectiveness of the failure analysis
significantly affects IC’ stime-to-market and total cost.

In this project, we propose a diagnosis framework targeting multiple
stuck-at faults. This framework consists of two main components,
the faulty-region identification followed by the fault-candidate
ranking. In the faulty-region identification, we utilize the X-
simulation technique and the bit-flipping technique to gradually
shrink the suspect region covering al real faults based on both
failing and passing patterns. Unlike the region-based methods, our
framework requires no assumption for the radius of the suspect
region and hence is more flexible. In the fault-candidate ranking, we
classify and rank the fault candidates based on the information
collected from the faulty-region identification. The experimental
results show that the proposed diagnosis framework can efficiently
and effectively minimize the suspect region and sieve out the real
faults from the region even when the failing-pattern percentage and
the number of SLAT patterns are both low for the circuits under
diagnosis (CUDs). Those are the difficult cases to be diagnosed by
the traditional SLAT-based and region-based methods.

Another part of this project isto define the diagnosibility for silicon
debug and to maximum the diagnosibility of designs by the signals
which are selected from visibility planning. In the failure analysis, a
process called fault diagnosisis used to find out the possible
candidates of real defects represented by a given fault model. Based
on the reported fault candidates, the designers could infer the
locations of real defects and then physically examine those possibly
defective locations through the focused-ion-beam (FIB) techniques.
Besides, the overall area and performance of the IC remain the
same.
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Due to the high complexity, high variation, and incomplete characterization of
advanced process technologies, the first couple silicons of today’s ICs usually fail or
suffer an unacceptable low yield. Based on the collected responses of failed chips, the
failure analysis is applied to identify the root causes of the failure, which are then
used to correct the design, improve the process, or enhance the yield for the next
silicon. However, the nonstop increase of today’s design complexity and process
complexity has made the failure analysis more and more difficult and time-consuming.
Therefore, the time, cost, and effectiveness of the failure analysis significantly affects
IC’s time-to-market and total cost.

In this project, we propose a diagnosis framework targeting multiple stuck-at

faults. This framework consists of two main components, the faulty-region



identification followed by the fault-candidate ranking. In the faulty-region
identification, we utilize the X-simulation technique and the bit-flipping technique to
gradually shrink the suspect region covering all real faults based on both failing and
passing patterns. Unlike the region-based methods, our framework requires no
assumption for the radius of the suspect region and hence is more flexible. In the
fault-candidate ranking, we classify and rank the fault candidates based on the
information collected from the faulty-region identification. The experimental results
show that the proposed diagnosis framework can efficiently and effectively minimize
the suspect region and sieve out the real faults from the region even when the
failing-pattern percentage and the number of SLAT patterns are both low for the
circuits under diagnosis (CUDs). Those are the difficult cases to be diagnosed by the
traditional SLAT-based and region-based methods.

Another part of this project is to define the diagnosibility for silicon debug and to
maximum the diagnosibility of designs by the signals which are selected from
visibility planning. In the failure analysis, a process called fault diagnosis is used to
find out the possible candidates of real defects represented by a given fault model.
Based on the reported fault candidates, the designers could infer the locations of real
defects and then physically examine those possibly defective locations through the
focused-ion-beam (FIB) techniques. Those physical-examination techniques are still
slow and expensive in current industry. Thus, a robust fault-diagnosis framework with
high accuracy and efficiency is highly desired to speedup and cost down the entire
process of the failure analysis. However, due to the advanced fabrication technology,
only a few signals can be observed by the FIB technique in the fault-diagnosis process.
Hence we propose a design-for-debug framework to adjust layout after placement and
routing so that more signals can be observed or even repaired by the FIB technique. In
90nm process, experimental results show that our proposed method can effectively

the observation rate and repair rate by the FIB technique. Besides, the overall area and



performance of the IC remain the same.

Keywords
Debug, Silicon debug, Diagnosibility, Hard-corner errors, Faulty-region
identification, Fault-candidate ranking, Fault diagnosis architecture,

Focused-ion-beam, Layout adjustment, moving-signal candidate ranking
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Faulty-Region Identification for Multiple Stuck-at Faults
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Figl. Overall flow of the proposed diagnosis framework.

Figure 1 shows the overall flow of the proposed fault-diagnosis framework.
Given the CUD, the test patterns, and the corresponding test responses obtained from
the CUD, we apply the procedure, faulty-region identification, to report a minimal
faulty region which covers all real faults. Then, the procedure, fault-candidate ranking,
ranks the fault candidates within the faulty region based on the information collected
during faulty-region identification. Next, we use the FIB technique to physically
repair the fault candidate with the highest rank and then apply the same test patterns

to the CUD. If the responses obtained from the repaired CUD are different from the




test responses obtained before the FIB repair, the repaired fault candidate is a real

fault. Then we rerun the faulty-region identification and fault-candidate ranking based

on the new obtained responses. Otherwise, the repaired fault candidate is not a real

fault. Then we use the FIB technique to physically repair the next ranked fault

candidate until a real fault is detected.

Key concepts :

In this subsection, we describe three key concepts used in our diagnosis

framework: X-region, not-stuck-at-0 (or not-stuck-at-1) signals, and value-flipping

technique.

1)

2)

X-region:

An X-region is a set of connected gates, whose logic values are set
to unknown. When simulating failing patterns along with the unknown
values in the X-region, we can determine whether the X-region covers all
the real faults by comparing the simulated value on each failing output
with the collected erroneous response. If the simulated value on any
failing output is opposite to the value of its erroneous response, it means
that the value on the failing output cannot be corrected no matter how the
unknown values in the X-region are assigned. In such a case, this failing
output must result from a fault outside the X-region and hence such an
X-region does not cover all the real faults.

Not-stuck-at-0 & not-stuck-at-1 (NSAO & NSA1):

Unlike other dictionary-based or region-based diagnosis methods,
which attempt to identify a modeled fault or region matching the actual
faulty syndrome, our diagnosis framework attempts to identify the
signals which cannot be a fault, i.e., to identify the not-stuck-at-0 or

not-stuck-at-1 signals. If a candidate signal can be proved that its value



on the defective chip is 0 (1) for any pattern, the candidate signal is then
proved as a not-stuck-at-1 (not-stuck-at-0) signal. A candidate signal is
guaranteed to be fault-free if this signal is proved to be both
not-stuck-at-0 and not-stuck-at-1.

3) Value flipping on X-region’s boundary signals:

For each test pattern, we check whether a target signal on the

X-region’s boundary is NSAO or NSAI. A signal g is said to be on the
boundary of an X-region if g € X-region and there exists at least one
g’s fan-out signal p, where p / € X-region. We first calculate the
good-circuit value v of the target signal through simulation. Then, we flip
the value on the target signal to v’ and simulate the pattern again with all
other boundary signals remaining the unknown value. If the simulated
value on any output is different from its collected responses, then the
target signal cannot be a stuck-at-v’ fault (or is NSAv’).

In the following, we explain our proposed methods about faulty-region

identification and fault candidate ranking.

Faulty-region identification :

Procedure 1 X-region Shrinking

I: for all {p:p e T, T = Test Set} do
2: Good_Circuit_Simulation()
3 for all {g : g € X-region} do

4. vValue(g) «— X

5: for all {g: g € Boundary} do

6:

7

8

Value(g) « Good_Circuit_Value(g)

repeat
/Ndentity_Good_Values_Using_Gate_Values
9: IGV(Boundary)
10: /Mdentify_Gate_Values_Using_Input_Information
11: IUI(Boundary)

12:  until no good value identified in TUI

Fig. 2. Procedure of X-region shrinking




Figure 2 shows the X-region shrinking’s algorithm, and the algorithm attempts to
identify the NSAv signals based on both passing and failing patterns. For each pattern,
we first run good-circuit simulation to obtain the simulated good-circuit value for
each signal (Line2). Second, we replace the value of signals within the X-region with
the unknown value (Line3-6). Then, the sub-procedure IGV utilizes the value-flipping
technique to check whether each signal on X-region’s boundary is NSAvO if the
simulated good-circuit value of the signal is v (Line9). During IGV, some boundary
signals are identified to have the good value. Next, the sub-procedure IUI performs
the backward and forward implication based on the new identified good values to
further derive more good values on the boundary (Linell). We repeatedly perform
IGV and IUI until no more good value can be found for the given pattern. The

procedure IGV and procedure IUI are explain in the following.

Sub-procedure 1 IGV //Identify_Good_Values_Using_Gate_Values
I: for all {g: g € Boundary and value(g) = X} do
2: Flip(g)
3: 3-Value_Simulation()
4: for all {z:z &€ PO, PO = Primary Ouiput} do
S: if Mismatch(z) then
6: v «— Good_Circuit_Value
7: g is NSAv" and has Good_Circuit_Value
8: if g is also NSAv then
9: X-region «— X-region — {g}
10: update Boundary
11: Value(g) «— Good_Circuit_Value
12: break
Fig. 3. Identify good values using gate values

The detail steps of the sub-procedure IGV are listed in Figure 3. For each signal
on X-region’s boundary with the unknown value, we first assign the signal’s value
opposite to its simulated good-circuit value v (Line2), and then obtain the
value-flipping value for each output through the 3-value simulation (Line3). Next, if

there exists a simulated value-flipping value on any output different from its response



value, then the target signal is NSAv0O and guaranteed to have good value for the
given pattern (Line5-7). We also check if the target signal has been recognized as a
NSAv for previous patterns. If yes, then we remove it from the X-region (Line8-10).

Last, we assign the value of the target boundary signal as the good

Sub-procedure 2 [UI //Identify_Gate_Values_Using_Input_Information

I: for all {g : g € Boundary and Value(g) = X} do
2: if g is NSAv’ then

3 if g has controlling fan-ins then

4: FI «+— ControllingFanIn(g)

5: for all {gs; : gy; € FI} do
6.

7

8

9

if Is_Input_Good(gys;) = true then
g has GoodValue

break
else

10: FI « NonControllingFanIn(g)
11: for all {g¢; : gs; € FI} do
12: if Is_Input_Good(gys;) = false then
13: break
14: if all gy; € FI are good then
15: g has GoodValue
16: break

Fig. 4. Sub-procedure of IUI

Figure 4 shows the detail steps of the sub-procedure IUI, which applies the
implication technique and the value-flipping technique on the fanins of the boundary
signals to further identify more boundary signals having the good value. Those new
identified good values can then help the sub-procedure IGV in the next iteration to
find more NSAO and NSAI1 signals. For each boundary signal with the unknown
value, the sub-procedure IUI attempts to prove that this signal has the good value v,
where v is the simulated good-circuit value for the given pattern. If the target signal
has been proved NSAv0 and its fanins’ good values can propagate to the target signal,
then the target signal has the good value. Two cases are discussed in the

sub-procedure IUI to determine whether the signal’s fanins have the good value and



can propagate to the signal. If the simulated good-circuit value of any its fanin is the
controlling value, then the target signal has the good value if any of its controlling
fanin has the good value (Line4-8). Otherwise, the target signal has the good value if

all of its non-controlling fanins have the good value (Line10-16).

Fault candidate ranking :

INDEX
bound:
WINSA FMiDe.v_‘@ !
CANDIDATES o o

full-match inside X-R. FM _Det 3
——>®—> i

on boundary

] w/o NSA

e ey

Match_Sum |g
not full-match >
—’.

Fig. 5. Illustration of the ranking ordering.
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Figure 5 summarizes our fault candidate ranking method. A fault ¢ with at least
one full-matched pattern is more likely to be a real fault than a fault without any
full-matched pattern even if the fault ¢ has less Match Sum(c). Therefore, our ranking
method generally ranks the faults with a full-matched pattern higher than the faults
without a full-matched pattern. We further divide the full-matching faults into three
types, (1) the faults on the X-region’s boundary and the fault site is identified as a
NSAO or NSA1 signal during the X-region shrinking, (2) the faults inside the
X-region, and (3) the faults on the X-region’s boundary and the fault site cannot be
identified as a NSAO or NSA1 signal during the X-region shrinking. A Ist-type fault
ranks higher than the other two types because (i) a NSAv signal shows the possibility
of generating a mismatch output from the fault site, and (ii) the existence of the
Ist-type fault may be the reason why this fault site cannot be proved NSAv0. A
3rd-type fault ranks lower than the other two types because if the 3rd-type fault is the

real fault



Experiments :

In the following experiment, we inject 3 nearby stuck-at faults at a time to
sample a CUD, and then apply our diagnosis framework. Table I lists the average
results after applying the proposed method over 100 sampled CUDs. Column 2 shows
the number
of test patterns used in the experiments. Column 3 and 4 list the percentage of failing
patterns and the fault diameter associated with the injected faults, respectively. The
definition of the fault diameter is the maximum length of all the shortest paths on
netlist between any two injected faults, which is used to measure the locality of the
injected faults. Column 5 and 6 list the size of the X-region, that is the number of
signals covered by the X-region, before and after applying the X-region-shrinking
procedure, respectively. Column 7 lists the shrinking percentage from the initial
X-region to the final X-region. Column 8 lists the minimum fault-to-boundary
distance after applying the X-region shrinking, which is defined as the minimum
netlist distance from an injected fault to the boundary of the final shrunk X-region.
This minimum fault-to-boundary distance represents how effectively the
X-region-shrinking procedure can reduce the X-region. The lower the distance, the
better performance of the X-region-shrinking procedure. Last, Column 9 lists the

runtime of the X-region shrinking in seconds.

circuit | test | failing | fault size of X-region min. flt. to | runtime
pttns. | pttn. % | diameter | initial | final |shrink % | boundary | (sec)
s1196 | 201 | 40.67 3.45 [267.50] 91.45 | 65.81 0.20 0.60
s1423 | 82 | 63.90 435 |270.65]174.25| 35.62 0.25 0.32
s713 73 | 67.05 3.95 (22470 106.55| 52.58 0.60 0.19
s5378 | 317 | 55.79 425 |474.15]269.35| 43.19 1.50 2.47
s13207 | 604 | 55.57 3.50 {294.10]170.30| 42.09 2.00 6.62
s35932 | 77 | 59.74 3.60 [392.25]247.55| 36.89 0.30 7.91
s38584 | 889 | 58.50 3.80 [200.75] 72.60 | 63.84 0.25 38.78
s38417 | 1371 | 54.03 3.35 [622.90|358.15| 42.50 2.05 79.58

[average] | 56.91 | 3.78 ] | | 47.81 I 0.89 | |

Table 1. Experimental results for 100 3-stuck-at-fault CUDs.




As the result shows, the average shrinking percentage and minimal
fault-to-boundary distance achieved by the X-region shrinking are 47.81% and 0.89,
respectively. This result first demonstrates that the X-region shrinking can effectively
eliminate the false candidate signals and minimize the suspect region such that the
resulting X-region’s boundary is very close to real faults. Once the X-region’s
boundary is reaching the real faults, it is difficult to further move the X-region’s
boundary inward and the fan-in cones connecting to the real faults still remain in the
X-region. Also, this result shows the efficiency of the X-region shrinking. The longest
runtime among all benchmark circuits is 79.58 seconds (including the runtime of

fault-candidate ranking).

circuit Ist successful | 2nd successful | 3rd successful | runtime
repair repair repair [sec)
s1196 2.20 5.15 7.00 (.84
£1423 2.90 780 1545 0.50
5713 6.80 12,35 1540 0.24
55378 6.50 13,10 2775 329
513207 5.00 11.15 16,40 11.33
235032 250 G 845 1399
s31K5E4 4.00 5E5 .90 5759
238417 7.35 16,60 2525 117.09
| average | 5.11 | 9,85 | 1532 | |

Table II. The number of repair trails required until the
first, second, and third successful repair occurs for
3-stuck-at-fault CUDs.

Table II shows the results of the fault-candidate ranking. Column 2, 3, and 4 list the
number of repair trails required until the first, second, and third successful repair
occurs, respectively. After a real fault is detected, we run the X-region shrinking again
based on the new CUD, which removes the detected fault already. The runtime
reported in the Column 5 is the sum of the runtime of each individual X-region

shrinking and fault-candidate ranking. As the result shows, it requires in average 5.11,



9.85, and 15.32 repair trails to hit the first, second, and third successful repair,
respectively. It implies that almost 5 trials are required to hit a successful repair. Note
that the equivalent faults are viewed as individual ones in our diagnosis framework

and hence the reported results may not look as promising as it could be.

Diagnosibility for Silicon Debug

The first step of debugging is to infer the forward or backward implications
according to the observed signals. We call these values to be conflict values, which
are different between the implications and golden simulation values. By the conflict
values, we can infer the values of other gates and sieve out the real location of errors.
The more conflict values we can obtain from the forward or backward implications,

the more diagnosibilities of a design has.
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Fig. 5. The regions of forward and backward implications without and with
intersection. (a) There is no intersection between these two regions. (b) The
intersection region can help designers to infer the conflict values for
debugging.

Due to the high complexity, the signals on-chip usually cannot be obtained from

software simulation in limited time. In silicon debug, we have to do forward or



backward implications to find where the conflict values located from the limited
signals we obtained. Thus, the diagnosibility in the silicon debug is defined by the
number of the gates in the intersection between forward and backward implications.
The more signals in the intersection, we have more chance to find the conflict values.
For example, in figure 4, the signals obtained from forward implication are in pink
region and the signals obtained from the backward implication are in blue region.
Although there are more signals from forward and backward implications in figure 4
(a), there is no intersection of these two implications and we cannot obtain any
conflict value. On the other hand, if there is any error, we could get the conflict values
from the intersection of forward and backward implications of figure 6(b) and the

diagnosibility of figure 6(b) is higher than figure 6(a).

Observable signals

Netlist and
i Unobservable signals
Signal probability Calculate
Calculate Signal and Expectation Value Design
o > > -
Probability Signal correlation of Possible Diagnosibility
between flip-flops Conflict Region

Fig. 7. The flow for calculating the design diagnosibility

Figure 7 shows the flow about computing the design diagnosibilty for silicon
debug. First, given the netlsit without errors, we calculate the signal probability, Py
(P1), of the signal to be 0 (1). Then, with the signal correlations between flip-flops, we
can calculate the expected values of regions for forward and backward implications.
Further, the expected values of the possible conflict region can be obtained from the
intersection of the two regions for the design diagnosibility.

To calculate the possible implication region more accurate, the correlation of
signals has to be concerned. The correlation between signals may suffer from the
reconvergent fanouts or the same fanin cones of signals. Actually, the correlation

exists in many signals in the same time and it is impossible to record all the



correlations for each signal. In our calculations, we record the correlation for each
pair of signals and, for approximation, the correlations of more than two signals are
calculated from the correlation of signal pairs. Due to the approximation, the
computation complexity becomes acceptable and the accuracy is higher than the

calculation of independent probability for each signal.
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Fig. 6. The flow for updating the correlations from four signals (a, b, c, d) to two
signals (f, d). (a) The signal correlations are between signal a, b, ¢, and d. (b) The

correlations are updating to signals e, c, and d. (c) The correlation is updating to

signals fand d.

In figure 8(a), we already know the correlation for the signal lines, a, b, ¢, and d,

as shown in the blue line. Once the Py and P; for signal e have been calculated from



signal lines of a and b, the correlations of a, b, ¢, and d will be updated to the
correlations of e, ¢, and d, as shown in the blue line of figure 8(b). Similarly, when the
Py and P, for signal f have been calculated from signal lines e and c, the correlation of
these signals will be updated to the correlation of f and d, as shown in the blue line in
figure 8(c). Using the approximation of correlation for signal pairs, the signal
probabilities of all signals are available for design diagnosibility.
Experiments :

We test our method on some ISCASS89 circuits and one result of s15850 is shown

as following:

S15850 Max Min Average
Dffs 5.4% 1.1% 3.6%
Outs 3.9% 1.2% 2.1%

Table III. The experiment results for S15850, we calculate the probabilities of all
filp-flops and primary outputs from inputs to outputs one time and treat it as a

combinational circuit.

For first experiment as shown in table III, we set the probabilities, Py and Py, of
each input to be both 0.5 and we calculate the probability from the inputs to the
outputs and treat the circuit as a combinational circuit. After the calculation, we got
the probability of Py for this test circuit. Once we have the probability of Py, the
probability of P; can be calculated easily. We show probability difference between the
calculation of our method and the results from simulation. In the first column, the
Dffs mean the difference between filp-flops and the Outs means the difference
between primary outputs. In the second column, the Max means the maximum
difference among all Dffs or Outs. The third column, Min, means the minimum
difference, and the last column, average, mean the average difference of all Dffs or
Outs. From the experimental results, the Min differences are only from 1.1% to 1.2%
and the average differences are from 2.1% to 3.6%, these results mean we can

estimate the probability of Py of each gate accurately.



S15850 Max Min Average
6326 21.1% 3.5% 16.1%
6327 20.3% 2.7% 16.5%

Table I'V. We continue to calculate the probabilities of all filp-flops and primary

outputs until them convergence.

For the second experiment as shown in table IV, the settings are the same as the
first one, but we use the probabilities of the outputs to be the probabilities of inputs
for next round if the signals are looped from some filp-flops. As we can see, the
average differences are from 16.1% to 16.5% because we have the bigger estimation
errors in Max differences. For Min difference, the differences are from 2.7% to 3.5%,

and are still acceptable.

Lavout Adjustment for FIB Technique

Figure 7 shows the overall flow of the layout adjustment framework for FIB
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Fig. 7. The overall flow of layout adjustment.




probing. We adjust the circuit layout to maximize the probability that a signal can be
observed by FIB probing. The layout adjustment is done through a few pre-defined
actions, which moves a small portion of the existing metal lines to different metal
layers with new vias, instead of performing a complete rerouting. Therefore, the
proposed DFD framework can be applied in conjunction with any APR tool and its
impact on the timing of critical paths is limited. Also, the proposed DFD framework
can restrict the layout adjustment on only the non-timing-critical paths if modifying
certain critical paths may violate their timing constraint.

For FIB probing, the location to be probed corresponds to a net in the design
netlist, which can be reported from a diagnosis tool and its observed value is used to
confirm the assumption of an error candidate. A net in the design netlist corresponds
to several metal lines across different metal layers and connected with vias. In our
framework, a net is FIB observable if any of its metal line can satisfy all of the
following conditions: (1) an FIB hole can be dug with a given edge slope and reach
the surface of the line, (2) no other metal lines originally locate in the dug hole, (3)
the target line lays in the middle of the hole’s baseline window, and (4) the overlap
between the target line and the hole’s baseline window exceeds the given minimal
sufficient width.

In the proposed framework, we adjust the layout based on only two basic
operations, named move-up and move-down. Each operation is performed on a metal
line of a net. As its name, a move-up operation will move a portion of the target metal
line to a higher layer with extra vias. The function of this move-up operation is to
create a long-enough metal line at a higher layer to successfully land an FIB hole on it
when the original target line at a lower layer is blocked by other metal lines on top. As
a result, the moved-up portion of a line must be longer than the minimal sufficient

width of a baseline window.



(a) Before a move-up operation (b) After a move-up operation

Fig. 8. Moving-up operation.

Figure 8 illustrates an example of using a move-up operation, where metal line b
is originally unobservable in Figure 8(a) since metal line a blocks the space on top of
b for digging a sufficient FIB hole (as shown by the dashed shape). After applying a
move-up operation to b in Figure 8(b), the moved-up portion of b can successfully
land a sufficient FIB hole and hence b becomes observable. On the other hand, a
move-down operation will move the target metal line to the empty space on a lower
layer with vias. The function of this move-down operation is to remove the target line
which originally blocks the observation of other lines below it, such that certain lines

below it may become observable after the move-down operation.

(a) Before a move-down operation  (b) After a move-down operation

Fig. 9. Moving-down operation.

Figure 9 illustrates an example of using a move-down operation, where line b is



originally unobservable due to line @ and ¢ blocking the space above b as shown in
Figure 9(a). After applying a move-down operation to a, line b becomes observable as
shown in Figure 9(b).

The move-up and move-down operations need not necessarily be applied

(a) Before swapping operation (b) After swapping operation

Fig. 10. Using both moving-up and moving-down operations.

individually. They can be applied together to make an unobservable line observable as
illustrated in Figure 10, where line c is originally unobservable in Figure 10(a). After
applying move-down operation to b and move-up operation to ¢, line ¢ becomes
observable in Figure 10(b).

Note that the move-up and move-down operations move the metal line only
vertically, and hence the total metal length of the layout is almost the same, except
that an extra length of a via needs to be added to connect the new via if only a portion
of the line is moved. Also, all made move-up or move-down operations must be
feasible, i.e., following the design rules, such as the spacing between the moved metal
line and its new neighbors. In addition, some process technologies do not allow
stacked vias, meaning that a via can pass through only a certain number of metal
layers (3 in the UMC 90nm technology used in our experiments), which is another
constraint of using a move-up or move-down operation.

The objective of this framework is to maximize the FIB observable rate without



violating any design rule or timing constraint. After parsing in the input files, the first
step of the framework is to examine whether each metal line in the layout is FIB
observable or unobservable. Among the unobservable lines, we further determine
whether an unobservable line can become observable by using the basic operations,
assuming all other layout remains the same. If yes, we consider how many operations
are required. Those unobservable lines which can potentially turn into an observable
one through basic operations are defined as the potentially observable lines. Based on
the classification of all metal lines, we can determine whether a net is observable,
potentially observable, or unobservable. Note that a net is (potentially) observable if
any of its lines is (potentially) observable.

Next, our framework will iteratively select an untried potentially observable net
and adjust the layout to turn it into an observable one until no untried potential exists.
In fact, adjusting the layout for a potentially observable net may eliminate the chance
of other potentially observable nets becoming an observable one. Therefore, in order
to maximize the FIB observable rate, we need to find a proper order for the
potentially observable nets being processed. In our framework, this process order of
the potentially observable nets is determined by a proposed ranking method. Note that
the layout adjustment here is performed based on a greedy-based principle. In other
words, if an adjustment for a potentially observable net may turn an originally
observable net into an unobservable or potentially observable one, the adjustment will
not be performed. Any made layout adjustment must increase the overall FIB
observable rate.

After the layout adjustment stops, we will perform connection check, design-rule
check, and equivalence check to guarantee the correctness of the adjusted layout.
Then we perform the RC extraction for the layout. Last, a timing analysis is applied
based on the RC information, design netlist, and technology files. If any timing

violation occurs, we will rerun the whole framework without adjusting the



timing-violated nets and the critical paths (if setup-time violated). In practice, timing

violations rarely occur after our layout adjustment.

Experiments:

total FIB observable rate (%) runtime
circuit nets initial MFOB .diﬂ“. | upper (sec)
(a) (b) (b) - (a) | bound
s38417 | 9296 36.57 69.86 33.30 71.72 52
s38584 | 5711 28.62 64.96 36.34 67.17 38
535932 5912 50.84 g3.12 32.28 83.85 27
b17 16826 17.86 | 46.71 28.85 48.90 29
b20 7183 25.62 57.48 31.87 59.36 49
b21 6448 2347 54.12 30.65 56.54 80
b22 0432 23.56 55.45 31.89 57.96 94

[ ave | - ][ 2950 | 61.67 | 3217 | 63.64 || -

Table V. Results of applying MFOB

Table V reports the FIB observable rate based on a 1000nm minimum sufficient
width of the baseline window and a 1-to-10 edge slope of an FIB hole. The
cell-utilization rate is set to 80% to generate the initial layout with SoC Encounter.
Also, dynamic ranking is used in MFOB to determine the order of nets for layout
adjustment. In Table V, Column 1 and 2 list the circuit name and its total number of
nets, respectively. Column 3 and 4 list the FIB observable rate before and after
applying our proposed framework MFOB, respectively. Their difference is listed on
Column 5. As the result shows, our proposed framework MFOB can successfully
increase the FIB observable rate from 29.50% to 61.67% in average by properly
adjusting the initial layout. The improvement in FIB observable rate ranges from
28.85% to 36.34% for different circuits. Column 6 of Table V lists the upper bound of
the observable rate by using MFOB, which is actually the percentage of potentially
observable nets estimated based on the initial layout. This upper bound can only be

achieved when the layout adjustment for all the potentially observable nets will not



interfere with one another, which is not the case in practice. Hence, the true maximum

observable rate that can be achieved is limited by the listed upper bound. As Table V

reports, the difference between the observable rate of MFOB and the corresponding

upper bound is 1.97% in average, showing that the observable rate achieved by

MFOB is already not far away from the true maximum value. Column 7 of Table V

lists the runtime of MFOB in seconds. The longest runtime is 290 seconds for a

circuit with more than 16K nets.

cell-utilization rates
circuit 80 85 90
mitial | MFOB | mitial | MFOB | mtial | MFOB
s38417 36.57 69.86 34.04 67.76 32.95 67.55
538584 28.62 64.96 27.20 64.90 25.12 62.82
s35032 50.84 83.12 47.42 80.13 43.15 77.87
b17 17.86 46.71 16.64 43.80 16.11 42.51
b20 25.62 57.48 23.49 53.00 22.67 50.54
b21 23.47 54.12 23.34 52.40 19.61 50.93
b22 23.56 55.45 21.03 51.91 20.45 52.05
| avg. || 29.50 | 61.67 | 27.60 | 50.13 | 25.72 | 57.75 |
Table VI. Observation rate with different initial cell-utilization rate.

Table VI reports the observable rate of the initial layout generated by setting the

cell-utilization rate to 80%, 85%, and 90%, as well as its corresponding observable

rate after applying MFOB. As the result shows, a higher cell-utilization rate always

leads to a lower observable rate for the initial layout. Also, the observable-rate

improvement achieved by MFOB is 32.17% (61.67-29.50), 31.53% (59.13-27.60),

and 32.03% (57.75-25.72) for an 80%, 85%, and 90% cell-utilization rate,

respectively. This result demonstrates that MFOB can still effectively improve the

FIB observable rate for the layouts with different cell utilization rates.



circuit longest path (ns)
mitial layout || after MFOB
538417 1.09575 1.09486
35584 1.49767 1.49481
s35932 1.79810 1.79595
bl7 6.72669 6.71904
b20 4.26175 4.25394
b21 4.32446 4.31786
b22 5.39416 5.39174

Table VII. The longest-path delay before and after applying MFOB

Even though a move-up or move-down operation may add extra vias to a net,
which increases its resistance, the circuit’s timing after applying our proposed
framework usually becomes faster than its initial layout. Figure VII lists the longest
path delay before and after applying MFOB, which is reported by a commercial
timing analysis tool with the result of layout RC extraction. As the result shows, the
timing after applying MFOB can indeed become faster than the timing of its initial
layout for every benchmark circuit. Also, every modified layout passes the connection

checking and equivalence checking.

LT L

We proposed a diagnosis framework targeting multiple stuck-at faults. This
framework utilizes the faulty-region identification to obtain a minimal suspect region
covering all real faults, and the proposed ranking method ranks the fault candidates
within the suspect region using the information obtained during the faulty-region
identification. The experimental results demonstrate that the proposed diagnosis
framework can effectively minimize the suspect region and its runtime is scalable to
the circuit and the number of existing faults. In addition, the proposed framework
requires no assumption on the number of existing faults as well as the size of the

possible faulty region, which greatly increases the flexibility of its application.



For diagnosibility for silicon debug, we propose the flow to estimate the region
of forward and backward implications and use an approximation method to calculate
the correlation of each signal and the probability of every signal. The experimental
results demonstrate we have very good approximation results in combination circuits.

We also proposed a DFD framework, which can increase the FIB observable rate
by using a greedy-based algorithm to iteratively adjust the layout for a selected signal.
A series of experiments have demonstrated that the targeted observable rate of the
initial layout can be significantly increased without violating any design rule.
Meanwhile, the adjusted layout can remain the same size and its timing can even
become slightly better. In addition, the proposed frameworks can be easily integrated
into the current design flow and applied in conjunction with any commercial APR

tool.
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These years, we have developed:

1) A new diagnosis algorithm based on faulty-region identification for silicon debug
2) A new ranking method for our diagnosis algorithm

3) A new flow to calculate the signal probability with signal correlations

4) An estimation method for approximated calculation about signal probability

5) A new layout-adjustment method to maximize the observation rate for FIB probing

6) A new ranking method for movable nets in our layout-adjustment method
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