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In a method for a variable-length communications system
including encoding a message and decoding a data bit
stream, the message includes a plurality of message blocks.
A message block of the message is encoded by generating a
parity check bit stream, flipping the parity check bit stream,
and appending the flipped parity check bit stream to the end
of the message block. When a data bit stream is received, a
guessed message block and a guessed flipped parity check
bit stream are extracted based on a guessed message block
length. A parity check bit stream is generated for the guessed
message block and then flipped. If the flipped parity check
bit stream 1s the same as the guessed flipped parity check bit
stream, the message block has been identified. Otherwise,
the guessed message block length is increased by 1 and the
above step is repeated.

602, 602, 602, 602,

602, 602, 602, %04 602,

604,
Switch when
outputting
parity bits

Output M
followed by
flipped
parity bits

M followed

by
10000001 606



Patent Application Publication Nov. 17,2005 Sheet 1 of 9 US 2005/0257118 Al

100

M followed
by
00000000

M followed
by P

102, 102, 102, 102, 102, 102, 102, 104 102,

Fig. 1
(Prior Art)



Patent Application Publication Nov. 17,2005 Sheet 2 of 9 US 2005/0257118 Al

200

204
X X X’ N Switch when
outputting
A B b &—{D| [D}-&—> parity bits
/ \ M followed
M followed
204 204 204 °b;’we by P
00000000
202 202 202 202
206

Fig. 2
(Prior Art)



Patent Application Publication Nov. 17,2005 Sheet 3 of 9 US 2005/0257118 Al

Message (24 bits) Byw 1 Byte 2 Hyte 1

3 02 Byte 2

304

3 06 Byte 3
308

Fig. 3
(Prior Art)



Patent Application Publication Nov. 17,2005 Sheet 4 of 9 US 2005/0257118 Al

1 Y T 1 ! ! T ! Y Y
4 . - . * M . . -
+ . . . » . ) * ]
- L] L] L] L] - n . .
- . - . . . . . -
» » . + ‘. . » ] »
0_9 b...'.'.';'.'.'lll!:l'llll.l6".".'.""..-".'!:‘ llll'llI&lll‘llll".‘l.t!ll‘.l'll'llllb""" -
. . - . . - . . -
* . . + ‘ . [ ' »
. s - ' . - . . -
. . . . - . -
L] - L] . L] L ] L] L] -
[ . L] 4 L] L] L] L] [ ]
(7)) suadtATIed SETITTEETS TRRERETEL EULTRLPE: O T R TR PP PP PYPTEEVYS JP COTPRPY ETPRPPPTY SYSUTY S
* ] . L) ] . . [] .
- . » + ' - . . -
. . L L] (] [ ] . [}
. a ] 1 4 . . L} .
- - - - L) - . - -
[} » » 4 * " L3 ] s
i1 J STTTPRREEY TRT PP +Ammesemmnshcanai i deesintic Anacaae seduseearrinlisnainans Parvdencan
. . [} . 4 ] 1 [ »
. . . * + - + ] "
- . - . . - » M -
. . . . ' - - . .
[J ] . . 3 * . [] .
. . . : s - s . .
o.ﬂ SR Ty O Y kL R e I T T NLTY Sr—
. [] [] + ] ) [) ] =
ﬁ a H . ¢ 1 . H v .
- . - . . - . . .
. + . . ] . . ) »
« v . ' + - . . .
- . - . . - - .
E " + * . (3 . 3 »
* Oj h.lngoccncolununclunnnn...un-ulnninarcumnuuu-llcclinanntnuon.n--unl XTI
. L] - L3 L - * -
o ] + . . ‘ - 3 » .
z. . + . ’ ' » + . .
. . - . - - . -
- . - * . - » . -
. + [ ] ] ¢ . . . -
04 Y L L I L RNy IR R R LT T T supipupion L amscruorsa PP P Ter—
* s I . . . - . ] .
. . . . + * . . .
- . - . L + - -
[ ’ » ] . - t . L]
+ ] » ] ' 3 T * [
» . - . . . . -
(15c] TS SURRRPORE SUNUIPOUS SRR SR SR NPT SR SOTOPI SO S
4 . . . . - . -
* . . [ ‘ [ . [
- L] [ L] + 1 . .
. . - . . - . .
- ’ . r (] . L] .
. * 1] * 1 . ¥ [
02 ek DA TEI LELIEINRE S RN R RN YRR S, L Ly N RN REY. PP S LY IY T Y] u(ltnuuc[c.occu---
] . . » . » * * [
. . - » . - . . -
- - - ] 0 - . - -
’ L] . L] . - ’ L .
4 . * ‘ . . ¥ .
[ . - . . - " . -
o.f I.....'il,-l.ltiil',lillllll'}l"l...l’..l‘llll?ll!lIil-’ c‘--n.-un{an;u-s-r;..‘...-
- -» . L . -
4 [] . ] ' » »
. . . ] . ' . »
. . » ' . . . -
) [ » [ 3 . . -
0 A '] '] | 1 1 ; |

Fig. 4
(Prior Art)



Patent Application Publication Nov. 17,2005 Sheet 5 of 9

10

US 2005/0257118 Al

S
o rxvnnraalecs
.

pe t2 2200

Y
. ..o«.- O Texdbook Solulion A PR P TTIY S

»
AR 2 TEY

pe ravcasoswbriserea
’

. »

ol -;-.aolioooit----.-a. EZY LT TR

. . .
il AL LR NN TR Y YT RN S Ry ey

)
.
)
4
.

[ .
e toamsessyr.itatprapsnnrnn

i
:

4 * \J
[ EEEERT T ¥ P T W ssesBbanne .

.

drervmml
Ptétnwul

s e

-.(---

. v . »
Vinpuiy TrAprissenreaerrnrsseqmen

» » ] 4
A e L L L L L

‘l‘""“'ﬁ‘""'“&""'“é‘ - ....9

L e et

-esred O NTT DoColdo Sokalon b+ ccoeveeesvniiiracgonninnin.

trevnedesnrerrie
.

u-.--.{-n.-u'tu-\

9 ’
EELELS T TTER TR PP 4T r ey
.

.
R L T Y Y LA R Y
] hd + *

v [
u..}.-.-...--;. . .-...--e.. u---"l;--n

1 ¥ L} ’

. v . .

. v . .
Paicssesdnrnnnnir i tonantendh st Ekaa
E) ’ .

* -

v -] '

. .

. . .

» N .

L] .

[ERT LT T P ¥ PR e g

LT RE T DT PO N ST EOTSRTY

e R

resvsaaslerrssnnang
.

istrrvrer (XT3

-~ o
-y

ramsye

seaovfrroe
4

ssdecsemnavaliiiragnry
. .

1y - ad
.

.
..I'.“l‘!l. AR ER

. . .
L Ry

LEEPTYY Y™
[EEETY YT
.

tae

]
tsgsimcrrnrrya

EERTY T
4 »

LER LT T Y TT P TRy T P oaer

v . »

EEERY ERRE

. +

(----..---1. e emw o

e
1]
+
.
[}
'
.
1]

9.-.-... -Q...---..?..- [EPTE

. : . M : N . N .
L] 4 £l L] . L] . 1] ¢
..........:.-...-.-.,.u.-u As.‘--.-uv" v:- "'“"""‘.'“"""f"'"""‘.' Ly
L) . [ ] r " [ L] .
: : ! ! : H : :
. . H H . . H '
10‘! 1 1 ] 1 1 ] 1 1
5 6 ? g 9 10 3] 12 13 14 15

Fig. 5
(Prior Art)



US 2005/0257118 Al

Patent Application Publication Nov. 17,2005 Sheet 6 of 9

9 "S14
909 10000001
Aq
pamor[oy W
s31q A3ed 8 L 9 S ¥ £ z !
paddiy €09 sp09 €09 TTO9  "TO9 209 c09 "T09 'C09
Aq pamof|oy
A indinQ
s11q Ared <44 d [
Sumndino
uayM YoNmsg
N X X X X 1
9
09
@ F F 2

-




US 2005/0257118 Al

L ‘814

s11q
- Ajured duindino 20L 0L 0L 20L
< uoyM 10000001 |
- v0L
E v0L vOL VoL
s 0L / \ \
E < /E d]
- mzm_mbcmm 00000000 £q
k= peadliq Aq 2MO{]0
£ pomoroy iy ol IR PN e X ! PRRAIR A
£
=
M P ® P PR
) 00L
£
5



Patent Application Publication Nov. 17,2005 Sheet 8 of 9 US 2005/0257118 Al

Message (24 hits) Byte } Byte 2 Bywe 3
fivte 2
802 .
804
806 Byt 3
CRC2 Table Look-up CRC3
808
Flipped
CRC3 CRC 3
10000001

Fig. 8



CRC pass probability

|
- 1
-3
2~3
=4
4

Patent Application Publication Nov. 17,2005 Sheet 9 of 9 US 2005/0257118 Al

1 L 1 ) 4 ¥ § 1 1 m

- h r 0 -
DoCoMo CRC  +
=1 Flipped CRC ¢ -
= o -
o O -
e o pe
o -
0 .
g8 8 + + + + + + + 4
1 ] 1 1 1 i i 1 i
5 6 0 8 ) (LN § 12 13 14 15

Estimated Message Sie £

Fig. 9



US 2005/0257118 Al

CYCLIC REDUNDANCY CHECK MODIFICATION
FOR MESSAGE LENGTH DETECTION AND
ERROR DETECTION

FIELD OF THE INVENTION

[0001] This invention is in general related to a cyclic
redundancy check method for message length detection in a
variable-length communications system and, more particu-
larly, to a modified cyclic redundancy check method that has
a low false detection probability.

BACKGROUND OF THE INVENTION

[0002] In a digital communications system, such as a
CDMA (Code Division Multiple Access) system, a data bit
stream comprising a stream of binary bits representing a
message is transmitted by a transmitter, travels through a
data channel, and is received by a receiver. The data bit
stream 1s generally composed of a number of message
blocks. If the length of a message block is not fixed, the
system may be referred to as a variable-length communica-
tions system. In such a variable-length system, additional
length information of each message block is generally
required for the receiver to identify each message block and
extract the message from the received data bit stream. A
conventional method of a variable-length communications
system designates a separate channel as a control channel for
transmitting length information of each message block.
Thus, when the receiver receives both the length information
and the data bit stream, the recciver identifies the corre-
sponding message blocks based on the length information,
and de-blocks the data bit stream.

[0003] The conventional method also generally utilizes
cyclic redundancy check (CRC) bits for error detection
purposes. In particular, a fixed number of CRC bits are
appended to the end of each message block and have a
predetermined relationship with the corresponding message
block. The receiver receives both the message block and the
CRC bits following that message block, and tries to re-
establish the relationship therebetween. If the relationship is
satisfied, the message block is considered without error.
Otherwise, an error has occurred during the transmission of
that block. This method is further explained in greater detail
below.

[0004] First, a CRC generating polynomial, g,(x), of order
1, is chosen. A common way of choosing the CRC generating
polynomial is that g(x) should satisfy ged(g(x),x)=1 for
each and every i between 0 and 1, inclusive, wherein | and
1 are integers, and the function ged(A(x),B(x)) is defined as
the greatest common divider of polynomials A(x) and B(x).
Examples of suitable g(x) include g, (x)=x"+x>+x"+x+1 for
1=4; g(x)=x"+x%+x"+1 for 1=7; go(x)=x>+x"+x*+x"+x+1 for
1=8; and g,(x)=x"*+x"+x’+x%+x+1 for I=12. The informa-
tion of CRC generating polynomial is stored in both the
transmitter and the receiver.

[0005] For illustration purposes, a binary polynomial is
defined for each binary bit stream as follows: if a binary bit
stream A includes t binary bits, a, ;, a, , . . . , a5, Wherein t
is an integer, the binary polynomial of A is denoted as A(x)
and A(X)=a,_x"a+a_, X+ . . . a,. Also for illustration
purposes, binary bit stream A is said to satisfy the CRC
condition if A(x) is divisible by g;(x). Two binary bit streams
Aand B are said to satisfy the CRC condition if x*A(x)+B(x)
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is divisible by g(x), wherein s is the number of bits
contained in bit stream B. It is well known to one skilled in
the art that when, for example, a polynomial A(x) is divisible
by another polynomial g(x), remainder of A(x) divided by
g(x) is 0, and it may be said that g,(x) divides A(x), denoted
as g(X)A(x).

[0006] Next, for a message block M containing k bits of
binary information, m,_,, my_,, . . . My, & parity check bit
stream P including 1 parity check bits, or CRC bits, p;_1, p;.2»
..« Do, 18 generated such that M and P satisfy the CRC
condition, or g,(x)|(XM(x)+P(x)). A parity check bit stream
may also be called a parity block, a parity check block, or a
CRC block. For each message block M, it may be proved
that there is only one corresponding parity check bit stream
P. The proof is understood by one skilled in the art and is not
discussed in detail herein.

[0007] According to the standard CRC method, parity
check bit stream P may be generated using either hardware
or software. Examples of hardware implementations are
shown in FIGS. 1-2, and an example of a software imple-
mentation is shown in FIG. 3. Both FIGS. 1 and 2 assume
1=8 and CRC generating polynomial g(x)=x%+x"+x"+x>+x+
1.

[0008] FIG. 1 illustrates a first hardware implementation
of generating parity check bit stream P. Referring to FIG. 1,
a feedback shift register circuit 100 is used for generating
parity check bit stream P based on CRC generating poly-
nomial g(x)=x*+x"+x"+x’+x+1. Circuit 100 includes a plu-
rality of delay circuits 102, which may be implemented as
flip-flops. The number of delay circuits 102 is equal to the
order of gi(x), i.c., [=8. Thus, in FIG. 1, there are 8 delay
circuits, 102, 102, . . ., 102,. Several XOR gates 104 are
inserted between delay circuits 102. Each XOR gate 104
corresponds to a coefficient of CRC generating polynomial
g,(x). For example, as shown in FIG. 1, an XOR gate 104,
to the left side of the first delay circuit 102, indicates that the
coefficient of x°=1 of g,(x) is 1; the absence of XOR gate 104
between delay circuits 102, and 102, indicates that the
coefficient of x* of g(x) is 0; and an XOR gate 104, between
delay circuits 102, and 102 indicates that the coefficient of
x’ of g(x) is 1. A clock signal (not shown) shifts register
circuit 100 from left to right one bit at a time. Also shown
in FIG. 1 is that the output of delay circuit 102 is fed back
to each of XOR gates 104,-104.. The parity check bit stream
P is generated by feeding into the left side of circuit 100 the
message block M followed by eight bits of 0. The output of
delay circuit 102, then comprises message block M followed
by its corresponding parity check bit stream P.

[0009] A second hardware implementation of generating
parity check bit stream is illustrated in FIG. 2. Similarly, a
feedback shift register circuit 200 includes a plurality of
delay circuits 202, each of which may be implemented as a
flip-flop circuit. Several XOR gates 204 are inserted
between delay circuits 202 according to CRC generating
polynomial g,(x). However, as compared to FIG. 1, an XOR
gate 204 is added to the right end of circuit 200, rather than
the left end of circuit 200, and the message block M is input
into the rightmost XOR gate 204. A switch 206 switches the
output of feedback shift register circuit 200 between mes-
sage block M and the output of the rightmost XOR gate 204.
Feedback shift register circuit 200 first outputs message
block M and then outputs the parity bits by switching switch
206 to the output of the rightmost XOR gate 204.
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[0010] FIG. 3 illustrates a software implementation of
generating parity check bit stream P. Rather than generating
the parity check bit stream P bit by bit, a lookup table is used
in the software implementation. The lookup table contains
an entire list of CRC bit streams for all possible messages of
a certain length. For example, when 1=8, the lookup table
includes 28=256 entries of CRC bit streams, each bit stream
containing eight binary bits. As shown in FIG. 3, a message
including 3 bytes (24 bits), Byte 1, Byte 2, and Byte 3, is
encoded using the lookup table. At step 302, Byte 1 is
considered and the lookup table is searched for a matching
entry for Byte 1. An XOR operation is performed on the
outcome of the search and Byte 2 at step 304 to generate an
intermediate CRC bit stream CRC 2. An entry that matches
CRC2 is looked up in the lookup table (step 306) and is
XOR’ed with Byte 3 (step 308), to generate the CRC bit
stream, CRC 3, of the message.

[0011] The above three implementations will be readily
understood by one skilled in the art and, therefore, the details
thereof are not further discussed herein.

[0012] After the parity check bit stream P is generated, the
parity check bits thereof are appended to the end of the
message block M to form a concatenated bit stream C
including k+1 bits, my_;, My_o, . . . , Mg, P15 Pros - - - 5 Por
In view of the above conditions, g,(x) divides C(x)=xM

(x)+P(x).

[0013] For each message block contained in the message,
the above encoding process is repeated to generate a corre-
sponding concatenated bit stream, and a data bit stream
including the concatenated bit streams and length informa-
tion of each message block are then transmitted through a
data channel and a control channel, respectively.

[0014] At the receiver side, both the data bit stream and
the length information are received. A received message
block M' and a parity check bit stream P' are extracted based
on the length information, wherein M' includes k bits, m',_,,
m'y,, ..., mY, and P'includes 1 bits, p',_;, p'ls» - - - » P'o- The
receiver then performs a so-called CRC test to determine if
M' and P' satisfy the CRC condition. If the condition is
satisfied, then the message block is received with no error.

[0015] A system using a separately designated control
channel for transmitting length information as discussed
above could be very ineflicient when the data rate is slow.
For example, in a standard UMTS (universal mobile tele-
communications system) WCDMA (wideband code division
multiple access) mode, AMR (Adaptive Multi-Rate) 12.2
kbps mode, the overhead for transmitting the length infor-
mation may be as large as 3 kbps, or almost 25% of the total
transmission rate of 12.2 kbps.

[0016] To reduce the overhead incurred by separately
transmitting the length information, there has been proposed
a CRC method (hereinafter “standard CRC method™) that
uses the CRC bits for message length detection, rather than
transmitting the length information of each message block
through a separate channel. According to the standard CRC
method, the transmitter only transmits the data bit stream,
and the receiver receives the data bit stream with no length
information. Thus, the receiver may not directly identify the
message blocks or extract the message. Instead, the receiver
repeats a trial-and-error step to search the received data bit
stream for a pair of message block and parity check bit
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stream that satisfy the CRC condition. First, the receiver
guesses a number, for example, K, as the block length, and
treats the first k bits of the received bit stream as the message
block, and the following 1 bits as parity check bit stream. The
receiver then performs the CRC test to determine if the
guessed message block and the guessed parity check bit
stream satisfy the CRC condition. If the result is affirmative,
the receiver has successfully identified a message block and
continues to identify the next message block. Otherwise, the
message block has not been identified, the guessed block
length k is increased by 1, and the CRC test is repeated.
Theoretically, after a few trials, the correct message block
will be identified.

[0017] However, the standard CRC method has an inher-
ent problem of probable false detection. Assuming a noise-
free transmission and a uniformly distributed message, the
probability of a false detection by the standard CRC method
is given by Expression (1):

0 fori=0; 68}
Pe(i)=427, forl<i<i-1;
27, foriz|,

[0018] wherein i=k-k is the message length offset. A
brief explanation of Expression (1) is provided
below.

[0019] Since the transmission is assumed noise-free, all
the bits transmitted are received without error. Therefore, if
i=k-k=0, the CRC condition is satisfied and a correct
message block is identified. No false detection occurs, i.¢.,
P(0)=0.

[0020] If i=k—k=1, the wrongly guessed message block M'
includes k-1 bits, m,_,, m,_,, .. ., m,, and the guessed parity
block P' includes 1 bits, mg, py1, P1.2s - - - » P1- The CRC test
therefore decides whether g,(x) divides

CH)=xXMx+Px

1

fk=2 3y e gt 4

=my_| X + Mgy X

3

-2 -
P1X 4 pax T 4+ L+

[0021] Because ged(g(x),x)=1, deciding whether
g,(x)|C'(x) is equivalent to deciding whether g,(x)|xC(x).
Comparing C'(x) with C(x), there is xC'(x)=C(x)-p,. Thus,
il py=0, because g(x)|C(x), then g(x)|xC'(x), and
2,(x)|C'(x). The receiver regards the wrong message block
M' as the correct message block, and there is a false
detection. Otherwise, if py=1, the CRC condition is not
satisfied, the receiver concludes that M' is not the correct
message block, and there is no false detection. For a uni-
formly distributed message, the probability of p,=0 is %,
and, therefore, the probability of a false detection is Y.

[0022] Similarly, if 1<iZi-1, the wrongly guessed mes-
sage block M' includes k-i bits, my_;, my_,, . . ., m;, and the
wrongly guessed parity block P' includes 1 bits, m;_;, m; ,, .
.., Mg Py, Piss .- -, Py The CRC test therefore decides
whether g,(x) divides
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C)=xMx)+ P %)

A—ith—1

=My _1 X +my 1=

72xlfi+l:72 +

+ ...+ mox

i—i-1 I=i-2
prax ™ T pax T T L+

[0023] Comparing C'(x) with C(x), there is

i—1
¥C W) =Cl) - Z ).
=

[0024] Because the order of gi(x), 1, is greater than i, g(x)
does not divide

i-1
2P

=0

.

[0025] wunless pg=p;= . . . =p;;=0. Further because
2,(¥)|C(x), and ged(g,(x),x)=1, g(x)|C'(x) is satisfied only
when py=p;= . . . =p;_;=0. Thus, the probability of a false
detection when 1<i=I-1 is equal to the probability of

Po=p;= - - - =p;.;=0, which, for a uniformly distributed
message, is 27
[0026] Finally, if 121, the guessed message block M'

includes k-i bits, m,_;, m_,, . . . , m;, and the guessed CRC
bit stream P includes, m;_;, m; ,, . .., m, ;. Since there is only
one possible CRC bit stream that corresponds to M/, the
probability of P' satisfying the CRC condition of
g (O(x'M'(x)+P'(x)), i.€., the probability of a false detection,
is 27! for a uniformly distributed message block.

[0027] FIG. 4 shows a simulation result of the probability
of passing the CRC test for the standard CRC method with
different guessed message lengths. The simulation condi-
tions include that the order of the CRC generating polyno-
mial is 8 and that the actual message length is 15. As shown
in FIG. 4, as the estimated message size approaches the
actual message length, i.e., the length offset i approaches 0,
the probability of passing the CRC test increases exponen-
tially.

[0028] In view of the large probability of false detection
for a standard CRC method, a modified CRC method with
a reduced probability of false detection has been proposed
by NTT DoCoMo, Inc., and may be referred to as the
DoCoMo’s Modification of the CRC method. According to
the DoCoMo’s Modification, after the parity check bit
stream P is generated, the parity check bits are appended to
the message block in a reversed order, to form a concat-
enated bit stream, my_;, My_,, . . . , Mg, Pgs P15 - - « » P11+ FIG.
5 shows simulation results for the DoCoMo’s Modification
as compared to the standard CRC method. The conditions
are the same as those in FIG. 4, i.¢., the order of the CRC
generating polynomial is 8 and the actual message length is
15. As shown in FIG. 5, the probability of passing the CRC
test, i.e., the probability of false detection is reduced to 2!
for all message length offset i>0.
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SUMMARY OF THE INVENTION

[0029] The present invention provides for a modified CRC
method for message length detection having a low probabil-
ity of false detection.

[0030] In accordance with the present invention, there is
provided a method for a variable-length communications
system, wherein messages to be transmitted are divided into
variable-length message blocks. The method includes pro-
viding a cyclic redundancy check (CRC) generating poly-
nomial, providing a binary flip polynomial, and encoding a
message block of a message to be transmitted. The message
block is encoded by generating a parity check bit stream
using the CRC generating polynomial, flipping the parity
check bit stream to generate a flipped parity check bit stream
using the flip polynomial, and appending the flipped parity
check bit stream to the end of message block to create a
concatenated bit stream.

[0031] In accordance with the present invention, there is
also provided a method for a variable-length communica-
tions system, wherein the system includes a receiver. The
method includes storing in the receiver information of a
cyclic redundancy check (CRC) generating polynomial and
information of a flip polynomial, receiving a data bit stream
including a plurality of concatenated bit streams, each
concatenated bit stream consisting of a message block and a
corresponding flipped parity check bit stream; and identify-
ing a first message block in the data bit stream. The first
message block is identified by (a) guessing a message block
and a flipped parity check bit stream at the beginning of the
data bit stream, (b) generating a parity check bit stream for
the guessed message block using the CRC generating poly-
nomial, (c) flipping the parity check bit stream using flip
polynomial to generate a flipped parity check bit stream, and
(d) if the flipped parity check bit stream and the guessed
flipped parity check bit stream are different, increasing k by
1 and repeating steps (a)-(c).

[0032] In accordance with the present invention, there is
further provided a method for a variable-length communi-
cations system including encoding a message and decoding
a data bit stream, wherein the message includes a plurality
of message blocks. A message block of the message is
encoded by generating a parity check bit stream, flipping the
parity check bit stream, and appending the flipped parity
check bit stream to the end of the message block. When a
data bit stream is received, a guessed message block and a
guessed flipped parity check bit stream are extracted based
on a guessed message block length. A parity check bit stream
is generated for the guessed message block and then flipped.
If the flipped parity check bit stream is the same as the
guessed flipped parity check bit stream, the message block
has been identified. Otherwise, the guessed message block
length is increased by 1 and the above step is repeated.

[0033] Additional features and advantages of the inven-
tion will be set forth in part in the description which follows,
and in part will be obvious from the description, or may be
learned by practice of the invention. The features and
advantages of the invention will be realized and attained by
means of the elements and combinations particularly pointed
out in the appended claims.

[0034] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory only and are not restrictive of
the invention, as claimed.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0035] The accompanying drawings, which are incorpo-
rated in and constitute a part of this specification, illustrate
embodiments of the invention and, together with the
description, serve to explain the objects, advantages, and
principles of the invention.

[0036] In the drawings,

[0037] FIG. 1 illustrates a first hardware implementation
of generating a parity check bit stream according to the
standard CRC method,;

[0038] FIG. 2 illustrates a second hardware implementa-
tion of generating a parity check bit stream according to the
standard CRC method;

[0039] FIG. 3 illustrates a software implementation of
generating a parity check bit stream according to the stan-
dard CRC method;

[0040] FIG. 4 shows simulation results of the standard
CRC method;

[0041] FIG. 5 shows simulation results of the DoCoMo
Modification of the CRC method,

[0042] FIG. 6 illustrates a first hardware implementation
of generating a flipped parity check bit stream according to
the present invention;

[0043] FIG. 7 illustrates a second hardware implementa-
tion of generating a flipped parity check bit stream according
to the present invention;

[0044] FIG. 8 illustrates a software implementation of
generating a flipped parity check bit stream according to the
present invention; and

[0045] FIG. 9 shows simulation results of the present
invention as compared to the standard CRC method and the
DoCoMo’s Modification method.

DESCRIPTION OF THE EMBODIMENTS

[0046] Reference will now be made in detail to preferred
embodiments of the invention, examples of which are illus-
trated in the accompanying drawings. Wherever possible,
the same reference numbers will be used throughout the
drawings to refer to the same or like parts.

[0047] Embodiments consistent with the present invention
provide a modified CRC method for message length detec-
tion having a low probability of false detection. More
particularly, methods consistent with the present invention
have a zero probability of false detection for any message
length offset that is less than the number of CRC bits utilized
in the system for each message block.

[0048] Methods consistent with the present invention are
suitable for use in a variable-length communications system,
which includes a transmitter and a receiver. A message to be
transmitted may include a number of message blocks having
non-fixed lengths. Each message block is encoded and
transmitted by the transmitter. When the receiver receives
the encoded message blocks, each message block is decoded
and the message is extracted. Since the method of encoding
and decoding is the same for all the message blocks, only
one message block M including k bits, m,_;, my_», . .
m,, is considered in the following description.

-5 My g,
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[0049] For illustration purposes, a binary polynomial is
defined for each binary bit stream as follows: if a binary bit
stream A includes t binary bits, a, ;, 8,5, . . . , 45, Wherein t
is an integer, the binary polynomial of A is denoted as A(x)
and A(x)=a, ;X" +a, X"+ . . . +4,. It is assumed that, unless
otherwise indicated, hereinafter, when two binary polyno-
mials are added, coefficients of the two polynomials corre-
sponding to the same power are added according to a
modulo-2 addition operation. A modulo-2 addition is defined
as a binary addition with no carry, for example, 0+1=1, and
1+1=0. Thus, if bit stream B includes s binary bits, b_ |, b, ,,
.., by, then, assuming s<t,

AQHB(X)=a, X Ha P L ragPH{ag by )
(a5 +b )X+ . .. +(ag+hy),
[0050] wherein a;+b; gives the result of modulo-2 addition

of a; and b,, for 0=i=s-1. It is also assumed that, unless
otherwise indicated, hereinafter, when two binary bit
streams are added, the corresponding bits of the two bit
streams are added according to modulo-2 addition operation.
It is also well known to one skilled in the art that, according
to the definition of modulo-2 addition, there are a+b+b=a,
A+B+B=A, and A(x)+B(x)+B(x)=A(x), wherein a and b are
binary bits, and A and B are binary bit streams.

[0051] A method consistent with the present invention
starts by choosing two binary polynomials, a CRC generat-
ing polynomial (hereinafter “CRC polynomial”), g,(x), and
a flip polynomial f,(x). CRC polynomial g(x) has an order
of 1, and flip polynomial f,(x) has an order of 1-1, wherein
1is an integer. In one aspect, ged(g,(x),x)=1 for each and
every 0<i=1, wherein i is an integer, and ged(g,(x),x) is the
greatest common divider of g(x) and x. Examples of
suitable g(x) include g,(x)=x*+x’+x*+x+1 for 1=4; g (x)=
X +x4+x* 41 for 1=7; go(x)=x*+x"+x*+x +x+1 for 1=8; and
g(X)=x"Z4x x> +x*+x+1 for 1=12. Flip polynomial f(x)
may be expressed as f,(x)=f, ,x" " +f_,x"+ . . . +f,, wherein
f.e{0,1} for 0=i=1. The coefficients of flip polynomial f(x),
namely, f,_,, f,, . . ., f,, may be referred to as flip bits. The
information of CRC polynomial g(x) and flip polynomial
f,(x) is stored in both the transmitter and the receiver.

[0052] For illustration purposes, a binary bit stream A is
said to satisfy the CRC condition if g(x) divides A(x), or
g(x)|AX); and two binary bit streams A and B are said to
satisfy the CRC condition if g,(x) divides x*A(x)+B(x), or
g(®)|(X*A(x)+B(x)), wherein s is the number of bits con-
tained in bit stream B.

[0053] On the transmitter side, an encoding process first
generates a parity check bit stream P including 1 parity check
bits, or CRC bits, py_1, Pras - - - » Po, SUch that M and P satisfy
the CRC condition, or g(x)|(x'M(x)+P(x)), wherein M(x)=
m,_, x“4my X%+ . .. +my, and P(x)=p,_,x" " 4+p X7+ . ..
+p,. Parity check bit stream P may also be referred to as a
parity check block, a parity block, or a CRC block. One
skilled in the art will now appreciate that each message
block M corresponds to only one unique parity check bit
stream P.

[0054] The encoding process then flips the parity check
bits according to flip polynomial f(x), or, specifically, by
performing a modulo-2 addition of each bit in the parity
check bit stream P and a corresponding flip bit. The resultant
flipped parity check bit stream P thus includes 1 flipped
parity check bits: pg=pi«1+fi_1, P=Protiss - - - s Bo=PotHo.
In effect, if f;=1, then p; is the flip of p;; if f,=1, then p; is the
same as p;.
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[0055] Then, the flipped parity check bits are appended to

the end of the message block to form a concatenated bit

stream C including k+1 bits, m,_;, my_, . . . , My, P> P2
< P

[0056] Consistent with the present invention, the flipped
parity check bits may be generated through hardware or
software. FIG. 6 illustrates a first hardware implementation
for generating the flipped parity check bits consistent with
the present invention. Referring to FIG. 6, a feedback shift
register circuit 600 is used for generating flipped parity
check bit stream P based on CRC generating polynomial
g()=x>+x"+x"+x>+x+1. Circuit 600 includes a plurality of
delay circuits 602, which may be implemented as flip-flops.
The number of delay circuits 602 is equal to the order of
g,(x), i.e., 1=8. Thus, in FIG. 6, there are 8 delay circuits,
602,, 602,, . . ., 602,. Several XOR gates 604 are inserted
between delay circuits 602. Each XOR gate 604 corresponds
to a coefficient of CRC generating polynomial g(x). For
example, as shown in FIG. 6, an XOR gate 604, to the left
side of the first delay circuit 602, indicates that the coeffi-
cient of x°=1 of g(x) is 1; the absence of XOR gate 604
between delay circuits 602, and 602, indicates that the
coeflicient of x* of g,(x) is 0; and an XOR gate 604 between
delay circuits 602, and 602, indicates that the coefficient of
x” of g(x)is 1. An XOR gate 604, is also coupled XOR the
output of delay circuit 6024 with the message block M
followed by flip bits £, |, f,,, . . ., f;. According to the
expression for f(x) previously described and as shown in
FIG. 6, £(x)=x"+1. Thus, the corresponding 8 flip bits are
10000001. A clock signal (not shown) shifts register circuit
600 from left to right one bit at a time. Also shown in FIG.
6 is that the output of XOR gate 604, is fed back to each of
XOR gates 604,-604. A switch 606 switches the output of
feedback shift register circuit 600 between message block M
and the output of XOR gate 604,. Feedback shift register
circuit 600 first outputs message block M and then outputs
the flipped parity bits by switching switch 606 to the output
of XOR gate 604.

[0057] A second hardware implementation for generating
flipped parity check bit stream P consistent with the present
invention is illustrated in FIG. 7. As shown in FIG. 7, a
feedback shift register circuit 700 includes a plurality of
delay circuits 702, each of which may be implemented as a
flip-flop circuit. Several XOR gates 704 are inserted
between delay circuits 702 according to CRC generating
polynomial g,(x). Two XOR gates 704, and 704, are added
to the left and right ends of circuit 700, respectively. The
message block M is input into XOR gate 704,, and the
rightmost delay circuit 702 outputs message block M and its
corresponding parity check bit stream P. XOR gate 704, then
flips the parity check bit stream P using the flip bits, f,_;, f .,
..., f,, to generate the flipped parity check bit stream P. It
is also assumed in FIG. 7 that the flip polynomial is
fo(x)=x"+1, and therefore the flip bits are 10000001.

[0058] FIG. 8 diagrammatically illustrates a software
implementation of generating flipped parity check bit stream
P, wherein a lookup table is used in the software implemen-
tation. The lookup table contains an entire list of CRC bit
streams for all possible messages of a certain length. For
example, when 1=8, the lookup table includes 25256 entries
of CRC bit streams, each bit stream containing eight binary
bits. As shown in FIG. 8, a message including 3 bytes (24
bits), Byte 1, Byte 2, and Byte 3, is encoded using the lookup
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table. At step 802, Byte 1 is considered and the lookup table
is searched for a matching entry for Byte 1. An XOR
operation is performed on the outcome of the search and
Byte 2 at step 804 to generate an intermediate CRC bit
stream CRC 2. An entry that matches CRC2 is looked up in
the lookup table (step 806) and is XOR’ed with Byte 3 (step
808), to generate the CRC bit stream, CRC 3, of the
message. Further, CRC 3 is flipped using the flip bits. It is
also assumed in FIG. 8 that the flip polynomial is fy(x)=
x'+1, and therefore the flip bits are 10000001.

[0059] As discussed above and shown in FIGS. 6-8, the
generation of the flipped parity check bits consistent with the
present invention can be easily implemented. With the
exception that the second hardware implementation as
shown in FIG. 7 may have approximately the same com-
plexity as a similar implementation of DoCoMo’s modifi-
cation, implementations of DoCoMo’s modification are gen-
erally much more complex than those consistent with the
present invention and the standard CRC method.

[0060] The same encoding process as above is performed
to generate a concatenated bit stream for each of the other
message blocks in the message, and a data bit stream
including the resultant concatenated bit streams in series is
transmitted.

[0061] When the receiver receives a data bit stream
including at least one concatenated bit stream, a decoding
process is performed to identify the first message block in
the data bit stream. After the first message block is identified,
the first message block and its corresponding flipped parity
check bit stream are removed from the data bit stream, and
the receiver continues to identify the first message block in
the resultant data bit stream. Thus, when the receiver starts
to decode message block M, the data bit stream includes
My q, Mys, - - - » Mg, P> P2 - - - » Pps 10llowed by the
concatenated bit streams of the next message blocks.
[0062] Because the receiver does not know the actual
length of message block M, a block length k is guessed. In
one aspect, the initial value of k is chosen to be small enough
to ensure kK=k. The receiver treats the first k bits in the bit
stream, my_;, My ,, . . . , My g, a8 constituting a message
block M/, and the following 1 bits, m_; ;, M 4, - . . , M,
Pris Pos - - - » Prt» a8 constituting the corresponding flipped
parity check bit stream P'. The receiver then performs the
CRC test as follows.

[0063] First, a parity check bit stream P including 1 parity
check bits, Pp_y, Pras - - - » Po, is generated for the guessed
message block M' such that g,(x)|(x'M'(x)+P(x)). Second,
using flip polynomial f(x), the parity check bit stream P is
flipped to generate a flipped parity check bit stream P', which
includes 1 flipped parity check bits, p'\.,=p,.;+f1, PLo=
Pratfiss . -+, P'o=Po+,. Finally, the receiver compares the
flipped parity check bit stream P' with the guessed flipped
parity check bit stream P'. If P'=P", the CRC test is passed,
it is considered that a message block has been correctly
identified; the first k+1 bits in the bit stream, i.e., message
block M' and the flipped parity check bit stream P, are
removed from the data bit stream; and the receiver continues
to decode the first message block in the resultant data bit
stream. Otherwise, if P'»P", no message block has been
identified, the estimated block length K is increased by 1, and
the above test is repeated.

[0064] By choosing a proper flip polynomial fi(x), the
CRC method of the present invention may have a low
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probability of false detection. In one aspect, flip polynomial
fi(x) is chosen such that

deg(remainder of( d+ ){)ﬁm
&ilx)

]]zi,forlsisl—l.

[0065] For example, when =8 and g (x)=x®+x"+x"+x>+x+
1, a possible flip polynomial that satisfies condition (2) is
fi(x)=x"+1.

[0066] Under condition (2) and the assumptions of an
error-free transmission and a uniformly distributed message,
CRC methods consistent with the present invention have a
zero probability of false detection for any message length
offset i less than the number of CRC bits, 1. In particular, the
probability of false detection is given in Expression (3):

0, for0=<isl-1;
PF(i)={ _

7, forizl,
[0067] if, and only if,

(1+x
deg(remainder of(" * ()ﬁ(X)
&ix)

]]zi,forlsisl—l,

[0068] wherein i=k-k is the message length offset. A brief
proof of Expression (3) is given below.

[0069] When i=0, the guessed message block M' includes
k bits, M, _;, my_,, . . ., m,, and the corresponding flipped
parity check block P' includes 1 bits, pr5, p, - - - » P5- 1he
correct message block is identified, CRC condition is satis-
fied, and there is no false detection.

[0070] For 1=i=I, the wrongly guessed message block M
includes k-1 bits, my_;, my_,, . . . , m;, and the wrongly
guessed flipped parity check bit stream P' includes 1 bits,
m; q, M5, ..., My, P, Poa» - - - » By 10e corresponding
guessed parity check bit stream P' is the flip of P, or, P(x)=
P'(x)+f(x). The CRC test thus determines whether
2,(x)|C'(x), wherein

Cx)=x'M'x)+P ¥

k-1 k-2

=my_1x +my_pX Fotmpa 4

P L P fil).

[0071] Comparing C(x) with C(x)=x'M(x)+P(x), there is

i-1

0= (') + fitow' + > 7 + fitx),

=0

[0072] Since g(]C(x) and ged(g,(9x)=1, B(IC(X) is
satisfied if and only if
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&x)

i-1
[(1 +3)f(%) +ijxj].

=0

[0073]

But because

i-1
deg[Z pﬁ-xj ] <1,

=0

[0074] and

( +X‘)ﬁ(X)]] .

d ( ind f(
leg| remainder o P

[0075] (condition (2) above),

i1 )
(L + )/ + Z pjxj]
=0
deg| remainder of| ——— [ =i,
# 2(0)

[0076] and g(x) does not divide
1 +x‘)f,(x)+zpj-xf.
=0
[0077] Therefore, the probability of a false detection is 0

when 1=i=1-1 and

, a +X’)ﬁ(X)]]>
deg[remamder of( P =
[0078] Ifi=1,then the guessed message block M' includes

k-1 bits, my_;, my_,, . . ., m;, and the guessed flipped parity
check block P' includes, m, ;, m, ,, . . ., m; ;. Because, as
mentioned above, there is only one possible parity check
block corresponding to a certain message block M, there is
only one possible flipped parity check block that corre-
sponds to message block M'. Therefore, assuming message
block M is uniformly distributed, the probability of m; ;,
m;,, . . ., m;; composing the flipped check parity block P'
that corresponds to M/, ie., the probability of a false
detection, is 27

[0079] FIG. 9 shows a simulation result of the probability
of passing the CRC test for the CRC method consistent with
the present invention as compared to the standard CRC
method and the DoCoMo’s Modification method, wherein
the diamond shape symbols represent the standard CRC
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method, the “+” symbols represent the DoCoMo’s Modifi-
cation method, and the square symbols represent the method
consistent with the present invention. The order of the CRC
generating polynomial is 8 and the actual message length is
15. Particularly, for the simulation shown in FIG. 9, g,(x)=
XC+x+x 4 +x41, and £(x)=x"+1. As shown in FIG. 9, as
the estimated message size approaches the actual message
length, i.e., the length offset i approaches 0, the probability
of passing the CRC test increases exponentially for the
standard CRC method, and remains about the same (at 2~%)
for the DoCoMo’s Modification method. For the method
consistent with the present invention, the probability of false
detection is 27 when the message length offset is greater
than or equal to & (i.e., the estimated message length is less
than or equal to 7), and is 0 when the message length offset
is less than 8. When the estimated message length is 15, 1¢.,
the correct message block is identified, the probability of
passing the CRC test is 1, and there is no false detection.

[0080] It will be apparent to those skilled in the art that
various modifications and variations can be made in the
disclosed process without departing from the scope or spirit
of the invention. Other embodiments of the invention will be
apparent to those skilled in the art from consideration of the
specification and practice of the invention disclosed herein.
It is intended that the specification and examples be con-
sidered as exemplary only, with a true scope and spirit of the
invention being indicated by the following claims.

What is claimed is:

1. A method for a variable-length communications sys-
tem, wherein messages to be transmitted are divided into
variable-length message blocks, the method comprising:

providing a cyclic redundancy check (CRC) generating
polynomial g(x), wherein 1 is an integer and is the
order of g,(x);

providing a binary flip polynomial f,(x) having an order of
1-1, wherein f,(x)=f,_;x""+f,.x"*+ . . . +f,; and

encoding a message block M of a message to be trans-
mitted, wherein M includes k binary bits, my_;, m,_,, .
, My, and wherein encoding M includes

generating a parity check bit stream P, wherein P
includes 1 parity check bits, Py, Pros - - - 5> Po such
that gl(X)l(X M(x)+P(x)), wherein M(X)—rnk X
m, X%+ . . . +my, and P(x)=p X" 4p x4 .
+pC>

flipping the parity check bit stream P to generate a
flipped parity check bit stream P including 1 flipped
parity check bits p, P, - - - » Pg» Such that

Po= p1_1+f1_1, P2=Pr2to - - -, P5=Po+y, Wherein
“+” is a modulo-2 addition operation, and
appending the flipped parity check bit stream P to the
end of message block M to create a concatenated bit
stream C, such that C includes k+1 bits, m,_;, m,_,,
> Mo, Pras Pr2» - - - » Po-

2. The method of claim 1, wherein CRC generating
polynomial gy(x) is chosen such that ged(g(x),x)=1 for
0=i=1, wherein i is an integer.

3. The method of claim 1, wherein flip polynomial f,(x) is
chosen such that
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a +xf>ﬁ(x>]] .

de, (remainder of(
# 2

for 1=i=1-1, wherein 1 is an integer.

4. The method of claim 1, further comprising repeating
the encoding to create a concatenated bit stream for each
message block of the messages to be transmitted and trans-
mitting the concatenated bit streams in series.

5. A method for a variable-length communications sys-
tem, wherein the system includes a receiver, the method
comprising;

storing in the receiver information of a cyclic redundancy
check (CRC) generating polynomial g(x), wherein 1 is
an integer and is the order of g (x), and information of
a flip polynomial fi(x) having an order of 1-1;

receiving a data bit stream including a plurality of con-
catenated bit streams, each concatenated bit stream
consisting of a message block and a corresponding
flipped parity check bit stream; and

identifying a first message block in the data bit stream,
including

(a) guessing a message block length k and a message
block M' consisting of the first k bits in the data bit
stream,

wherein K is an integer, and wherein 1 bits in the data
bit stream that immediately follow the message
block M' compose a guessed flipped bit stream P/,

(b) generating a parity check bit stream P including 1
parity check bits, Py, Pras - - - » Po, Such that
g(x)|(x'M'(x)+P(x)), wherein

M (x)= m,/;,l)fil +m257 P +my, and

% sl -2
PX) =P x 7 +paox ™+ 4 Do

(c) flipping the parity check bit stream P using flip
polynomial f,(x) to generate a flipped parity check bit
stream P! including 1 flipped parity check bits, P
Pl - -+ 5Pl and

(d) if P' and P' are different, increasing k by 1 and
repeating (a)-(c).

6. The method of claim 5, wherein CRC generating
polynomial gy(x) satisfies ged(g,(x),x)=1 for 0Sisl,
wherein i is an integer.

7. The method of claim 5, wherein flip polynomial f;(x)
satisfies
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1 +;&)f,(x)]] .

de, (remainder of( -
¢ &ilx)

for 1£i=1-1, wherein i is an integer.

8. The method of claim 5, wherein the length of the first
message block is k, wherein k is an integer, and the initial
value of k is not greater than k.

9. The method of claim 5, wherein the flipped parity check
bit stream P' is generated such that

%71 = ﬁlfl +fl71a f’;fz = f’pz +fl—2a e FA]E) = ﬁo +ﬁ)s

@y

wherein “+” is a modulo-2 addition operator.

10. The method of claim 5, wherein identifying the first
message block further comprising removing the first k+1 bits
from the data bit stream when P'=P".

11. The method of claim 10, further comprising repeating
identifying the first message block in the data bit stream after
the first k+1 bits are removed.

12. A method for a variable-length communications sys-
tem, wherein the system includes a transmitter and a
receiver, wherein messages are divided into variable-length
message blocks, comprising:

providing a cyclic redundancy check (CRC) generating
polynomial gi(x), wherein 1 is an integer and is the
order of g(x);

providing a binary flip polynomial fi(x) having an order of
1-1;

storing in both the transmitter and the receiver informa-
tion of CRC generating polynomial g,(x) and informa-
tion of flip polynomial f(x);

encoding a message to be transmitted by encoding each
message block M thereof, wherein encoding M
includes

generating a parity check bit stream P using the CRC
generating polynomial g(x),

flipping the parity check bit stream P to generate a
flipped parity check bit stream P using flip polyno-
mial f(x), and

appending the flipped parity check bit stream P to the
end of the message block M to create a concatenated
bit stream C; and

transmitting the concatenated bit streams C of the mes-
sage blocks M of the message to be transmitted,

receiving a data bit stream including a plurality of con-
catenated bit streams, each concatenated bit stream
consisting of a message block and a corresponding
flipped parity check bit stream; and

decoding the data bit stream, including

identifying a first message block in the data bit stream,
including

(a) guessing a message block length k and a message
block M’ consisting of the first k bits in the data bit
stream,

Nov. 17, 2005

! ! i’
My Mgr = > Moy

wherein k is an integer, and wherein 1 bits in the data
bit stream that immediately follow the message
block M' compose a guessed flipped bit stream P',

(b) generating a parity check bit stream P using CRC
generating polynomial g(x),

(c) flipping the parity check bit stream P using flip
polynomial f;(x) to generate a flipped parity check bit
stream P,

(d) if P' and P' are different, increasing k by 1 and
repeating (a)-(c), and
(e) removing the first k+1 bits from the data bit stream
when P'=P", and
repeating the identifying of the first message block in
the data bit stream afler the first k+1bits are removed.
13. The method of claim 12, wherein the CRC generating
polynomial g(x) is chosen such that ged(g,(x),x")=1 for
0=1=1, wherein 1 is an integer.
14. The method of claim 13, wherein the parity check bit
stream P includes 1 bits, P, 5, Py.o» - - - » Py, and is generated
such that g(x)|(x'M'(x)+P(x)), wherein

M (x)= m;:f"z’l +m2572x’2’2 + oy,
and

5 P T S
PxX)=p X + P X "+ 4+ D

15. The method of claim 12, wherein flip polynomial f,(x)
is chosen such that

L+ )fi) ]J g

de, [remainder of (
g v

for 1=i=1-1, wherein i is an integer.

16. The method of claim 15, wherein the parity check bit
stream P includes 1 bits, P, 1, Pyos - - - » Po» Wherein the flipped
parity check bit stream includes P' including 1 flipped parity
check bits,

a7 a7 ~t
Pio1s Pigs -5 Pys

and wherein the flipped parity check bit stream P' is gener-
ated such that

IA7L1 = ﬁ171 + fie1s ﬁLz = ﬁlfz + 2 ﬁ’o = ﬁo + fos

“

wherein “+” is a modulo-2 addition operator.

17. The method of claim 12, wherein the length of the first
message block in the data bit stream is k, wherein k is an
integer, and the initial value of k is not greater than k.
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