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The frequency domain speech scrambler
derives its Cryptanalytic strength from
random permutation of speech spectrum.
Since in most Systems the entire security
resides in the permutation (the key), it is
worth discussing the process of deducing
correct key from insufficiently scrambled
speech. Through the statistica] cryptanalysis,
the discrete key is imbedded in a continuous

keyspace and the key search is realized in
the raximum likelihood estimation process.
To derive the likelihood function, we
assurne that successjve spectral components
are  mutually independent. For greater
efﬁciency, this task can be formulated ag
one of the perfect matching problems that
leads to search of the permutation associated
with the minimum cost. One possible
solution is to use stochastic neural networks,
in wtich both the learning phase and the
searck phase are involved. The former is to
deterniine the synaptic weights and the
thresholds required for defining the neural
model This trained mode] will then used in
the sezrch phase. But it is easily trapped into
local optimal solution and the computational
complexity will increase with the dimension
of permutation matrix. To overcome these
shortages, we will investigate a genetic
algorithm to find the global optimal solution.
As  compared with Baum’s iterative
maximization algorithm, the genetic-based
search is shown to yield better performance
by takir g into account the doubly stochastic
constraint of the underlying keyspace.
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r Original/scrambled Original/recovered Original/recovered
Scrambled
Speech (Baum's Method) | (Genetic Method)
 Datal L2 0.68 0.20
Channe| _— —_
Daa?2 1.73 0.26
Recovered | Daia3
Speech —
Data4
Avy.
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—_—
LPC distance
Original/scramble Original/recovered
Generate Initial
Popuiation
Data.
| Data:
Evaluate Fitness _
Data3
Datad 47.70 ’_ 2.57 0.26
Select Fitter
Chromosomes
Crossover to
Generate New
Chromosomes
Mutate New
Chromosome
Have Termination
Criteria Been Met?
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Method Datal | Data2 | Data3 Data4
Baum’s method | 34.49 31.90 | 31.79 | 30.80
Bnetic method| 47.05 | 4599 | 42.97 | 46.84
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