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(57) ABSTRACT

A recording, recovering, and replaying method for real traffic
is used for processing a plurality of network packets of a
plurality of network connections. A recording procedure of
the method includes the following steps. A recording param-
eter (N, M, P) is received. A header and a payload of each
network packet of the network connections are completely
recorded, and a payload accumulation value of each network
connection is accumulated. When one of the payload accu-
mulation values exceeds N, the header of each network packet
and first M bytes of the payload are recorded for P consecutive
network packets corresponding to the payload accumulation
value. When one of the payload accumulation values exceeds
N and after the P consecutive network packets of the network
connection corresponding to the payload accumulation value
are recorded, the header of each network packet is recorded
for the network connection corresponding to the payload
accumulation value.

Receive a recording parameter (N, M, P)

A

Completely record a header and a payload of each network packet of the
connections, and accumulate a payload accumulation value of each connection

Determine whether the payload total
value exceeds N or not

Record the header and first M bytes of the payload of P consecutive network
packets of the connection corresponding to the payload accumulation value

h 4

Record the header of the network packet of the connection corresponding to
the payload accumulation value
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METHOD FOR RECORDING, RECOVERING,
AND REPLAYING REAL TRAFFIC

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This non-provisional application claims priority
under 35 U.S.C. §119(a) on Patent Application No(s).
099121944 filed in Taiwan, R.O.C. on Jul. 2, 2010, the entire
contents of which are hereby incorporated by reference.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] Thepresent invention relates to a method for record-
ing, recovering, and replaying real traffic, and more particu-
larly to a method comprising a recording procedure, a recov-
ery procedure, or a selective replay procedure.

[0004] 2. Related Art

[0005] 1In the prior art, in a recording system, a traffic
recording technology is implemented through a special dedi-
cated hardware design in combination with various software
packages, so as to reduce a loss situation as much as possible.
The key points of the technology are usually topics on the
amount of preprocessors, the operating system, and the size
of a buffer area. In addition to a technology of improving
performances of software and hardware systems, a technol-
ogy similar to atime machine exists, thereby saving a storage
space by analyzing network traffic behaviors. In the technol-
ogy, a cutoff mechanism of 10000 to 20000 bytes is used to
record each network connection. It is found that the large
traffic usually comes from few connections, such that on the
whole, the time machine technology may completely record
most of the network connection with small traffic. A cutoff
value thereof is dynamically adjusted by parsing of the traffic.

[0006] However, in the technologies, a traffic recording
policy is not decided and the traffic recording method is not
designed from a purpose of testing “trigger/reproduce a net-
work event”, such that currently the recording technologies
and methods are not quite suitable for testing. Also, in the
prior art, a large storage space is wasted to store valueless
network traffic, such that a great amount of quick and real
network traffic cannot be completely recorded. Further, as the
great amount of quick and real network traffic cannot be
handled, a record loss situation occurs.

[0007] For a technology for replaying network traffic, for
example, for TCPreplay, the network traffic is replayed
according to a timestamp; and for Tomahawk, a next packet is
replayed after a previous packet is arrived. However, in the
two technologies, the state of the network protocol is not
maintained in the process that the network traffic is replayed,
thus causing a problem of stateless replay.

[0008] Accordingly, several technologies capable of main-
taining the state of the network protocol (referred to as state-
ful replay) are developed. For example, for TCPopera, when
the network traffic is replayed, a rule of transmitting data
according to the Transmission Control Protocol/Internet Pro-
tocol (TCP/IP) is achieved by using 4 heuristics. For Monkey,
a socket is established to simulate the TCP/IP protocol and
simulate network situations. For Avalanche, a trace file
sample is accepted, the trace file is analyzed, and a great
amount of network traffic when a plurality of users exists at
the same time is simulated. In addition, in some further tech-
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nologies, not only states of the network layer and the trans-
mission layer, but also the state of the application layer can be
maintained.

[0009] However, same as the traffic recording technology,
in the current traffic replaying technologies, the design and
the implementation are not performed from the purpose of
testing “trigger/reproduce a network event”, such that the
current replaying technologies and methods are not quite
suitable for testing. The conventional replaying technologies
and tools cannot accurately replay the network connections
satisfying the network protocol according to an incomplete
network packet. Further, in the prior art, the event cannot be
effectively reproduced, so it is difficult to know causes of
network events.

SUMMARY OF THE INVENTION

[0010] It may be known from the analysis above that in the
conventional method for processing the network packet, no
matter in the method for recording or replaying real traffic
(i.e. network traffic), a large storage space is wasted, a long
replay time is wasted, network connections satisfying a net-
work protocol cannot be played according to incomplete net-
work packets, or a network event cannot be accurately repro-
duced.

[0011] Inorder to solve the problems, a method for record-
ing, recovering, and replaying real traffic is provided, which
is used for processing a plurality of network packets of a
plurality of network connections in a network.

[0012] The method for recording, recovering, and replay-
ing real traffic comprises a recording procedure, so as to
record network packets of each network connection. The
recording procedure comprises the following steps. A record-
ing parameter (N, M, P) is received, in which N, M, and P are
integers greater than or equal to zero. A header and a payload
of each network packet of the network connections are com-
pletely recorded, and a payload accumulation value of each
network connection is accumulated. When one of the payload
accumulation values exceeds N, the header and first M bytes
of the payload are recorded of P consecutive network packets
ofthe network connection corresponding to the payload accu-
mulation value. When one of the payload accumulation val-
ues exceeds N and after the P consecutive network packets of
the network connection corresponding to the payload accu-
mulation value are recorded, the header of each network
packet is recorded for the network packets of the network
connection corresponding to the payload accumulation value.
[0013] Inanembodiment, the method for recording, recov-
ering, and replaying the real traffic further comprises a recov-
ery procedure, which comprises the following steps. It is
checked whether the headers and the payloads of the network
packets are complete or not one by one. When at least one
incomplete network packet is obtained, it is determined
whether the incomplete network packet has the complete
header or not. When the incomplete network packet has the
complete header, the following steps are executed. A payload
length of the incomplete network packet is obtained accord-
ing to the header of the incomplete network packet. A dummy
value is written as the payload of the incomplete network
packet according to the payload length.

[0014] The recovery procedure further comprises the fol-
lowing steps. When the incomplete network packet has the
incomplete header, the following steps are executed. The
header of the incomplete network packet is recovered accord-
ing to other network packets of the network connection cor-
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responding to the incomplete network packet. The payload
length of the incomplete network packet is obtained accord-
ing to the recovered header of the incomplete network packet.
The dummy value is written as the payload of the incomplete
network packet according to the payload length.

[0015] The recovery procedure further comprises the fol-
lowing steps. At least one loss packet being record-lost is
found according to a sequence number and an acknowledge-
ment number of the headers of the network packets of the
network connections. The header of the loss packet is recov-
ered according to other network packets of the network con-
nection corresponding to the loss packet. The payload length
of the loss packet is obtained according to the recovered
header of the loss packet. The dummy value is written as the
payload of the loss packet according to the payload length.
[0016] The dummy value may be a random number.
[0017] Inanembodiment, the method for recording, recov-
ering, and replaying the real traffic further comprises a replay
procedure (or called as a selective replay procedure), which
comprises the following steps. An event time and a network
connection information are received, in which the network
connection information comprises at least one network con-
nection address. The network packets of the at least one
network connection corresponding to the network connection
address are replayed.

[0018] The selective replay procedure further comprises
the following steps. A specific connection in the network
connections is obtained according to the network connection
address of the network connection information, a network
connection protocol, and a network connection port. The
network packets of the specific connection are replayed.
[0019] The selective replay procedure further comprises
replaying the network packets of the at least one network
connection being transmitted at the event time.

[0020] The selective replay procedure further comprises
replaying the network packets of the at least one network
connection ending transmission before the event time.
[0021] The network connection address is the IP address.
The network connections satisfy the Transmission Control
Protocol (TCP) or the User Datagram Protocol (UDP).
[0022] To sum up, in the method for recording, recovering,
and replaying the real traffic, the problems such as that the
storage space is wasted and the network event cannot be
accurately reproduced may be solved. In the recording pro-
cedure, the relatively valuable real traffic is recorded, thereby
saving most of the stage space. In the recovery procedure, the
network packets being omitted or record-lost in the recording
procedure are also recovered, thereby obtaining the complete
network packet satisfying the network communication pro-
tocol. In the selective replay procedure, the network connec-
tion technology most relevant to the network event can be
found, thereby accurately and quickly reproducing the net-
work event.

[0023] Theseand other aspects of the present invention will
become apparent from the following description of the pre-
ferred embodiment taken in conjunction with the following
drawings, although variations and modifications therein may
be affected without departing from the spirit and scope of the
novel concepts of the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The accompanying drawings illustrate one or more
embodiments of the invention and, together with the written
description, serve to explain the principles of the invention.
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Wherever possible, the same reference numbers are used
throughout the drawings to refer to the same or like elements
of an embodiment, and wherein:

[0025] FIG. 1 is a flow chart of a method for recording,
recovering, and replaying real traffic according to an embodi-
ment;

[0026] FIG. 2 is a flow chart of a recording procedure
according to an embodiment;

[0027] FIG. 3A is a validation diagram of a recording
parameter according to an embodiment;

[0028] FIG. 3B is a validation diagram of a recording
parameter according to an embodiment;

[0029] FIG. 3C is a validation diagram of a recording
parameter according to an embodiment;

[0030] FIG. 3D is a validation diagram of a recording
parameter according to an embodiment;

[0031] FIG. 4 is a block diagram of a recording device
according to an embodiment;

[0032] FIG. 5 is a flow chart of a recovery procedure
according to an embodiment;

[0033] FIG. 6 is a flow chart of a recovery procedure
according to another embodiment;

[0034] FIG. 71s a flow chart of a selective replay procedure
according to an embodiment;

[0035] FIG. 8 is a flow chart of a selective replay procedure
according to another embodiment;

[0036] FIG. 9 is a schematic view of selective playing
according to an embodiment; and

[0037] FIG. 10 is a block diagram of a selective replaying
device according to an embodiment.

DETAILED DESCRIPTION OF THE INVENTION

[0038] The detailed features and advantages of the present
invention are described below in great detail through the
following embodiments, and the content of the detailed
description is sufficient for any person skilled in the art to
understand the technical content of the present invention and
to implement the present invention there accordingly. Based
upon the content of the specification, the claims, and the
drawings, any person skilled in the art can easily understand
the relevant objectives and advantages of the present inven-
tion.

[0039] The present invention provides a method for record-
ing, recovering, and replaying real traffic, which is used for
processing a plurality of network packets of a plurality of
network connections. The network connections satisfy the
Transmission Control Protocol (TCP) or the User Datagram
Protocol (UDP). The network packets refer to network pack-
ets of the Internet Protocol (IP) layer.

[0040] The method for recording, recovering, and replay-
ing the real traffic comprises a recording procedure, so as to
record the network packets of the network connection for
each network connection. For each network connection, the
recording procedure only records a part of relatively valuable
packets in the network connection, thereby saving a large
storage space.

[0041] The method for recording, recovering, and replay-
ing the real traffic further comprises a recovery procedure or
areplay procedure (or called as a selective replay procedure).
The recovery procedure is used for recovering the network
packets of the network connection for each network connec-
tion, and the selective replay procedure selectively replays a
part of the packets from the recorded packets of the network
connection, so as to reproduce a network event. The network
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event is such as an attack event, a virus event, a peer-to-peer
(P2P) application or a connection interruption event.

[0042] FIG. 1 is a flow chart of a method for recording,
recovering, and replaying real traffic according to an embodi-
ment. As shown in FIG. 1, the method for recording, recov-
ering, and replaying the real traffic is performed according to
steps of executing the recording procedure (Step S300),
executing the recovery procedure (Step S400), and executing
the selective replay procedure (Step S500). However, the
recording procedure, the recovery procedure, and the selec-
tive replay procedure may be individually and separately
executed, and may be executed after being combined in any
sequence. For example, the selective replay procedure may
directly play completely recorded network traffic (i.e. real
traffic) information; or the recovery procedure is executed
while the recording procedure is executed, so as to obtain
relatively complete network traffic information.

[0043] Next, referring to FIG. 2, steps of the recording
procedure are described. FIG. 2 is a flow chart of the record-
ing procedure according to an embodiment.

[0044] First, a recording parameter (N, M, P) is received, in
which N, M, and P are integers greater than or equal to zero
(Step S310). In the recording procedure, the network packets
ofall network connections can be recorded by using the same
recording parameter, and also a different recording parameter
can be configured for each network connection to record the
network packets. In the recording procedure, a header and a
payload of each network packet of the network connections
are completely recorded, and a payload accumulation value
of each network connection is accumulated (Step S320). In
other words, in Step S320, the headers and the payloads of the
network packets are completely recorded. The payload accu-
mulation value is a total value of the payloads of the currently
recorded network packets, and the unit is byte.

[0045] When the network packet is recorded in the record-
ing procedure, it is continuously determined whether the
payload accumulation value exceeds N of the recording
parameter or not (Step 3330). If one of the payload accumu-
lation values (that is, the payload accumulation value of any
network connection) does not exceed N, content of the net-
work packets is continuously completely recorded. When one
of the payload accumulation values exceeds N, the header of
each network packet and first M bytes of the payload are
recorded for P consecutive network packets of the network
connection corresponding to the payload accumulation value
exceeding N (Step S340). In other words, when it is found that
an accumulated value of the payloads of the network packets
recorded for one network connection exceeds N, only the
header and the first M bytes of the payload are recorded for
the next P network packets of the network connection.
[0046] When one of the payload accumulation values
exceeds N and after the P consecutive network packets of the
network connection corresponding to the payload accumula-
tion value exceeding N are recorded, the header of each
network packet is recorded for the network packets of the
network connection corresponding to the payload accumula-
tion value (Step S350). In other words, after the P incomplete
network packets are recoded in Step S340, only the headers of
all the next network packets of the network connection are
recorded, but the payloads of the network packets are no
longer recorded.

[0047] The payloads of the subsequent network packets in
the network connection are omitted according to the record-
ing parameter in the recording procedure, thereby greatly
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reducing a storage space required when the network traffic is
recorded. In the recording procedure, the headers of all the
network packets and the content of the first part of the payload
of the network connection are recorded, such that the content
of the recorded network traffic is valuable and is sufficient for
analysis or replay in subsequent procedures.

[0048] The recording parameter (N, M, P) may be obtained
through an experiment method, and different values may be
suitable for different network events. More particularly, for
different network events, values of N, M, and P are tested and
adjusted one by one, so as to obtain the recording parameter
through which the most space is saved and the network event
1s accurately reproduced.

[0049] The recording parameter of the attack event is taken
as an example. FIGS. 3A and 3B are respectively validation
diagrams of the recording parameter according to an embodi-
ment. A network event-N value curve 20, a successfully
reproduced network event-N value curve 21, and a consumed
storage space-N value curve 22 are shown.

[0050] It is assumed that totally 1929 attack events in total
are found in all the recorded network traffic, in which the
length of the payload of 333 attack events exceeds 2000 bytes.
First, the recording parameter of (N, 0, 0) is used for experi-
ment. That is to say, first N bytes of the payload of each
network connection in the recorded network traffic are
played, so as to test whether the 333 attack events may be
reproduced or not through the experiment. An experiment
result is as shown in FIG. 3A. When N is 2000, 317 attack
events may be reproduced, and the rest 16 attack events which
fail to be reproduced are reproduced with a great N value.
Therefore, another experiment is performed for obtaining a
size of the storage space to be consumed for triggering the 16
attack events, and an experiment result is as shown in FIG.
3B. In order to trigger all the attack events, the great N value
must be used, and a large storage space is consumed.

[0051] Next, for the four attack events which cannot be
reproduced by using the recording parameter (50000, 0, 0),
the experiment is performed by using the recording parameter
(0, M, =), that is, first M bytes of each network packet are
replayed. Experiment results are as shown in the following
table.

Description message of attack Value of payload Maximum
event (byte) value of M
SHELLCODE %86 setgid 0 151611 1300

SQL Injection comment attempt 206085 140
Web-CLIENT Windows Media 390745 200
Player zero length bitmap

Adobe BMP Image Handler 561305 90
Buffer Overflow

[0052] Itis known from the table that when M is 200, three

attack events may be reproduced. In addition, the 16 attack
events which fail to be reproduced through the recording
parameter (2000, 0, 0) are tested by using the recording
parameter (2000, M, o) through the experiment, and a result
is as shown in FIG. 3C. It may be known from the network
event-M value curve 23 in FIG. 3C that when M is 200 bytes,
11 attack events may be reproduced.

[0053] Next, P is adjusted in the experiment, so as to find a
relation between the size of the storage space to be consumed
and the amount of triggered network events when the network
events are replayed by using the recording parameter (2000,
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200, o). An experiment result is as shown in FIG. 3D, in
which a successfully reproduced network event-P value curve
24 and a consumed storage space-P value curve 25 are shown.
When P is 1300, 11 attack events can be reproduced. Com-
pared with the conventional method of recording all the net-
work packets, in the present invention, when P is 1300, 87%
storage space is saved. When P is 200, 8 attack events may be
reproduced, and 90% storage space is saved.

[0054] To sum up, for the network event being the attack
event, the recording parameter (2000, 200, 1300) may trigger
98.5% network events. Compared with the conventional tech-
nology of recording all the packets, in the present invention,
87% storage space is saved. After the experiment is per-
formed by using the similar method, it is known that for the
network event being the virus event type, the recording
parameter (6000, 0, 0) may trigger 93% network events, and
70% storage space is saved compared with the prior art.
Further, for example, for the P2P application, it is suitable to
perform recording by mainly using the network packet with
the payload comprising UDP data.

[0055] FIG. 4 is a block diagram of a recording device
according to an embodiment. The recording procedure may
be implemented on a recording device 30, in which the
recording device 30 comprises a connection track module 32,
aprocess characterization analysis package (PCAP) database
(or referred to as a packet capture database) 34, and a network
interface card (NIC) 36.

[0056] The recording device 30 may be connected to an
external network and an internal network, so as to capture and
record network packets of network connections flowing
between the external network and the internal network. The
connection track module 32 obtains the network packets
through the NIC 36, records the network packets as a PCAP
file according to the steps of the recording procedure, and
stores the PCAP file in the PCAP database 34. Although the
PCAP file and the PCAP database 34 are taken as an example
in the specification, other databases for logging the network
traffic and corresponding file formats may also be used.
[0057] The method for recording, recovering, and replay-
ing the real traffic comprises the recovery procedure. FIG. 5is
a flow chart of the recovery procedure according to an
embodiment.

[0058] In the recording procedure, data of a part of the
network packets may be intentionally omitted for saving the
storage space. Therefore, before the network traffic is played
(reproduced) according to the network packets, it is necessary
to determine whether the recorded network packets are com-
plete or not through the recovery procedure. The complete
network packet may be directly forwarded to the selective
replay procedure. The incomplete network packet is provided
to the selective replay procedure after being processed in the
recovery procedure.

[0059] 1In the recovery procedure, first it is determined
whether the header and the payload of the current network
packet are complete or not through information such as a
packet total length field of the header (Step S410). If the
network packet is complete, the network packet needs not to
be processed. If the network packet is incomplete, it is further
determined whether the incomplete network packet has the
complete header according to information such as a header
length (HLEN) field (Step S415).

[0060] When the incomplete network packet has the com-
plete header, a payload length of the incomplete network
packet is obtained according to the header of the incomplete
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network packet (Step S425). In the recovery procedure, a
dummy value is written as the payload of the incomplete
network packet according to the payload length (Step S430).
More particularly, the HLEN is subtracted from the packet
total length logged in the header of the incomplete network
packet, so as to obtain the payload length. The dummy value
as the payload of the network packet may be a random num-
ber.

[0061] When the incomplete network packet has the
incomplete header, first the header of the incomplete network
packet needs to be recovered according to other network
packets of the network connection corresponding to the
incomplete network packet (Step S420). The contents of the
headers of the network packets of the same network connec-
tion are mostly the same, for example, the headers may have
the same source IP address, destination IP address, commu-
nication protocol, time to live, or flags; such that the incom-
plete header may be recovered according to other network
packets of the same network connection. The recovery of the
two field values HLEN and the total length in the header may
be calculated through a relation of “total length=HLEN+
payload length”. The method for calculating the identification
field value is to add 1 to the identification field value every
time one network packet is added corresponding to the same
source end. Therefore, the identification field value can be
calculated through the identification field values of the pre-
vious and next network packets having the same source end.
Finally, checksum calculation is performed on the network
packet being recovered, so as to recover a checksum field
value in the header. In this manner, Steps S425 and S430 are
executed according to the recovered header, so as to obtain the
recovered entire network packet.

[0062] Inaddition, in the recovery procedure, it is detected
whether a loss packet is record-lost during the recording or
not and the loss packet is recovered. Due to temporarily too
high network traffic, the incomplete network packet may also
be generated, or even a loss packet being completely record-
lost is generated. For the TCP, according to a sequence num-
ber and an acknowledgement number of the TCP header
obtained after the payload is removed, it can be found whether
a network packet is record-lost in the recovery procedure.
[0063] FIG. 6 is a flow chart of the recovery procedure
according to another embodiment.

[0064] In the recovery procedure, it is first determined
whether the loss packet exists or not according to the
sequence number and the acknowledgement number of the
header of the network packet of the network connection (Step
S435). If the loss packet is not found, Step S410 and subse-
quent steps are executed.

[0065] If at least one loss packet is found in the recovery
procedure, the loss packet is recovered through the following
steps. The header of the loss packet is recovered according to
other network packets of the network connection correspond-
ing to the loss packet (Step S440). The payload length of the
loss packet is obtained according to the recovered header of
the loss packet (Step S445). The dummy value is written as
the payload of the loss packet according to the payload length
(Step S450).

[0066] According to the TCP communication protocol, for
a network packet in the same network connection with fixed
source IP address and destination IP address, the sequence
number of this network packet is the sequence number of the
previous network packet plus a data length of the previous
network packet. The following table is a table of network
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packets of the network connection according to an embodi-
ment, the plurality of consecutive network packets in the
network connection as well as information such as sequence
numbers and acknowledgement numbers thereof are repre-
sented in sequence.

Number of network packet

1 2 3 4 5 6
Source— A—-B A—-B B—=A A—-B A—B B—A
destination
Sequence number a a+10 b a+20 a+40 b
Acknowl- b b a+10 b b a+30
edgement
number
Data length (byte) 10 10 0 20 10 0

[0067] As shown in the table, the sequence number of the
network packet 2 may be the sequence number of the network
packet 1 plus the data length (10 byte) of the network packet
L.

[0068] Tt is assumed that the network packet 4 is one loss
packet, the network packets 1-3 and 5-6 are obtained in the
recovery procedure. According to the sequence numbers of
the network packets 2 and 5 which are transmitted from A to
B, itcan be noticed that a network packet with the data length
being (a+20)-(a+10), the network packet 4, exists. According
to the logic, in the recovery procedure, the loss packet may be
found, and the entire loss packet is recovered according to
other network packets of the same network connection.
[0069] It may be known that in the recovery procedure, the
network packets omitted or record-lost when the network
traffic is recoded are found according to characteristics of the
network protocol, thereby improving accuracy of behaviors
of the network traffic.

[0070] After the complete network traffic is obtained, in the
selective replay procedure, a part of the network traffic is
replayed to accurately reproduce the network event. In order
10 avoid time consumed for replaying all the recoded network
packets, in the selective replay procedure, a part of critical
network traffic (that is, network packets) sufficient to repro-
duce the network event is selected through an inverse opera-
tion and the network traffic is replayed according to the rel-
evant information of the network event.

[0071] FIG. 7 is a flow chart of the selective replay proce-
dure according to an embodiment.

[0072] Inthe selective replay procedure, first, an event time
and a network connection information of the network event is
received (Step S510), in which the network connection infor-
mation comprises at least one network connection address.
Next, according to the network connection address, the net-
work packets of at least one network connection correspond-
ing to the network connection address are replayed (Step
S520). The network connection address may be the IP
address, and comprises a source IP address and a destination
IP address.

[0073] More particularly, in the selective replay procedure,
the network connections (network packets) having the source
IP address and the destination IP address the same as the
received network connection address are found from the
recorded network connections, and are replayed.

[0074] FIG. 8 is a flow chart of the selective replay proce-
dure according to another embodiment. In this embodiment,
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in the selective replay procedure, the played network packets
are increasingly added until the assigned network event is
successfully reproduced.

[0075] In addition to the network connection address, the
network connection information further comprises a network
connection protocol and a network connection port, in which
the network connection port comprises a source port and a
destination port. According to the five-dimensional informa-
tion (that is, the source IP address, the destination IP address,
the communication protocol, the source port, and the desti-
nation port), a specific connection may be assigned.

[0076] Therefore, when the network connection informa-
tion comprises the five-dimensional information, the specific
connection in the network connections may be obtained
according to the network connection address of the network
connection information, the network connection protocol,
and the network connection procedure (Step S512); and the
network packets of the specific connection are replayed (Step
S514) in the selective replay procedure.

[0077] In the selective replay procedure, it is determined
whether the network event is reproduced or not (Step S516).
When the replaying of the packets of the specific connection
is not enough to reproduce the network event, or when the
network connection information is not enough to assign the
specific connection, the network packets of at least one net-
work connection corresponding to the network connection
address are replayed according to the network connection
address (Step S520). In Step S520, all the network connec-
tions corresponding to the network connection address may
be replayed, so as to attempt to reproduce the network event.
[0078] In Step S522, it is determined again whether the
network event is reproduced or not. If not, the network pack-
ets of at least one network connection being transmitted at the
event time are replayed (Step S524). According to the event
time, in the selective replay procedure, all the other network
connections being transmitted when the network event occurs
are replayed; so as to attempt to reproduce the network event.
[0079] Similarly, in Step S526, it is determined again
whether the network event is reproduced or not. If not, the
network packets of at least one network connection ending
transmission before the event time are replayed (Step S528).
[0080] In an embodiment according to the present inven-
tion, if the network event is not successfully reproduced after
Step S528, all the network packets are replayed in the selec-
tive replay procedure, so as to reproduce the network event.
[0081] FIG. 9 is a schematic view of selective playing
according to an embodiment. According to the event time 62
and the network connection information, in the selective
replay procedure, the plurality of network connections 60 is
selectively played, so as to reproduce the network event. It is
assumed that according to the network connection informa-
tion, it is obtained that the specific connection is the network
connection 60e, and the network connection 60e is the con-
nection between hosts A and B. According to the process in
FIG. 8, in the selective replay procedure, the network con-
nections 60 are replayed in a sequence of the network con-
nection 60e, the network connection 60a, the network con-
nection 60c, the network connection 605, and the network
connection 60d.

[0082] The recovery procedure and the selective replay
procedure may be implemented as a selective playing device.
FIG. 10 is a block diagram of the selective replaying device
according to an embodiment. A selective replaying device 40
comprises a selective replay interface 41, a preprocessor 42, a
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connection track module 43, a loss-recovery engine 44, a
replay engine 45, a socket application program interface
(socket API) 46, a routing module 47, a validate source 48, an
NIC 494, an NIC 495, a PCAP database 422, and a replay log
452. Further, the selective replaying device 40 provides the
replayed network packets to a device under test 50 through the
NICs 49a and 496b.

[0083] The selective replay interface 41 is provided to a
user for receiving the event time 62 or network connection
information assigned by the user, and transmits the informa-
tion to the preprocessor 42. The preprocessor 42 obtains the
recorded network traffic from the PCAP database 422, and
then provides a complete TCP segment or UDP datagram in
the network traffic to the connection track module 43. The
connection track module 43 logs various states of the network
connections 60, and provides a content of a TCP or UDP
header obtained through the payload of the current network
packet to the loss-recovery engine 44. The loss-recovery
engine 44 executes the recovery procedure, and determines
whether the current network packet is complete or not, or
whether the loss packet exists or not. If necessary, the loss-
recovery engine 44 recovers the network packet. The loss-
recovery engine 44 confirms a replaying sequence of all the
network packets.

[0084] In this manner, the replay engine 45 obtains a com-
plete data stream, and transmits the data to be replayed
through the socket API 46. The selective replaying device 40
replays the network traffic for the device under test 50 through
the routing module 47 and the NIC 49a, and reclaims the
network packets sent by the device under test 50 through the
NIC 495 and the validate source 48. The network packets
returning to the selective replaying device 40 through the
device under test 50 are forwarded to the socket API 46
through the validate source 48, so as to determine whether the
network packets are modified or not, thereby ensuring the
accuracy of the network protocol.

[0085] In an embodiment, after confirming that the for-
merly sent network packets are reclaimed, the replay engine
45 replays the next network packet for the device under test
50. When the network connections 60 are replayed, the start
connection time and end connection time of the network
connections 60 are logged in the replay log 452.

[0086] To sum up, the method for recording, recovering,
and replaying the real traffic according to the present inven-
tion may comprise the recording procedure, the recovery
procedure, and the selective replay procedure. The problems
in the prior art such as that the large storage space is wasted,
and the network event cannot be accurately reproduced may
be solved. In the recording procedure, only the relatively
valuable network traffic is recorded according to the record-
ing parameter, thereby saving most of the stage space. In the
recovery procedure, the network packets being omitted or
record-lost in the recording procedure are recovered to the
complete network packets satisfying the network communi-
cation protocol. In the selective replay procedure, the network
connection technology most relevant to the network event is
found, thereby accurately and quickly reproducing the net-
work event, so as to greatly reduce the time for testing the
device under test.

What is claimed is:

1. A method for recording real traffic, used for processing
a plurality of network packets of a plurality of network con-
nections, comprising:
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executing a recording procedure, comprising:

receiving a recording parameter (N, M, P), wherein N, M,
and P are integers greater than or equal to zero;

completely recording a header and a payload of each net-
work packet of the network connections, and accumu-
lating a payload accumulation value of each network
connection;
recording the header and first M bytes of the payload of P
consecutive network packets of the network connection
corresponding to the payload accumulation value when
one of the payload accumulation values exceeds N; and

recording the header of the network packets of the network
connection corresponding to the payload accumulation
value when one of the payload accumulation values
exceeds N and after recording the P consecutive network
packets of the network connection corresponding to the
payload accumulation value.
2. The method for recording the real traffic according to
claim 1, wherein the recording parameter for an attack event
is (2000, 200, 1300).
3. The method for recording the real traffic according to
claim 1, wherein the recording parameter for a virus event is
(6000, 0, 0).
4. The method for recording the real traffic according to
claim 1, wherein the network connections satisfy the Trans-
mission Control Protocol (TCP) or the User Datagram Pro-
tocol (UDP).
5. A method for recording and recovering real traffic, used
for processing a plurality of network packets of a plurality of
network connections, comprising:
executing a recording procedure, comprising:
receiving a recording parameter (N, M, P), wherein N, M,
and P are integers greater than or equal to zero;

completely recording a header and a payload of each net-
work packet of the network connections, and accumu-
lating a payload accumulation value of each network
connection;
recording the header of each network packet and first M
bytes of the payload of P consecutive network packets of
the network connection corresponding to the payload
accumulation value when one of the payload accumula-
tion values exceeds N; and
recording the header of the network packets of the network
connection corresponding to the payload accumulation
value when one of the payload accumulation values
exceeds N and after recording the P consecutive network
packets of the network connection corresponding to the
payload accumulation value; and
executing a recovery procedure, comprising:
checking whether the headers and the payloads of the net-
work packets are complete or not one by one;

determining whether the incomplete network packet has
the complete header or not when obtaining at least one
incomplete network packet; and

executing following steps when the incomplete network

packet has the complete header:

obtaining a payload length of the incomplete network

packet according to the header of the incomplete net-
work packet; and

writing a dummy value as the payload of the incomplete

network packet according to the payload length.

6. The method for recording and recovering the real traffic
according to claim 5, wherein the recording parameter for an
attack event is (2000, 200, 1300).
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7. The method for recording and recovering the real traffic
according to claim 5, wherein the recording parameter for a
virus event is (6000, 0, 0).

8. The method for recording and recovering the real traffic
according to claim 5, wherein the network connections satisfy
the Transmission Control Protocol (TCP) or the User Data-
gram Protocol (UDP).

9. The method for recording and recovering the real traffic
according to claim 5, wherein the recovery procedure further
comprises:

executing the following steps when the incomplete net-

work packet has the incomplete header:

recovering the header of the incomplete network packet

according to other network packets of the network con-
nection corresponding to the incomplete network
packet;

obtaining the payload length of the incomplete network

packet according to the recovered header of the incom-
plete network packet; and

writing the dummy value as the payload of the incomplete

network packet according to the payload length.

10. The method for recording and recovering the real traffic
according to claim 5, wherein the recovery procedure further
comprises:

finding at least one loss packet being record-lost according

to a sequence number and an acknowledgement number
of the headers of the network connections;

recovering the header of the loss packet according to other

network packets of the network connection correspond-
ing to the loss packet;

obtaining the payload length of the loss packet according to

the recovered header of the loss packet; and

writing the dummy value as the payload of the loss packet

according to the payload length.
11. The method for recording and recovering the real traffic
according to claim 5, wherein the dummy value is a random
number.
12. A method for recording, recovering, and replaying real
traffic, used for processing a plurality of network packets of a
plurality of network connections, comprising:
executing a recording procedure, comprising:
receiving a recording parameter (N, M, P), wherein N, M,
and P are integers greater than or equal to zero;

completely recording a header and a payload of each net-
work packet of the network connections, and accumu-
lating a payload accumulation value of each network
connection;
recording the header of each network packet and first M
bytes of the payload of P consecutive network packets of
the network connection corresponding to the payload
accumulation value when one of the payload accumula-
tion values exceeds N; and
recording the header of the network packets of the network
connection corresponding to the payload accumulation
value when one of the payload accumulation values
exceeds N and after recording the P consecutive network
packets of the network connection corresponding to the
payload accumulation value;
executing a recovery procedure, comprising:
checking whether the headers and the payloads of the net-
work packets are complete or not one by one;

determining whether the incomplete network packet has
the complete header or not when obtaining at least one
incomplete network packet; and
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executing following steps when the incomplete network

packet has the complete header:

obtaining a payload length of the incomplete network

packet according to the header of the incomplete net-
work packet; and

writing a dummy value as the payload of the incomplete

network packet according to the payload length; and
executing a replay procedure, comprising:
receiving an event time and a network connection informa-
tion, wherein the network connection information com-
prises at least one network connection address; and

replaying the network packets of the at least one network
connection corresponding to the network connection
address.

13. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the recording
parameter for an attack event is (2000, 200, 1300).

14. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the recording
parameter for a virus event is (6000, 0, 0).

15. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the network
connections satisfy the Transmission Control Protocol (TCP)
or the User Datagram Protocol (UDP).

16. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the recovery
procedure further comprises:

executing following steps when the incomplete network

packet has the incomplete header:

recovering the header of the incomplete network packet

according to other network packets of the network con-
nection corresponding to the incomplete network
packet;

obtaining the payload length of the incomplete network

packet according to the recovered header of the incom-
plete network packet; and

writing the dummy value as the payload of the incomplete

network packet according to the payload length.

17. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the recovery
procedure further comprises:

finding at least one loss packet being record-lost according

to a sequence number and an acknowledgement number
of the headers of the network connections;

recovering the header of the loss packet according to other

network packets of the network connection correspond-
ing to the loss packet;

obtaining the payload length of the loss packet according to

the recovered header of the loss packet; and

writing the dummy value as the payload of the loss packet

according to the payload length.

18. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the dummy
value is a random number.

19. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the replay
procedure further comprises:

obtaining a specific connection in the network connections

according to the network connection address of the net-
work connection information, a network connection
protocol, and a network connection port; and

replaying the network packets of the specific connection.
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20. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the replay
procedure further comprises:

replaying the network packets of the at least one network

connection being transmitted at the event time.

21. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the replay
procedure further comprises:
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replaying the network packets of the at least one network
connection ending transmission before the event time.

22. The method for recording, recovering, and replaying
the real traffic according to claim 12, wherein the network
connection address is the Internet Protocol (IP) address.
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