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Abstract

In this paper, we develop a novel method to embed important data in the host image so that the interceptors will not
notice about the existence of the data. The basic concept of the proposed method is by simple LSB substitution. To
prevent illicit access of data and increase the system performance, the method of randomized process and the optimal
LSB substitution are proposed. The effectiveness of the optimal LSB substitution in the worst case is proved. We also
develop a genetic algorithm to solve the problem of hiding important data in the rightmost £ LSBs of the host image,
which may involve a huge computation time to find the optimal result when £ is large. Finally, based on the concept of
perceptual modeling, an improved hiding technique is developed to obtain a high-quality embedding result. Experi-
mental results will reveal that the quality of the embedding result will not be seriously degraded, and is near optimal by
utilizing the proposed method. © 2001 Pattern Recognition Society. Published by Elsevier Science Ltd. All rights

reserved.
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1. Introduction

The popularity of the Internet offers a great conveni-
ence to the transmission of a large amount of data via
networks. However, it also increases the risk of illegal
access and unauthorized tampering with content while
transmitting data. To safely transmit data through the
Internet networks, some mechanisms must be provided
to guard important data against illegal interception. In
the past decade, numerous techniques were proposed to
provide the environment for important data transmis-
sion. One of the most important techniques is by data
encryption [1-4], in which the data are protected from
illicit access by utilizing a particular cipher algorithm.

* Corresponding author. Tel.: + 886-3463-8800; fax: + 886-
3463-9357.
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The data are transformed by the cipher algorithm into
a ciphertext that looks like a stream of meaningless
codes, and then sent to the receiver via the network.
Upon receiving the ciphertext, the receiver can decrypt it
using a cryptography key obtained from the transmitter
to recover its original form. Another approach to trans-
mitting data safely, however, whose goal is quite different
from that of data encryption, is by data hiding [5]. Data
hiding is the technique of embedding data into audio or
video media called host signal such as music, images, and
movies. It can be utilized in a wide variety of applications
such as ownership identification, tamper proofing, cap-
tion, and secret data transmission. Unlike the goal of
data encryption that prevents the data from illicit access
and modification, the aim of data hiding is to make the
data inaudible or invisible to the grabbers. That is, the
grabbers will not notice the existence of the embedded data,
though they may listen very hard to or look very carefully
at the media where the important data are hidden.
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In general, according to the applications to which the
techniques of data hiding are applied, the types of data
hiding can be classified into the following two categories,
i.e., watermarking and image hiding. The first category is
used to embed a distinguishable symbol, e.g., a signature
or a trademark, into host signals to authorize the owner-
ship of the signals. The size of the symbol in this category
is usually small, ranging from one bit to thousands of bits
to represent the symbol. The goal of watermarking fo-
cuses on the survival of the symbol after the host signal is
manipulated by degrading operations such as filtering,
resampling, lossy compression, etc. The second category
that is the main subject studied in this paper is used to
store and transmit important data, whose size tends to be
very large, usually exceeds a quarter of the host signal.
Instead of aiming at achieving high resistance to image
manipulation, the goal of image hiding focuses on mak-
ing the data invisible to viewers and obtaining high
embedded data rate. A brief literature review of the above
two categories of data-hiding techniques is given as fol-
lows.

Cox et al. [6] proposed a watermark that consists of &
independently and identically distributed random num-
bers drawn from a standard normal distribution. To
make the watermark robust to signal processing opera-
tions, they advocated that the watermark should be injec-
ted into the perceptually most significant spectral com-
ponent of the host media. Their idea is analogous to
spread spectrum communication systems [7], in which
the frequency domain of the host media is viewed as
a communication channel, and the watermark is viewed
as a signal that is transmitted through it. The method is
suitable to hide data with a tiny size into the host media.
However, if it is desired to hide data with a huge size, the
quality of the embedding result is not acceptable. Bender
et al. [5] described two data hiding techniques in still
images. The first is by a statistical method called patch-
work, which embeds in a host image a specific statistic
that has a Gaussian distribution. The method randomly
chooses from the host image a pair of patches, and
a procedure modifying the brightness of the patches is
executed repeatedly to obtain a unique statistic that is
used to indicate the presence or absence of a signature.
The method is easy to implement. However, it yields very
low embedded data rate, usually a single-bit signature
per image, thus, limits its usefulness to low-bits applica-
tions such as watermarking. The second method is called
“texture block coding”, which was implemented by hid-
ing data in an area of a picture having similar texture of
the data. This method does not work well on images that
do not have large continuous texture areas such as text
images. Koch and Zhao [8] proposed a labeling-based
approach for copyright protection. They adopted a
simple pulsing method to embed data at the specified
locations that appear to be a natural part of the image,
and utilized pulses with sufficient noise margins to pro-

tect hidden data from common image processing. The
restriction of hiding data in specific positions also limits
its application to data hiding low bit rate. Hsu and Wu
[9] proposed a DCT-based data-hiding technique that
can be utilized to hide signature in images. To effect a
compromise between hiding the signature invisibility and
robustness to image processing, they embedded the sig-
nature in the middle frequency band of the image. How-
ever, similar to all other frequency-domain-based image
hiding techniques, the hiding capacity in this technique is
also limited. In the past decade, there are numerous
least-significant-bit-based (LSB-based) data hiding tech-
niques, which find some special locations (pixels) in the
host media, then embed data into the LSB of those pixels.
Typical approaches include Adelson [10], Turner [11],
and van Schyndel et al. [12].

The methods listed above devote themselves to make
the embedded data difficult to be removed or degraded
when the host image is processed by image operations.
However, the hiding capacities in those methods are
limited. In this paper, we develop a method for hiding
important data with a large size. The proposed method is
based on LSB substitution, i.e., the data is embedded in
the LSB positions of the host image. To prevent illicit
access of the data and obtain a better embedding result,
a randomized embedding process and an optimal LSB
substitution method as well as data hiding by human
perceptual models are presented. It is proved in this
study that in the worst case the embedding result ob-
tained by the optimal LSB substitution is better than that
obtained by the simple substitution method (i.e., the
substitution without the optimal selection). To achieve
the optimal result, the performance of each possible sub-
stitution must be evaluated, which may involve a large
amount of computation time, and make the proposed
method impractical. So we develop a genetic algorithm
to solve the problem. The advantages of the proposed
method include the following: (1) the size of the embed-
ded data can be very large, and the quality of the embed-
ding result is not degraded significantly; (2) the random-
ized process can make the embedded data meaningless to
the grabbers, so the data can be protected well; and (3)
the embedding result utilizing the proposed genetic algo-
rithm is near optimal, and the processing time is accept-
able. The experimental results will be given to reveal the
advantages of the proposed method.

The rest of this paper is organized as follows. The
concept of image hiding by LSB substitution is presented
in Section 2. In Section 3, the method of evaluating the
performance for each LSB substitution is presented first.
The effectiveness of the optimal substitution is proved,
and a technique of image hiding by genetic algorithm is
developed. Finally, an improved hiding technique by
perceptual modeling is presented. Experimental results
are given in Section 4, and a brief conclusion is made
finally in Section 5.
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2. Image hiding by LSB substitution

Before presenting the basic concept of image hiding by
LSB substitution, the two constraints that are enforced in
the proposed method are listed as follows.

(1) The quality of the embedding result cannot be
degraded so significantly that the grabbers may notice
the existence of the important data.

(2) The size of the important data can be large, ranging
from a quarter to a half-size of the host image, and must
be recovered from the host image without any distortion
in quality.

There is a trade-off between the size of the embedded
data and the quality of the host image after embedding,
i.e., the more data to be hidden, the more degradation
in quality of the host image will be obtained. A trade-off
also exists between the data size and the immunity to
image manipulations like filtering, cropping, resampling,
etc. If the data size is very small, like a digital watermark,
a high level of resistance to various forms of image
manipulations is required. However, if the size of the data
are very large, a low level of resistance to image modifica-
tions can be expected. As mentioned previously, the main
objective of this study is to provide a method to hide
important data with large size, therefore, the immunity
to image operations is not considered in this paper. The
proposed method is based on LSB substitution, and the
concept is presented as follows.

Suppose we want to hide image E in image H, both are
n-bits gray-scale images. To meet the requirements of the
above constraints, a simple method is to hide E into the
positions of the least significant bit (LSB) of H. More
specifically, we can first retrieve the rightmost £ LSBs
from each pixel of H to form conceptually a k-bit gray-
scale image R, named the residual image that has the
same size of £ (an assumption is made here that the size
of E is identical to the power of 2, and the assumption
is not required in Section 3.4). Next, convert E to a k-bit
image by decomposing each pixel of E into several small
k-bit units, and treating each unit as a single pixel. The
resultant is denoted by E'. Finally, by replacing R by E’,
the embedding result Z is obtained accordingly as depic-
ted in Fig. 1.

The above method is simple, however, it may cause
problems that are stated as follows. First, hiding data in
the LSB of the host image will make it easy to be detected
for grabbers by simply analyzing the bit-plane informa-
tion of the embedding result. Second, the quality of the
host image after embedding by the above method may
not be acceptable, i.e., the host image may degrade
seriously after embedding. For an illustrative example,
assume that £ and H in the above case are all 8-bit images
with 256 gray scales, and F is embedded into the right-

Host image

Embedded image
E H (n-bits/pixel)

(n-bits/pixel)

Decomposition | .
LSB extration

Embedded image

naed Residual image
E' (k-bits/pixel)

R (k-bits/pixel)

Embedding Result
7 (n-bits/pixel)

Fig. 1. The flowchart of embedding by simple LSB substitution.

most 4 LSBs of H. Theoretically, the PSNR between Z and
H can be obtained by

PSNR = 10 x log((2" — 1)*/MSE))
= 10 x log(255%/MSE), 1)

where 7 is the number of bits per pixel, and MSE is the
mean square error defined as follows. Assume that z; and
h; represent the pixel gray values of Z and H, respectively,
then MSE is defined by

1 m

MSE = p Y (z— ) (2)

i=1

where m is the image size of Z and H. It can be verified
that in the above case the worst PSNR calculated by Eq.
(1) is identical to 24.61, which means that the host image
is degraded drastically because the obtained PSNR is very
low. To solve the above two problems, a randomized
embedding process and an optimal LSB substitution
method are presented as follows.

A monoalphabetic substitution cipher algorithm [4] is
adopted here to accomplish the randomized embedding
process. Before replacing R by E’, the pixel location of E’
is randomized by a bijection (i.e., one-to-one and onto)
mapping function presented as follows. Assume that pixel
locations in E” are numbered sequentially from O to s — 1,
where s is the image size of E'. Pixel location x of E’ is
transformed to a new location f(x) by

f(x) = (ko + ky x x)mod s
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and
ged(ky, s) =1, 3)

where ko and k, are two constants which are used as
keys, and gcd(-) means the greatest common divisor. The
above randomization process will transform E’ into a
meaningless picture, and prevent it from being detected
unless the grabbers understand the cipher process and
own the two keys (i.e., ko and k;.) The image obtained by
applying the above procedure is denoted by E".

To achieve a better embedding result, a method of
optimal substitution is presented in the following. A sub-
stitution matrix S = {s;;} is defined first in this study by

Sij

1 gray valuei is replaced by gray value j,
= . )
0 do nothing.

It is noted that exactly one element in each row and
one element in each column of S can have a value of 1. So
there are a total of (2¥)! possible substitutions denoted by
S1,82,..., S2% that satisfy the above constraint for a
k-bit image. According to each substitution matrix, E” is
further transformed into E"’, and the embedding result
can be obtained by replacing R by E". To obtain the
optimal embedding result, the simplest method is to
calculate the PSNR for each substitution, and select the
one having the maximum PSNR as the optimal result. For
example, assume that the 2 LSBs (i.e., k = 2) are used for
hiding data. Both of the residual image R and the disturb-
ed image E” mentioned above are all two-bit pictures.
Hence, a total of (2%)! = 24 substitution matrices can be
applied to substitute image E”, and 24 PSNR calculations
are thus required. Among them, the matrix having the
largest PSNR is selected as the best one. The flowchart of
the optimal substitution is depicted in Fig. 2, in which
E* is used to represent the result obtained by applying
the optimal substitution matrix to E".

3. Proposed methods

In Section 3.1, we present the method to calculate the
PSNR for each substitution matrix discussed in the last
section. In Section 3.2, we show that the worst MSE of the
optimal substitution is identical to half of the worst MSE
of the simple substitution. In Section 3.3, a genetic algo-
rithm is presented to solve the problem of hiding data in
the & LSBs of the host image when £ is large. Finally, in
Section 3.4, a hiding technique by perceptual modeling is
developed to improve the quality of embedding result.

3.1. PSNR calculation
Define an occurrence matrix O = {0;,} whose element

0j, represents the number of occurrences of gray value
jin E" and gray value k in R, when R is replaced by E"".

E Embedded image H

\ (n-bits/pixel)

Decomposition

Host image
(n-bits/pixel)

T
LSB extration
v

E . R
Embeqdedhlmage Residual image
‘ (k-bits/pixel) (k-bits/pixel)
Encryption
E”
——»{ Replacement
Optimal stllbstitution
E* Embedding Result
7 (n-bits/pixel)

Fig. 2. The flowchart of embedding by the optimal LSB substi-
tution.

Also define a weight matrix W = {w;,} whose element
wj, represents the square difference between the gray
values j and £, ie., wy = (j — k)% The cost of replacing
pixels of R by pixels of E” having gray value j is defined
by

2" -1

Cj = Z ojk ij. (5)

k=0
The cost of embedding entire E” in R is thus defined by

2k—1

C= Z Cj

j=0
2k—1 2F-1

=Y T o ©)

If a substitution matrix S is given, the embedding cost
corresponding to S is obtained by modifying the above
equation as

2F—1 2F-1 21

Cs = Z Z Z Sij Ojic Wik (7

i=0 j=0 k=0

and the MSE corresponding to S is given by
1

MSEg =— Cs . ®)
m

It should be noted that the value calculated by Eq. (8)
is the MSE between images R and E”’, which is also
identical to the MSE between images H and Z. By substi-
tuting the above equation into Eq. (1), the PSNR of S can
thus be obtained by

PSNRs = 10 x log(m x (2" — 1)?/Cs). )
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3.2. Performance of the optimal substitution

Let MSEy, and WMSEy, denote the MSE and the
worst MSE between host image H and embedding result
Z obtained by simple LSB substitution, respectively. Also
let MSEy,+ and WMSEy,- denote the MSE and the
worst MSE between H and Z obtained by optimal LSB
substitution, respectively. In this section, we will show
the following equation is true:

WMSEg, =% WMSEy, . (10)

Before presenting the proof step by step, let Z denote the
complement image of Z, i.e., the relation between pixel
Zin Z and the corresponding pixel z in Z is given by (both
H and Z are all n-bit images with 2" gray values)

Fhz=2"—1. (11)

It is easy to figure out that WMSEy, is identical to
(2" — 1)>. We now derive equations to prove the correct-
ness of Eq. (10). As mentioned in the last section, since
MSEyz+ is the optimum one as compared with that of the
other substitutions, the following two equations are true:

and
MSEpz+ < MSEy;,. (13)

So the following equation can be obtained as

MSEy,;+ <+ (MSEy, + MSEy,)
) —\2
~ 3 & (2P 4 = 2
=3 X (=2 + (@ = ) == )

(14)

where m is the image size, h;, z;, and z; are the pixels of
images H, Z and Z, respectively. Let |h; — z;| = a;, so we
have h; = z; + ;.

Case 1: When h; = z; + o;, rewrite Eq. (14) and obtain

1 m
MSEpz < Y @+ (@ =D =z —h))
m

i=1

m

Z (oF + (2"

— 1) =2z — ). (15)

Because the following equation is true:
(@" = 1) — o) = (2" = 1) = 2z; — o)
=@ =)=+ (2" 1) =25 — %)

Xx((2"—=1)—a; —(2" = 1)+ 2z; + o)

=4z(2" = 1) — (o + z7))
=4z(2"—-1)—hy)
20,
it can be concluded that
(2" = 1) =2z —0)* < (2" = 1) — o)™, (16)

The following equation can be derived from Egs. (15) and
(16).

1 m
MSEgz+ < m Z OF + (2" = 1) — 2z; — o))

m

i=1

<3n X G+ @ -1 =ap)

<Ly 2" — 1)

<5 X @

<1(2"—1)2 (17)
\2 .

Case 2: When h; = z; — w;, the proof is similar to the
case discussed above. First, rewrite Eq. (14) and obtain
the following equation:

m

Z (a? + (2

MSEHz* x5 - 1) —Zi — hi)z)

m

Zoc—i—(

—1) =2z —a)’).  (18)

Because the following equation is true,
(@ = 1) — o) — (2" — 1) — 2z — )?
=2"-1)—o; +(2"—1) —2z; + o)
x(2"—=1)—o; — (2" = 1)+ 2z; — o)
= 4" = 1) = 2z — )
=4n(2"—1) —z)
=20,
we can conclude that
(2" = 1) —2z; + ) < (2" — 1) — o). (19)
The following equation can be derived from Egs. (18) and

(19):

(@ + (2" = 1) = 2z; — 04)?)

1V

Il
-

MSEgz+ <

(@ + (2" = 1) — o)’

Il
—

A M

[} [\o) [}

gl- 2~ ¥~
M=

'V

Il
-

-1

2 1)2, (20)

N
[
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According to the results implied by Egs. (17) and (20), the
correctness of Eq. (10) is proved.

3.3. Image hiding by genetic algorithm

The image hiding technique discussed in Section 3.1
works well if the secret data is embedded in the £ LSBs of
the host image, where £ is less than or equal to 3. How-
ever, it works poorly if & is greater than 3 because the
number of possible substitutions will grow exponentially
as k increases. For example, assume that k = 4, there are
a total of (2%)! = 16! possible substitutions (about 20,000
billions of substitutions) that can be utilized to embed
data. Hence, it is very impractical and time consuming
for us to compute the PSNR for each substitution. A gen-
etic algorithm is thus developed in the paper to solve the
above problem, and is presented as follows.

The genetic algorithm (GA) was introduced by Hal-
land [13] in his seminal work “adaptation in natural and
artificial systems”, and applied in diverse fields [14] such
as image analysis, clustering, and scheduling in the search
for optimal states of systems or functions. GA can be
regarded as a randomized search procedure that is com-
monly used to solve the optimization problems. A solu-
tion in the problem domain corresponds to an individual
in a GA, which is represented by a chromosome contain-
ing many genes. An objective function called the fitness
function is used to evaluate the quality of each chromo-
some. In general, GA is mainly comprised of the follow-
ing three operators, namely, (1) reproduction, (2) cross-
over, and (3) mutation. Reproduction retains the current
chromosome’s genes, crossover assembles existing genes
into new combinations, and mutation produces new
genes. The procedure of GA is started by specifying an
initial population in the first generation, and during each
next generation, the individuals in the population under-
go the activities of reproduction, crossover and mutation,
to produce their offspring. Then a fitness function is
applied to each offspring to determine its quality. The
individuals with high quality will survive and form the
population of the next generation. The process will re-
peat for many times until a predefined requirement is
satisfied, or a constant number of iterations is exceeded.

In this study, a chromosome G in GA consisting of
2% genes is described by a substitution matrix S defined in
Section 2 as follows:

G =¢gog1---9g2-1, (21)

where g, represents the position of row 0 in S that has
a value of 1, g represents the position of row 1 in S that
has a value of 1, and so on. A simple example is illus-
trated in Fig. 3. Note that the value of each of the genes is
a constant ranging through 0 to 2 — 1. A chromosome
G is said to be valid in this study if for any gene pair of G,

0 1 2 3

0] 0 1 0 0

110 0 0 1
S

2] 1 0 0 0

310 0 1 0
G 1 3 0 2

Fig. 3. An example of S and the corresponding G for a 2-bit
image with four gray values.

say, (¢:, g;), where i # j, implies g; # g;. The genetic oper-
ators of crossover and mutation are defined as follows.

Crossover: Given two chromosomes G; = pop;y ... P2 —1
and G, = qoq; ---q2+—1, the crossover of G; and G,
is conducted by performing the following two steps:
the step of fixed-point crossover and the step of
chromosome validation. The first step is to split
G, and G, into left-hand side and right-hand side
parts with equal sizes, and replace their right-hand
side parts with each other to get the new
offspring G =pop1 ... P21t +1qat ... 42—y and
G5 = qoqy --- 421 Pa-14+1P2+1 ... Po+—1, respectively. Al-
though chromosomes G’ and G, obtained by the above
step may not be valid (i.e., the value of the genes may not
be unique in each chromosome), they need to be adjusted
so that the validation of chromosome can be achieved.
Before presenting the adjusting method, 2* flags indexed
through 0 to 2* — 1 corresponding to the 2* genes are
prepared for each chromosome. The flags are used to
check whether the genes in a chromosome have unique
values or not. Initially, the flags are all marked as “off”.
The method is comprised of two passes. In the first pass,
the genes of the chromosome are scanned sequentially
from left to right. If the value of the current gene is &,
check the status of the corresponding flag (i.e., the k-
indexed flag.) If the flag is marked as “off”, it is remarked
as “on”; otherwise, the value of the current gene is set to
a negative value, e.g., — 1. The process repeats for the
next gene until the last one is checked. In the second pass,
the genes of the chromosome are sequentially scanned
again from left to right. If the value of the current gene is
detected as — 1, its value is replaced by the index number
of the flag scanned from left to right that is the first
occurrence of “off” flag. The “off” flag is then remarked
as “on”, and the process repeats until all the genes of
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G G2
gencs|0‘1‘2‘3‘4‘5l6|7| |0|2[4|6 1|3‘5|7|
(a)

Gh Gn
genes‘0‘1‘2’3’1l3|5|7| ‘0]2‘4|6]4‘5|6‘7‘
(b)
boxed F | Fl FIFI FIFIFIF] [F[FIF[ F[ F[ FIFIF]
e o[ L3 o3[ 3] 7] [l <[ [ <[ s]e]7]

(©
boxed N INININTFINTF IN] [NTEINIEINTNININ]

NEREEEREEECEEEEEER
(d)
G G"
boxed N INININININININ] [NININININTNININ]
gened 0| 1]2] 3] 4| 6] 5[] [o]2]4]6]1]5]3]7]

(e)

Fig. 4. An illustrative example of the crossover operation: (a)
two chromosomes G; and G,, (b) the offspring of G; and
G, obtained by the fixed-point crossover, (c) the initial values of
the flags (N: on; F: off), (d) the status after the first pass of
adjustment, (e) the status after the second pass of adjustment.

a chromosome are scanned. An example is given as
follows. Assume that G; = 01234567 and G, = 02461357
are two chromosomes. The offspring of G; and G, cre-
ated by the first step are G} =01231357 and

5 = 02464567, respectively, which are all invalid. By
adopting the adjusting method, chromosomes

1 =01234657 and G% = 02461357 are obtained as
shown in Fig. 4.

Mutation: Given a chromosome G = gog; ... g2—1,
two genes of G are selected randomly and their values
are replaced with each other. For example, assume that
G = 01234567 and the two randomly selected genes are
1 and 5 as shown in Fig. 5, then the mutated chromosome
is G = 05234167.

Finally, the fitness function F is defined in this study as

2k—1

F(G) = z Cq;
j=0

2F-1 21
= 2 ) Ogk Weks (22)
j=0 k=0
where o, and w,,, are defined in Section 3.1. The fitness
function listed above calculates the MSE between images
R and E"’, in which E" is obtained by replacing the gray
value 0 of E” with gray value g, the gray value 1 with g,
and so on.

beforemutation | 0|1 (2 | 3|4 |5 [6]|7

after mutation | 0 (5 |2 |3 (4 |1 |6 |7

Fig. 5. A simple example of mutation operation.

To recover the original embedded image without any
distortion, the optimal substitution matrix obtained by
the above procedure should be further decomposed into
a series of bit stream. Then each bit in the stream as well
as the value of £ are embedded into the (k + 1)th LSB
position of the host image.

3.4. Image hiding by perceptual modeling

According to the research presented by Szu et al. [15],
in which they proposed a “Johnson-like” criteria for
video, the data embedded in a noisy picture is more
difficult to be perceived than the data embedded in a
smoothing picture. A simple example is illustrated in Fig.
6, in which images “Baboon” and “Lena” are used as host
images, and the former looks noisier than the latter. After
embedding the image “Jet” into the two host images, the
results are depicted in Figs. 6(c) and (e). It can be seen
from these figures that there are more perceived differ-
ences between Figs. 6(b) and (c) than those between Figs.
6(d) and (e). The concept is utilized in this study to
improve the hiding result presented in the last section.
Assume that the host image is a 256-gray-scale image (i.e.,
8-bit per pixel.) The first four bits of each pixel counted
from left to right are called the high byte, and the rest
four bits are called the low byte. A pixel of the host image
is defined in this study as a noisy pixel if less than half of
its eight neighbors have the same content of high byte;
otherwise; it is defined as a smoothing pixel. Due to the
limitation of human video perception as stated above,
it is suggested that a large scale of LSBs can be used to
embed data for a noisy pixel, and a small scale of LSBs is
used for a smoothing pixel. In this study, the rightmost
four and two LSBs of noisy pixels and smoothing pixels,
respectively, are used for hiding important data. In the
next section, experiments are conducted to show the
superiority of the modified embedding scheme.

4. Experimental results
Experimental results of the proposed method are

presented and discussed in this section. The program
was written in Visual C+ +, and ran on a personal
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Fig. 6. A comparison of the embedding result between a noisy image and a smoothing image: (a) the embedding image named “Jet”, (b)
the host image named “Lena”, (c) the result of embedding (a) into (b), (d) the host image named “Baboon”, (e) the result of embedding (a)

into (d).

computer (PC) Pentium-233 with 64M RAM under the
operation system of Win95.

The images tested in our experiment are all 8-bit im-
ages with 256 gray levels. The first three of them with size
512 x 512 shown in Fig. 7 are treated as the host images.
The other test images that are prepared to be embedded

into the host images are classified into two classes: the
first class contains four images with size 256 x 256 as
shown in Fig. 8, and the second class contains the rest
four images with size 512 x 256 as shown in Fig. 9.

As mentioned in Section 2, before embedding into the
host image, images depicted in Figs. 8 and 9 must be
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As the computers are more and more integrated
via the network, the distribution of digital media is
becoming faster, easier, and requiring less effort to
make exact copies. One of the major impediment
is the lack of effective intellectual property
protection of digital media to discourage
unauthorized copying and distribution.
Conventionally, in analog world, a painting
is signed by the artist to attest the copyright, an
identity card is stamped by the steel seal to avoid
forgery, and the paper money are identified by the
embossed portrait. Such kind of hand-written
signatures, seals and watermarks have been used
from ancient times as a way to identify the source,
creator of'a document or a picture. For example, a
priceless painting of the 11th century in National
Palace Museum named "Travelers on a Mountain
Path" had not been identified as the genuine worrl(I

T T T e

Fig. 7. The three test images with size 512 x 512 are used as the host images. (a) Lena; (b) Baboon; (c) Text.

our current enrollments in
undergraduate, M.S., and Ph.D
programs are approximately 40
150, and 70 respectively. As
computer lechnologies have grc
to encompass diverse applicatic
comprehensive knowledge will
required to meet the increasing
sophisticated information needs
the future. Hence, course studit

()

Fig. 8. The four test images with size 256 x 256 are used as the embedding data of the first class. (a) Jet; (b) Scene; (c) Tiff; (d) Text.

randomized by a cipher function. The cipher function to form the first population. After that, during each
adopted in this study is described by generation, the population is comprised of the following
three kinds of chromosomes: (1) the chromosomes

f(x) = (1019 + 17x) mod 262144, created by crossover; (2) the chromosomes created by
mutation; and (3) the chromosomes created by reproduc-

The first generation of the proposed GA is comprised tion. Chromosomes of the first kind are generated by

of 10 chromosomes that are created by random numbers randomly picking up 10 pairs of chromosomes from the
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The Department of Computer and Information Science,
National Chiao Tung University, has been known for its
diverse and energetic atmosphere. It has also maintained a
friendly and supportive environment that encourages its
members —— students, faculty, and staff to achieve
their best since its establishment in 1980. The M.S. program
and the Ph.D. program have been offered since 1986 and
1990, respectively. The department has become a member of
the College of Electrical Engineering and Computer Science
in 100%

(d)

Fig. 9. The four test images with size 512 x 256 are used as the embedding data of the second class. (a) Jet; (b) Scene; (c) Tiff; (d) Text.
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Fig. 10. The results of embedding the images shown in Fig.
8 into the host image labeled as “Lena”.

Host image: Baboon
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Fig. 11. The results of embedding the images shown in Fig.
8 into the host image labeled as “Baboon”.

population to undergo the crossover operation. Chromo-
somes of the second kind are generated by applying
a mutation rate of 0.1 to each chromosome in the popula-
tion. And chromosomes of the last kind are generated by
reproducing (i.e., by copying) each chromosome in the

Host image: Text

48.4 48.4

44 4644 4644 46

43.5543.
3y B335 42.8642.9842.98

Jet Scence Tiff Text

OSimple LSB Substitution
@ Optimal LSB Substitution
O The Propased GA Appoach

Fig. 12. The results of embedding the images shown in Fig.
8 into the host image labeled as “Text”.

Host image: Lena

[
n
1

3427

o}
=

33 3:'.':01'32'?1 3313255 =
32 31.21

31
30 | 29.51
29 -

28
27

PSNR

Jet Scence Tiff Text

O Simple LSB Substituion
OThe Proposed GA Approach

Fig. 13. The results of embedding the images shown in Fig.
9 into the host image labeled as “Lena”.

population. These chromosomes are then evaluated by
the fitness function listed in Eq. (22), and sorted by the
PSNR values calculated from the function. The chromo-
somes that own the top-10 highest PSNR values will
survive, and form the population of the next generation.



R.-Z. Wang et al. | Pattern Recognition 34 (2001) 671-683 681

The iterative number is set to 8 in our experiment. Fi-
nally, in the last generation, the chromosome that owns
the highest PSNR value is selected to serve as the substitu-
tion function.

The results of embedding images in the first class are
shown through Figs. 10-12, in which three different op-
erations are conducted, including the simple substitution,
the optimal substitution, and the proposed GA ap-

Host image: Baboon

35 34..
34
32.79 3295
33 s e '
% 32 b = 2k3 [
Z 31 [ -
™ 10 29.6
29 [ —
28
27
Jet Scence Tiff Text
O Simple LSB Substitution
O The Proposed GA Approach

Fig. 14. The results of embedding the images shown in Fig.
9 into the host image labeled as “Baboon”.

Host image: Text
35 34.38

3213 325

PSNR
=

20.6]

Jet Scence Tiff Text

O Simple LSB Substitution
OThe Proposed GA Approach

Fig. 15. The results of embedding the images shown in Fig.
9 into the host image labeled as “Text”.

proach. The data is embedded into the rightmost two
LSBs of the host image, so the total number of substitu-
tion ways is (2%)! = 24. Due to the small amount of
searching space, the search procedure conducted by the
GA approach is actually an exhaustive search, hence
yields the same results as compared with that obtained
by the optimal LSB substitution. The results of embed-
ding images in the second class are shown in Figs. 13-15,
in which the data are now embedded into the rightmost
four LSBs of the host image and only two different
operations are conducted, including the simple substitu-
tion and the GA approach. The optimal substitution
cannot be executed for images in the second class because
it involves a huge number of substitution operations. It
can be seen from these figures that (1) the PSNR obtained
by the GA approach is very high, which means that the
quality of the embedding result can be acceptable; and (2)
the GA approach can achieve similar results as the opti-
mal substitution does.

The following experiment is to compare the embed-
ding results obtained by the simple substitution method
and the proposed GA approach. In this experiment,
images shown in Figs. 9(d) and 7(a) are selected as the
embedding data and the host image, respectively. To see
more clearly the difference between the two methods, the
data shown in Fig. 9(d) are not randomized by the cipher
function given above, and the results obtained by the two
methods are depicted in Fig. 16. As compared with the
original host image shown in Fig. 7(a), it can be seen from
this figure that the result obtained by the simple substitu-
tion method looks more noisy than that obtained by the
GA approach. (The embedded data can be slightly per-
ceived as seen from Fig. 16(a).) The PSNR values of the
two methods are 29.51 and 34.27, respectively, which also
indicates that the quality of the host image is less de-
graded if the GA approach is utilized. A comparison of
the processing time by the two methods is summarized
in Tables 1 and 2. The processing time of the proposed

Fig. 16. The comparison of the embedding results obtained by the simple substitution method and the GA approach: (a) the result
obtained by the simple substitution method, (b) the result obtained by the proposed GA approach.
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Fig. 17. A high quality of the embedding result obtained by the method presented in Section 3.4: (a) the hidden data with size 320 x 256,
(b) the host image labeled as “Lena” with size 512 x 512, (c) the result of embedding (a) into (b) using the modified embedding scheme.

Table 1
The computation time of the simple LSB substitution method
(unit: s)

Embedded
Host Jet Scene Tiff Text
Lena 0.28 0.33 0.28 0.33
Baboon 0.27 0.28 0.27 0.27
Text 0.33 0.33 0.33 0.28
Average 0.30

GA approach is approximately twice of that by the
simple substitution method as indicated in Tables 1 and
2. Both of them are acceptable for most applications, and
can be further improved if the program is optimized or
runs on a fast computer like a workstation or a Pentium
11T PC.

Finally, shown in Fig. 17 is the experiment conducted
for demonstrating the high quality obtained by the
method presented in Section 3.4. It is noted that the size
of the hiding image is larger than a quarter of the size of
the host image, so it cannot be entirely embedded in the
rightmost two LSBs of the host image. If the hiding
image is embedded in the rightmost four LSBs of the host
image, the quality of the result may not be accepted. The
method presented in Section 3.4 provides a good solution

Table 2
The computation time of the LSB substitution via GA approach
(unit: s)

Embedded
Host Jet Scene Tiff Text
Lena 0.49 0.50 0.49 0.55
Baboon 0.50 0.61 0.55 0.60
Text 0.49 0.61 0.55 0.55
Average 0.58

for the above problem. The rightmost four and two LSBs
of the noisy pixels and smoothing pixels, respectively, of
the host image are used to hide data. The reason is stated
previously in Section 3.4, and the result is depicted in Fig.
17, which exhibits a good visual quality.

5. Conclusion

The major goal of image hiding is to embed skillfully
the important data in the host image so that the inter-
ceptors will not notice the existence of the data. It is
not like the goal of data encryption, which restricts
the regular access to the embedded data, and also dis-
similar to the goal of watermarking, which stresses
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on the survival of the embedded data after image
operation.

The basic concept of the proposed method is by simple
LSB substitution. To increase the system performance,
the method of optimal LSB substitution is presented. The
effectiveness of the optimal LSB substitution under the
worst condition is proved. We develop a genetic algo-
rithm to solve the problem of hiding important data in
the rightmost & LSBs of the host image when £ is large,
which may involve a huge computation time to find the
optimal result. An improved hiding technique by percep-
tual modeling is also presented, and experimental results
reveal the practicability and superiority of the proposed
method.
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